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Abstract. Anomaly detection methods are of common use in many fields, including
databases and large computer systems. This article presents new algorithm based on
negative feature selection, which can be used to find anomalies in real time. Proposed
algorithm, called Negative Feature Selection algorithm (NegFS) can be also used as
first step for preprocessing data analyzed by neural networks, rule-based systems or
other anomaly detection tools, to speed up the process for large and very large datasets
of different types.
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1 Introduction

Anomaly detection is a method of detecting patterns in given datasets that are
not part of normal behavior of data in given set. It is a sort of whitelisting - allowing
only data that can be identified as normal to be run. Anomaly for purposes of this ar-
ticle is defined by Hawkins definition of outliers in [1]:

An outlier is an observation which deviates so much from the other
observations as to arouse suspicions that it was generated by a different
mechanism.

Detected patterns are classified as either normal or anomalous, with classifica-
tion based mainly on rules or patterns, with use of some form of artificial intelli-
gence - be it neural network or rule-based system. Anomalous patterns detected
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in real-life can be found in such critical situations as frauds, intrusions or data cor-
ruption, so real-time detection is often needed.

Anomaly detection techniques now constitute an essential part of security
in many fields - including banking, database security, network traffic, national de-
fense and telecommunications [2] [9].

There are three main categories of anomaly detection - supervised, semi-
supervised and unsupervised; analogous to neural network learning methods [2] [9].
Unsupervised anomaly detection in many cases is most useful one, as it is able to de-
tect anomalous patterns in unlabeled datasets (with the assumption that majority of
data in set is not anomalous). At the moment, there are many anomaly detection al-
gorithms, but most of them is either supervised or semi-supervised, and cannot be
used with unlabeled datasets [2] [8] [9]. Also, most of anomaly detection techniques
presented in the last years can be used strictly for outlier detection in graphically re-
presented data (like satellite images) or anomaly detection of network traffic [9].
Others, tend to be more generic, like algorithms based on Moving Averages (AR-
MA, ARIMA, SARIMA), but work best for sequence data which was previously la-
beled [3] [8] [10]. For record data and sequence data, algorithms based on statistical
methods or filtering (especially using Kalman filter) are often used - there are very
precise, but most of them are too slow for real-time processing of large, unlabeled
data [4] [7] [8]. Methods based on SVM (Support Vector Machines), like SCFAR-
AD, are also used for anomaly detection but as shown in [5] on benchmark datasets,
although their detection rate is impressive, their working time is quite slow and are
unfit for real-time anomaly detection for very large datasets.

This article introduces unsupervised anomaly detection technique based on ne-
gative feature selection called Negative Feature Selection algorithm (NegFS). It is
designed to work best for large and very large sets of unlabeled record and sequen-
tial data (like telecommunication data or records in databases) for real-time anomaly
detection, but is generic enough that can be used for other types of data as preproc-
essing tool. What is important, algorithm is designed in such a way, that it can be
also used successfully for preprocessing of unlabeled datasets for use by other ano-
maly detection techniques, making them work faster.

2 NegFS algorithm overview

NegFS algorithm operates on given dataset, record after record. Each record is
treated as a string of symbols, which are assigned to one of 3 predefined groups -
sequences, links and separators. Separators divide record into segments and se-
quences in the same segment are separated by links. In the data matrices records are
assigned as rows and each segment is put in separate column. All other symbols are
sequences, and are assigned to one of three possible sequence types:

e n-character long string of letters (marked as Zn),

e n-character long string of digits (marked as Ln),

e n-character long string of alphanumerical symbols (marked as Dn).

Sequence can be combined with other sequences in the same segment, creating
larger sequence. For example Z4 and Z2 sequences with link ’@’ between them can
be merged into Z4@Z2 sequence or D7 sequence. Also some characteristics of re-
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cord and each of its segments are noted - length, number and type of links. They will
be used in later step of algorithm to create more general sequences in the way de-
scribed above allowing a broader range of sequences to fit into a dominating type.

In the next step NegFS creates matrices M and C. In matrix M there are stored
sequence types - records as rows and segments as columns. Additionally it separates
records with full number of columns from those with lesser number - which can be
potential anomalies.

At that stage of algorithm those are only noted as potentially anomalous, in-
formation to be used in last part of algorithm or by neural network or rule-based sys-
tem using NegFS as preprocessing tool. In matrix C are stored, in the same order,
common characteristics of each segment in record - length, number of links and type
of links. Basing on common types of sequences found in each column, the algorithm
creates a vector of dominating types and gives to each type of sequences certain
compatibility score. Additionally, basing on matrices M and C, algorithm is able to
create new general types of sequences, based on common characteristics that allow it
to fit a broader number of types, which are proper.

After that NegFS creates a matrix S of dominating sequences. For each column
it is created according to one of given rules:

e percentage of occurrences of given sequence S in given column is above

1% (for large and very large datasets; this percentage threshold should not
be used for small datasets),

e number of occurrences of given sequence S in given column is above nu-

merical threshold Ty,

e given sequence S belongs to intersection of most common sequence types

in given column.

All records with sequences not belonging to dominating types are given some
measure of incompatibility I, the larger the more different the sequence is from any
of dominating sequence types. Potentially anomalous records (i.e. records without
full column number) are given increase in incompatibility score I depending on used
criteria. In the last step records with incompatibility score above given anomaly
threshold T; are noted as anomalies.

Brief summary of the above algorithm is as follows:

Algorithm

Step 1 - creation of matrices M and C

Step 2 - creation of matrix of dominating elements S

Step 3 - calculating incompatibility score I

Step 4 - determining if records are proper or anomalous

Example 1

Lets show how the NegFS works with example consisting of simple
3-record dataset presented below:

John Doe 01018400001 j.doe@test.info  doe@test.com.uk 500000000 600—100—-200 No data
Mike Black 04017216302 black@pw.edu.pl black@test.com.uk 461328114 500-111-111 Nodata
Corrupted 01020300004  youtube.com www.pw.edupl 300400500 100 -200 - 300
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is divided into seven segments divided by separator (in this case a tabulator). Matrix
M for those records looks like:

7473 L11 Z1.Z3@Z4A.ZA Z3wZ4.7Z3.72 19 L3-L3-L3 Z274
7475 L1l Z5wZ2.73.72 Z5wZ4.723.72 19 L13-1L3-1L3 Z274
79 L1l 7773 73727372 19 L3-L3-L3

And matrix C looks like:

(D8L1) (DI1L0) (D15L3.@.) (DISL3@.) (D9LO) (D11L2--) (D7L1)
(DI0L1) (D11L0) (D15L3@.) (D17L3@.) (D9LO) (D11L2--) (D7L1)
(D9LO) (D11LO) (D11L1)  (DI13L3..) (D9L0O) (D11L2--)

In matrix C in brackets there are characteristics of each segment noted - length
(D), number of links (L) and types of links. It is also noted that record 3 has less
segments then other records.

For this simple example dominating matrix is created by taking sequence with
simple majority, treating records 1 and 2 as having much greater weight then record
3 (we can imagine that they are representing typical records for given larger dataset
and record 3 is anomalous sample that appears only once) and the matrix S should
look like the one below:

(DI0L1) (D11L0) (DI15L2@.) (D17L3@.) (D9LO) (D11L2--) (D7L1)
(DSL1) (DI5L3@..)

As we can see, both e-mail addresses in e-mail column should be considered as
normal — as there 1s a common part that is dominant in that column, NegFS will
classify both addresses as (D15 L2@.) - string consisting of 15 symbols with 2 sepa-
rators in order - @’ and ’.". It is worth noting that additional separators in that case
are treated as normal symbols.

In the last step NegFS checks incompatibility score for records with sequences
not belonging to dominating sequence types, in this case record number 3. I(1) = 0,
1(2)=0,1(3)=2, 6.

Record number 3 is clearly separated as anomalous. Calculation and meaning
of incompatibility score will be shown in detail in the next section.

2.1 Selection of parameters

Threshold T4 determining dominating sequence types should be set according to
data used. For small databases (below 1000 records where 1% rule can be inconven-
ient as few anomalies of the same type can fit into it) it should be set to around 3-5%
of records. In larger databases it can be used as precision criterion, changed to try to
find some of the more frequent anomalies (in this case 1% criterion is omitted) or to
penalize sequences below both 1% and Td thresholds, giving them bigger incompati-
bility score. In the situation where 1% criterion is omitted it should be noted that cas-
ual use of big T, thresholds can lead to marking normal sequences as anomalies.

Systems and information technology



Negative feature selection algorithm for anomaly detection in real time 19

Threshold T; is used to differentiate normal records from anomalies based on
their incompatibility score 1. It is found that for different types of data different
thresholds are optimal and it is hard to find one in the first run of the algorithm. As
in most cases data types in given dataset are changing only slightly with time pass-
ing thus it is suggested to run last step of NegFS on given dataset many times with
different T; until we find one we deem optimal for given dataset. As last step of algo-
rithm is simple comparisons of incompatibility score I of each record with threshold
T; its computational complexity is only O(r), where r is number of records, not the
size of dataset.
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Figure 2.1. Dependence between threshold Ti, anomaly identification and false recognition

In figure 2.1 above there is shown an example of one of artificial datasets (cho-
sen because of clearly visible borders of proper T; threshold, due to mixed incom-
patibility of proper and anomalous records), that choosing proper T; threshold can
seriously affect results gained. Solid line shows recognition (in %) of anomalous re-
cords and dotted line, false recognition percentage. It can be seen, that for that data-
set we will get best results for T; threshold between 0.62 (where we get 99,5% rec-
ognition of anomalous records and 21% false recognition value) and 1.18 (with 98%
recognition of anomalous records and 1,5% of false alarms). Parameters outside of
that spectrum are clearly inferior for given dataset - giving increase in false recogni-
tion value without sufficient gain in recognition of anomalous records or decrease in
recognition percentage with only a slight decrease of false alarms generated. By
modifying T; we can set what is more important to us - finding all anomalies with
slightly higher rate of false alarms or allowing some anomalies (the least visible
ones) to remain undetected in this step (for example in preprocessing) while gaining
minimal number of false alarms, which speeds up human response to most visible
(and probably dangerous) anomalies.
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Incompatibility score I can be calculated in many ways and it is hard to find
way of calculating an optimal incompatibility score for any dataset with unknown
properties. Proposed ways of calculating incompatibility score are simple and should
give good, but not in any way optimal, results for most used datasets. It is possible
to run NegFS with different formulae for calculating I and its computational com-
plexity is only O(rs) for each run (where s is number of segments in record). For
first run of NegFS on given large and frequently checked dataset it can be useful to
run it with different formulae for I and different T; thresholds, task with additional
O(r’s) computational complexity.

Incompatibility score for record i can be calculated using the following simple
formula:

j A

R,(i)=min[R ,R,,....R

J

where:
oy .ij]
R, = At +Al;*03+As_ *0,1

and

z=12,...,x
{1 if type is different in S; and M ,

At = ,
0if type is the same in S;; and M

g

Al . is number of different links in S;; and M,

ASZ]. 1s number of different symbols in S;; and M,

s is number of segments in given record,
X 1s maximum number of dominating sequences

3 Algorithm evaluation

NegFS algorithm was evaluated both theoretically (with computational com-
plexity) and experimentally - by running it on artificial and real-life datasets, includ-
ing benchmark dataset used for testing other new algorithms [5] [6].

3.1 Theoretical evaluation

Algorithm’s computational complexity for each step can be calculated as fol-
lows:
e for dividing dataset into records and segments; creation of matrices M and
C NegFS needs one run on full dataset and this step’s computational com-
plexity is O(n),
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e creation of matrix S requires operations on all records and segments - step’s
computational complexity is O(rs), where r is number of records in dataset
and s is number of segments in record. In the best case (big records with
few separators) step’s complexity is marginal (as n >> r * s); in the worst
case (records with single symbol in each segment, NegFS operation for
such a case is shown later in the article) r * s =n,

e incompatibility score I is determined - as mentioned earlier it is O(rs) task,

e anomalies are detected - as mentioned earlier it is O(r) task.

As shown above NegFS’ computational complexity is O(n) making it fast algorithm
capable of real-time operations on large datasets.

3.2 Experimental evaluation

For experimental evaluation algorithm was compiled using Dev C++ 4 and run
on two computers:
e Intel Core 2 4300 @ 1.80Ghz, 4 GB RAM, Windows XP Professional with
SP2, multiple software installed,
e laptop Gateway NV-7915U, Intel Core 13-330M 2.13GHz, 4 GB RAM,
fresh installation of Windows 7.

Time shown is average from 10 runs of each algorithm on second computer,
biggest difference in running times on the same computer was 7%. Running times
on first computer set were about 23-29% slower.

The proposed method has been successfully verified and validated with
benchmark dataset (Credit Approval dataset) from the UCI Machine Learning data
repository [6].

Below are shown algorithm working times and accuracy (detection rate) for
different datasets, both artificial and real-life.

Table 3.1. Working time and detection rate of NegFS algorithm for artificial

datasets
Dataset size Working time [s] # ofﬁrel:ma- False detection Detection rate
70x255 1,14 1 4% 100%
4000x1000 17,06 70 1% 98%
50000x1000 212,93 200 0% 99%

Table 3.2. Comparison of working times of neural network and NegFS+neural
network for artificial datasets

Dataset size Working time | Working time for | Detection rate | Detection rate
for NN [s] NegFS+NN [s] for NN for NegFS+NN
70x255 2,04 3,72 98,5% 100,0%
4000x1000 101,21 96,51 98,9% 99,3%
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As shown in table 3.1 NegFS has good anomaly detection rate and low false
detection with larger datasets, it is also fast enough to work in real-time. In table 3.2
it can be seen, that for larger datasets NegFS improves efficiency and speed of sim-
ple neural network.

Table 3.3. Working time and detection rate of NegFS algorithm for benchmark da-
taset, real-life data from UCI repository

Test type Working time [s] | # of false detections Detection rate
single run 0,78 12 100%
Ti configuration run 1,49 4 100%

Results shown in table 3.3 are for Credit Approval benchmark dataset from
UCI repository, real-life dataset of 690 records in 16 columns. There are 37 anoma-
lies — records with one or more missing values. Columns in dataset have different
forms (continuous, nominal with small numbers of values, and nominal with larger
numbers of values) and attributes and many columns are stored in worst for NegFS
form - single symbol in column. Despite this algorithm works fast and it’s detection
rate for basic settings is satisfying (100% detection of existing anomalous records,
false alarms below 1% for T; configuration run). Using other incompatibility score
formulae, that take into account specific form of presented data, instead of general
ones, would give even better results, reducing false detection rate.

4 Conclusions

New algorithm for anomaly detection based on negative feature selection is
proposed. In the article it has been evaluated for both artificial and real-life data.

The proposed NegFS algorithm gives new possibilities for anomaly detection
in real-time systems either as unsupervised anomaly detection tool or as preprocess-
ing tool used to speed up other commonly used anomaly detection techniques. It al-
lows semi-supervised and supervised detection techniques to be used on unlabeled
datasets of unknown structure. Furthermore experimental investigation shows that it
allows to save the computing time when working with large and very large datasets.
Still the optimal values of parameters Ty, T; (for common dataset types) and I are to
be researched, as there are also some possibilities open of increasing both speed and
detection rate of algorithm.
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