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Abstract: Cellular Automata have been successfully applied to several scientific
problems such as among others image processing or data encryption. One could find
reversibility of dynamics is a fundamental feature of nature. While the most CA are
not reversible in nature, one can find some CA with simple behavior could be reversi-
ble. Reversible cellular automata (RCA) as efficient encryption and decryption de-
vices was originally conceived by Kari. In this introduction paper, we analyze and
develop reversible cellular automata (RCA) based on Kari’s idea and some Clarridge’s
concepts.
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1 Introduction

Many fields like financial information, military strategies, business or per-
sonal data all require cryptography so as to preserve secrecy or integrity. Cryptogra-
phy is critical while in sending over untrusted communication medium. It is clear
that security of the cryptography systems depends upon the fact that only authorized
parties have the complying keys. From the point of view both uniqueness and ran-
domness are necessary components that kind of system. History of cryptography
begins thousands of years ago, but when we analyze modern methods of encryption
we could find, under basic classification, three follows principal categories of cryp-
tographic algorithms. Firstly encryption function works on a set number of bytes at
time (usual called a block cipher) or by encryption individual elements (called
a stream cipher). Both of them we direct to symmetric cryptography (because en-
cryption and decryption keys are the same). Some example of popular symmetric al-
gorithms include AES, Blofish, AES. Another, relatively new, cryptographic ap-
proach is the use asymmetric key algorithms (based on creation key pair: a private
key and published public key). The considered keys are mathematically related and
for given public key it is computationally infeasible (factorization problem as the
decomposition of an number, a polynomial or a matrix object) to find private key.
Well-regard asymmetric key techniques include e.g. DSS, ElGamal, RSA. The third
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category, cryptography hush function, includes procedures that takes an arbitrary
block of data and returns a fixed-size bit string — the hash value. One can find that
any change (accidental or intentional) to the data will change the hash value. The list
of cryptographic hash functions is long including, among others, SHA-0, RIPEMD
and MDS5.

Cellular Automata (CA) has came out as a very practical concept especially
for implementing different complex functions (e.g. modeling physic structures).
Within cryptography systems cellular automata may be used as a pseudorandom
generators. The generating systems based on CA needs initial state which defined
the secret key. That kind of systems is known as stream ciphers. The problem con-
sidered above was first studied by Wolfram [23], Gutowitz (considering both re-
versible and irreversible rules) [8] and recently by Tomassini-Perrenou (cit. in [21]),
Seredynski [18]). Another cryptosystems were proposed by Kari [10,11], Clarridge
[4,5] use reversible CA. In such RCA (reversible cellular automat) system uses two
keys, one key for encryption and the other for decryption security depends on diffi-
culty of finding inverse cellular automaton.

From computationally intensiveness point of view symmetric algorithms are
in general much less than asymmetric one (such as RSA). That means, in practice,
that symmetric key algorithms are hundreds to thousands times faster than asymmet-
ric key algorithms. That stimulate to consider alternative technique like reversible
CA, which can be faster than existing techniques. While CA in application men-
tioned above is very attractive idea, comparing to RSA algorithms one could find
some weaknesses of RCA e.g. large number of rules, large grid of cells related to
size of plaintext. Cryptography systems based on reversible CA related to security
level gain by RSA algorithms needs faster hardware (e.g. parallel computing).

In this paper we present some proposition of extends of Kari’s and Clar-
ridge’s conceptions for application of reversible CA for asymmetric cryptography.

2 Basic of cellular automata

We define Cellular Automata (CA) as synchronous distributed systems where
the next state of each cell only depends, in general, on its own state one time step
previously and the current state of its nearby neighbors. This special class of CAs we
call totalistic CAs. Notice that all cells on array are updated synchronously in dis-
crete time steps. Under the formal point of view cellular automata is quadruple

A=(d O N,
where

d >0 - dimension in integer form,

0=1{qi,-..., q.} - set of state which is finite and non empty,

N={n,,..., n;} — neighborhood defined as finite subset of Z¢,

£+ 0" — O — transition function of local mapping.

Moreover, formally a d-dimensional CA consist of a d-dimensional (finite
or infinite) array of identical cells. State of each cell is changing in discrete step, as
we pointed above, according to f - the local rule of the CA. Under basic approach
CA-array consists of only cells works under the same rule, so one could call this
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kind of array as homogenous. We assume cellular array with periodic boundary con-
dition which is simply the toroidal boundary condition (i.e creating 2-dimensional
toroidal array). The special form of set of neighbors around examine cell define type
of neighborhood. There are several kind of 1D and 2D neighborhood e.g. Brickwall
for 1D, rectangle 2D neighborhood (von Neumann, Moore or Margolus neighbor-
hoods), unaligned (brickwall) rectangular or hexagonal neighborhood. For example
the von Neumann neighborhood is the set of neighbors:
W) ={x eZ | 24, |x| <r}
or in form including rectangular coordinators:
N={{0,-1}, {-1, 0}, {0,0}, {+1,0}, {O,+1} }.
We define d-configuration as a map:
c:Z°5 0

formulating description of states of all the cells in the array.

Let the quadruple, considered above, 4 ={d, O, N, f) be a cellular automata
(CA). The global function mapping of 4 in form:

F,: 0 >0
(where symbols Z =Z ) could be defined by
(Fa(c) (x)= fc(x +ny),..., c(x + ny)

where configuration c is transformed into a new configuration F4(c) at each
time step.

Now we need to apply cellular automata as cryptography system transform-
ing plaintext on cipher form. The receiver of cipher text have to use reversible cellu-
lar automata (RCA). Reversibility, in considered sense, is a features of system allow-
ing the system to run backwards and retrace all the steps of previous evolution. We
called cellular automata is reversible, if its global map F), is invertible. The last
lemma means that for every possible state of the CA the global function specifies
one and only one successor. Alternatively we could say that the global function has
to be bijective function i.e. a function F; from a set X to a set Y with property that,
for every y in Y there is exactly one x in X such that F(x) =y and no unmapped ele-
ment exists in either X or Y. It is obvious that function F, is bijective (being simul-
taneously injective and surjective function) if and only if its inverse relation F’ is
a function. So CA 4 is irreversible iff the reverse CA exists (i.e. 4 is invertible and
F', is the global evolution function of CA)

The problem considered above is undecidable for 2-dimensional CA, that
means there doesn’t exist any algorithm that would resolve whether a given CA is
reversible or not.

3 Reversible Cellular Automata (RCA)

When we state CA A4 is injective and thus an RCA so its inverse RCA 47 is
as simple as 4. Its need to emphasize for given RCA 4 it is easy to find its inverse
A" only under constructing phase. The outcome RCA for two-dimensional CA can
be very hard to invert. The corollary above is directed from Kari’s theorem [7]:

“It is undecidable if a given two-dimensional CA is reversible. This is true
even when restricted to CA using the von Neumann neighborhood.”
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As a corollary from theorem above the time for find the inverse A is esti-
mated as function of e.g. number neighborhood. That is theoretical base for applied
RCA as a cryptosystem. Let A= (d, S, N, /) be a reversible CA and 4" = (d, S, N,
') be its inverse. The input message, called plaintext, is written into e.g. two-
-dimensional (in general case d-dimensional) array using symbols S (binary, natural
language or others). If we denote input configuration created by written plaintext as
p e 0’ (Z S) then encryption process would be done after applying RCA A for k
time step. As the outcome configuration is recorded we get crypto text ¢ = F*, (p).
The original message (plaintext) would be obtained by applying inverse RCA A
on ¢ for k time steps.

We direct attention on Kari’s model and its extension (Clarridge model). The
essential idea presents in Kari’s paper [10,11] and then develops in Clarridge thesis
[5] was to compose together reversible marker cellular automata. The general aim of
approach above is to form a more complex automata and its inverse. The way to re-
alize RCA is to define a sequence so-called marker automata defined by state set .S,
function f': § —S and finite set of patterns P; P,,...,P; around the origin. The func-
tion f'is applied at time 7+/ to state of each c if any of the patterns P,,P,,..,Py is pre-
sent. In the case if any patterns no exist ¢’s state does not change.

As opposed to Kari’s model Clarridge defines marker CA where all the pat-
terns use the same neighborhood. Therefore so-called fixed-domain maker cellular
automata (FDM CA) may be present as the five-tuple form [4,5]:

FDM CA (d,S, N, A4, f)
where:

d — dimension array,

S — state set,

N = (n;, ny,...ny, n €Z 4 fori=12. k- neighborhood vector,

A S* active set of elements whose entries correspond to the position defined by N,
f—local rule function.

Applying the FDM CA is similar to model considered above because acting
on a cell ¢ the local rule of the marker checks if the neighbors of ¢ are in state con-
figuration corresponding to an element of A. The positive result change state of
¢ under function f{s) on the next generation, otherwise the state of ¢ does not change.
However FDM CA checks all patterns in one cycle instead of using sequence mark-
ers, as Kari’s model.

The both of the analyzed models are used two-dimensional array and differ-
ent numbers of state and number of markers CA. The example of marker reversible
cellular automata (RCA) of Kari’s approach is presented on Fig. 3.1.
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b, cord

a—>a
b—>c
c—>b
d —>d

Fig. 3.1 The example of a marker reversible cellular automata (RCA) of Kari’s approach [10]

The applied five marker RCA of Kari’s approach are all reversible (Fig. 3.1).
The patterns enclosed within the RCA define just one cell: top and right neighbor.
The two markers CA are defined top cell and three others the right neighbors respec-
tively.

The encryption of input message is obtained by applying 4; A4,,...,4, in the
pointed order, which may be present as their composition:

A= An OAn_j °.. OA[ .

The composition above is the public key of constructed cryptosystem (e.g.
that is previously considered mapping of neighborhoods to states after £ time steps).
The private key is obtained by simply sequentially applied of 4; in reverse order for
decryption in the following form

Al =4,45°. 4, .

Notice that number of markers CA in FDM CA is nearly equal of size of ap-

plied array grid on the contrary with only five markers CA of Kari’s approach.

4 Security concerning

It is well-know that general aims of cryptanalysis is prepared breaking meth-
ods of the secrecy and confidentiality of any communications. The notion of effec-
tive security is related to efficiency method which can be found to break the cipher.
The one-time-pad cipher pointed by Claude Shannon as unbreakable cipher remains
today the only theorize about it. There are considerable number of cryptanalytic at-
tacks, which can classified in any diversity way. Usually the classification is based
on two criterion including knowledge of attacker and kind of available capabilities.
We can find the following three essential class of attacks [25,27]:

- ciphertext-only, where attacker is assumed to have access only to a set of

ciphertexts,

- known-plaintext, where plaintext and ciphertext pairs are available,

- chosen-plaintext, which presumes that cryptanalyst has capability to

choose arbitrary plaintext and can obtain their corresponding ciphertexts,

The last one has two forms: batch chosen-plaintext and adaptive chosen
plaintext which described different time and form of attacker’s access to plaintext.

Others kind of attacks to find some weakness or insecurity in cryptographic
system includes side channel and brute force attack. First of them require consider-
able knowledge of specific operation of the operation system on which crypto sys-
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tem works. The side channel attack in general is based on information obtain from
physical implementation such crypto system. The second one is general technique
includes looking over the search space for possible keys for found the correct. How-
ever most of stream ciphers using simple logical operations could be vulnerable to
e.g. described brute force attacks. The differential cryptanalysis and known plaintext
attacks in that case would be effective on the same level. A considerably different at-
tack is applied to system using public key cryptography (e.g. earlier pointed RSA
and of course examined RCA). We can found a few attacks methods like as timing
attack, differential power analysis or differential cryptanalysis. The timing attack is
based on monitoring the time which is consumed by encryption and encryption proc-
esses. The resulting time is support for estimating the key nature. The second one at-
tack is related to observe the power consuming by cryptographic devices. The secret
key would be derive from. A well-know differential cryptanalysis attack searches cor-
respondence between the original message (plaintext) and ciphertext [27].

In the case of FDM CA construction the brute force attack requires to revise
track of global inputs and outputs in order to invert composed CA. The estimated the
number of possible global configuration in this case is | S ‘ ¢ where g is the number
of grid cells [8,15]. The time needed for solving, defined under Big O notation,
would be approximately O(log g). Nevertheless the both of the RCA and RSA algo-
rithms represents the public key cryptography concept. The security of RSA algo-
rithms is based on difficulty of factoring large composite integers. The well-known
and particular effective at splitting composite numbers Pollard’s rho algorithm was
invented by John Polard in 1975. The factorization time calculated under Pollard’s
algorithm is approximately equal [16,27]:

tr oc exp[(64/9)"” (In N)'” (In In N)*?
where:
N=p*gq, pandgq are the big prime numbers.

As we mention above Cellular Automata (including reversible version) is one
of promising cryptography techniques but comparing times presented above we can
find security RCA high not enough.

Due to the properties e.g. number of neighbors, using kind of random genera-
tor, fixed size of grid one can discover the RCA might be vulnerable to cryptography
attack. The result of forward processing of RCA is the public key, which size would
be estimated on the order of | S| ] (or SN log, S) [3.4,7]. While number of states
would be increasing to about 20 and more states which are required for security,
a neighborhood size of larger than 2 creates non-acceptable magnitude of increasing
of public key.

The number of grid cells needs large value, approximately several hundreds
or more, due to the methods of brute force attacks. Another a secure problem is
placed within well-designed cryptographic application that as a general rule uses
random members. A reliable source of real random bits such as thermal noise in
electrical circuits is impossible to get on a computer calculations way only. Instead
of we use to create these values a special function called as a Pseudo-Random Num-
ber Generator (PRNG). The RCA considered above uses PRNG e.g. to choose tran-
sition function f. From the security view point is important using good-designed
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PRNGs and use them on ways that make various attack much harder. However the
RCA is vulnerable on various form of cryptographic attacks especially of statistic-
based or chosen-input attacks distinguish between pseudo-random output and ran-
dom values.

The several recourses give us some interesting tools against statistical at-
tacks. The proper idea of that approach is based on simply including redundancy in
the form “dummy” states into S. The adding states couldn’t be used in the plaintext
but may be added to working set (e.g. in FDM CA that is an active set) of states. The
aim of that is to keep attacker from determining which state was last added to work-
ing set. Unfortunately the examined construction of CA which computes one-way
function after adding “dummy” inputs (without affect on the output) as well as
“dummy” constant outputs doesn’t confirm suggestion making above. The proving
conclusion states security of most low-level cryptographic algorithms which are
frequently used to build computer security systems are not affected by such
stuffing [1].

The last not least there exists some proof (Cook’s theorem) that even for sim-
ply input configuration the inversion problem of two-dimensional CA is NP-hard.
The Cook’s theorem only suggests that there are a few hard instances but without
any information about their frequencies. That is important conclusion in probably
case of little fraction of “hard” instance there may be exists efficient algorithm for
solving the inversion problem with acceptable probability [1].

5 Discussion of modifications

The problem of building efficient and secure cryptosystems is still open. The
RSA algorithm considering earlier is much slower than probably may be RCA or
DES and another symmetric cryptosystems. However when we compare the security
level of both version of cryptographic applications namely RCA and RSA algo-
rithms one can find that the first could be reviewed in non-acceptable short time (see
chapter 4). The RCA cryptosystem achieving high level of security with increasing
number of states, size of neighbors, number of iteration are in conflict with high
speed and low costs of implementation of the system. With the aim of increasing
security level of RCA we apply a transforms the system by coding output product of
RCA cryptosystem. The well-know simple XOR cipher operates according to e.g.
the principle:

(BOA) ©® A=B.
For a given key string of the message may be encrypted by applying XOR

operator. Reapplying the key removes the cipher and decrypt the output.

Furthermore the two steps are needed to assure the RCA security cryptosys-
tem on the satisfying level. The first of all the PRNG at series form should be writ-
ing in the working table. The input message would be transforming on blocks of the
size related to the size of RCA grid of cells. The encryption process of each block
(including XOR coding) uses the synchronously pseudo-random series from the
working table.
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6 Summary

We present two approaches to reversible cellular automata cryptosystem from
security view point. The RCA security level in the original form is far away from the
acceptable value. Furthermore procedure of the key generation implemented within
the FDM CA model makes possibility for attacker to determine which state was last
added to “change set”. These information would be taking as a starting point to find
every elements of compositions in backward order. Increasing of the size of public
key seems rather hard (neighborhoods larger than two may be infeasible, accepting
larger number of states needs operation on parallel hardware). The interesting idea
based on including “dummy” states was proved as ineffective. From that view point
we expect higher security level of the composed systems discussed above. We de-
scribe some proposition based on the embedded system security. The resulting of es-
timating security level based on popular cryptographic tools will be presented in the
next article.
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