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BEZPIECZENSTWO W WARUNKACH MULTIKRYZYSU:
TRENDY | ZMIANY W WYBRANYCH GLOBALNYCH
| KRAJOWYCH OCENACH RYZYKA W LATACH 2020-2025

ABSTRAKT: Artykut przedstawia wyniki analizy porownawczej globalnych i krajowych ocen ryzyka
w latach 2020-2025, obejmujacych okres tzw. multikryzysu zwigzanego z pandemig COVID-19,
kryzysem energetycznym oraz wojng w Ukrainie, uzupelnionego o kontekst zmian klimatycznych.
Celem badan bylo okreslenie wptywu tych zjawisk na strukture, percepcje i hierarchi¢ ryzyk
w wymiarze globalnym i krajowym oraz na podejscie do bezpieczenstwa systemowego. Zastosowano
jakos$ciowa analiz¢ porownawcza raportow World Economic Forum Global Risks Reports oraz
Krajowych Planéw Zarzadzania Kryzysowego, uzupeiniong interpretacjg trendow i ich konwergencji.
Wyniki wskazuja na przesuniecie hierarchii zagrozen: dominacja ryzyk klimatycznych ustgpuje
ryzykom geopolitycznym, spotecznym i technologicznym. Pandemia, kryzys energetyczny i wojna
w Ukrainie uruchomity kaskady efektow systemowych, od destabilizacji gospodarczej 1 informacyjnej
po ostabienie struktur wspolpracy migdzynarodowej. Analiza wykazala okoto 80% zgodnos$ci ocen
globalnych i krajowych, szczeg6lnie w obszarach $rodowiska, technologii, geopolityki i odpornosci
systemowej. W Polsce widoczna jest ewolucja w kierunku nowych zagrozen strategicznych, takich jak
masowa migracja czy wzrost ryzyka terroryzmu, a na §wiecie to konflikt zbrojny pomigdzy panstwami
1 wieksze ryzyko polaryzacji spotecznej. Wnioski potwierdzaja koniecznos¢ podejécia systemowego
1 wielowymiarowego oraz rozwijania zdolnos$ci adaptacyjnych i ,,resilience governance”.

SLOWA KLUCZOWE: multikryzys, bezpieczenstwo systemowe, zarzadzanie ryzykiem, odpornos¢, zarza-
dzanie kryzysowe

CONDITIONS OF MULTICRISIS: TRENDS AND CHANGES IN
SELECTED GLOBAL AND NATIONAL RISK ASSESSMENTS IN 2020-2025

ABSTRACT: The article presents the results of a comparative analysis of global and national risk assessments
conducted between 2020 and 2025, covering the period of the multi-crisis associated with the COVID-19 pan-
demic, the energy crisis, and the war in Ukraine, within the broader context of climate change. The study aims
to identify how these phenomena affected the structure, perception, and hierarchy of risks at both global and
national levels, as well as approaches to systemic security. A qualitative comparative analysis of the World
Economic Forum Global Risks Reports and National Crisis Management Plans was applied, supported by an
interpretation of trends and their convergence. The findings indicate a shift in the threat hierarchy, with climate-
related risks paving the way to geopolitical, social, and technological risks. The researched multi-crises trig-
gered cascading systemic effects, including economic and informational destabilization and the weakening of
international cooperation. The analysis shows approximately 80% convergence, particularly in the areas of en-
vironmental risks, geopolitics, technology, and systemic resilience. In Poland, new strategic threats such as mass
migration and increased terrorism risk are emerging, while globally, inter-state armed conflict and rising social
polarization have become key challenges. The results highlight the need for a systemic and multidimensional
approach and the development of adaptive capacities and resilience governance.

KEYWORDS: multi-crisis, systemic security, risk management, resilience, crisis management
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WPROWADZENIE

Pandemia COVID-19, kryzys energetyczny oraz wojna w Ukrainie zwrocity uwage wszyst-
kich organizacji na znaczenie kompleksowego przygotowania si¢ na roznego rodzaju kryzysy i za-
klocenia. Sa to typowe przyktady sytuacji kryzysowych o charakterze kaskadowym. Ukazanie
wczesniej pomijanych powigzan i wspdtzaleznosci miedzy réznymi systemami stato si¢ czynni-
kiem sprzyjajacym rozprzestrzenianiu sie efektow kaskadowych o charakterze nieliniowym?.

Zdarzenia te wystgpity chronologicznie, wzajemnie na siebie oddziatujac, prowadzac do
skumulowanego efektu utrudniajacego funkcjonowanie réznych podmiotéw w latach 2020-
2025. Taka sytuacje mozemy nazwaé multikryzysem. Uwzgledniajac ztozone uwarunkowania,
w ktorych dziatajg podmioty, kryzysy mozna uzna¢ za zjawisko powszechne. Jednak pomimo
poznania cech kryzysu czesto stanowia one duze zagrozenie dla danych podmiotow?. Szcze-
golnego znaczenia w tym okresie nabrato zarzadzanie kryzysowe oraz zarzadzanie ryzykiem,
cho¢ wiazalo sie to z wieloma wyzwaniami dla wymienionych podmiotow?. Taka sytuacja sta-
nowila inspiracje dla autora do podj¢cia tematu i przeanalizowania, jak zjawisko multikryzysu
oraz towarzyszacych mu zmian klimatycznych wymusito zmiang w wybranych globalnych
I krajowych ocenach ryzyka w burzliwych latach 2020-2025. Ocena ryzyka pozwala na przyj-
rzenie si¢ problemom danych zagrozen z perspektywy ich prawdopodobienstw i skutkéw
W celu wypracowania sposobow dzialania minimalizujacych te ryzyka®. Ocena taka powinna
jednak uwzglednia¢ podejscie wielodziedzinowe do bezpieczenstwa (np. spoteczne, ekono-
miczne, srodowiskowe, technologiczne i geopolityczne), poniewaz poszczegdlne dziedziny
bezpieczenstwa nie sg zbiorami odrebnymi. Sciste zwigzki wystepujace miedzy nimi sprawiaja,
ze dochodzi do tzw. zjawiska naczyn potaczonych®.

Celem artykulu jest przeanalizowanie wptywu zjawiska multikryzysu — obejmujacego
pandemi¢ COVID-19, kryzys energetyczny oraz wojn¢ w Ukrainie — na strukture, percepcje
I hierarchig ryzyk w globalnych oraz krajowych ocenach ryzyka w latach 2020-2025. Artykut
ma na celu zidentyfikowanie zmian w trendach oraz typologii kluczowych zagrozen (spotecz-
nych, ekonomicznych, srodowiskowych, technologicznych i geopolitycznych), a takze oceng
stopnia, w jakim wyniki migdzynarodowych analiz ryzyka znalazty odzwierciedlenie w krajo-
wych dokumentach strategicznych. Ponadto opracowanie zmierza do ukazania, w jaki sposéb
multikryzys przyczynit si¢ do ewolucji podejscia do bezpieczenstwa systemowego 1 wzmoc-
nienia interdyscyplinarnej perspektywy w zarzadzaniu ryzykiem oraz kryzysowym.

Na tej podstawie sformutowano problem badawczy w nastepujacy sposob:

L M. Cieslarczyk, Znaczenie kultury bezpieczerstwa w procesach logistycznych na przyktadzie pandemii Covid-19
i innych elementow kaskadowej sytuacji kryzysowej, Warszawa 2022, s. 125-129.

2 M. Wrzosek (red.), Dylematy bezpieczenstwa i zarzqdzania w kontekscie wspétczesnych wyzwarn i zagrozen,
Warszawa 2023, s. 7.

3 T. Ewertowski, M. Butlewski, Managerial Perception of Risk in an Organization in a Post-COVID-19 Work
Environment, ,,Int. J. Environ. Res. Public Health” 2022, 19, 14978, p. 15.

4 P. Gromek, Manifestacje ryzyka operacyjnego w zapewnianiu bezpieczenstwa powszechnego. Tom 1, Warszawa
2024, s. 34-35.

S W. Kitler, Bezpieczeristwo narodowe teoria i praktyka, Warszawa 2020, s. 24.
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W jaki sposob zjawisko multikryzysu oraz towarzyszqce od diuzszego czasu zmiany kli-

matyczne wplynely na strukture, percepcje i hierarchie ryzyk w ocenach globalnych oraz kra-

jowych w latach 20202025, a takze jak zmienito podejscie do bezpieczenstwa systemowego?

Do tak sformutowanego problemu badawczego opracowano nastepujace pytania szczegotowe:
Q1 — Jakie zmiany zaszty w trendach i typologii ryzyk (spotecznych, ekonomicznych,
srodowiskowych, technologicznych i geopolitycznych) w ujeciu wybranych analizowa-
nych raportow?

Q2 — W jakim stopniu wyniki globalnych analiz ryzyka znajduja odzwierciedlenie w wy-
branych krajowych ocenach ryzyk?

Q3 — Jak zmienia si¢ interdyscyplinarne podejscie do bezpieczenstwa w kontekscie prze-
nikania si¢ dziedzin (geopolitycznej, ekonomicznej, technologicznej, zdrowotnej, spo-

tecznej 1 srodowiskowe;j)?

MULTIKRYZYS

Zarowno pandemia COVID-19, kryzys energetyczny oraz wojna w Ukrainie generalnie

spehiajg kryteria sytuacji kryzysowych zwanych czarnymi tabedziami®. Zdarzenia te charak-

teryzuja si¢ nastepujacymi cechami:

majg one powazne konsekwencje;

nie da si¢ ich przewidzie¢ z duzym wyprzedzeniem;

sg uwazane za katastrofalne 1 maja duzy wplyw na globalne zdrowie, gospodarke i $ro-
dowisko.

Zdarzenia te wystapity w chronologii czasu, wzajemnie na siebie oddziatujac, prowadzac

do skumulowanego efektu utrudniajacego funkcjonowanie w latach 2020-2025 réznych pod-

miotow. W zwigzku ze znacznym zwigkszeniem liczby podmiotéw bioracych udziat w tworze-

niu bezpieczenstwa (sektor publiczny, prywatny 1 spoleczny) jednym z najwazniejszych wy-

zwan, rowniez w tym kontekscie, stalta si¢ ich integracja i koordynacja w zakresie bezpieczen-

stwa’. Zobrazowanie przedstawiajace trzy kryzysy tworzace w latach 2020-2025 multikryzys

w uktadzie chronologicznym przedstawiono na rys. 1.

® N.N. Taleb, Black Swan: The Impact of Highly Improbable, przektad Olga Siara, Warszawa 2015, p. 3-6.

" A. Skrabacz, Bezpieczenstwo spoteczne podstawy teoretyczne i praktyczne, Warszawa 2012, s. 28-29; P. Gromek,
Istota bezpieczenstwa powszechnego w Polsce, ,,Zeszyty Naukowe SGSP” 2018, 68(4), s. 5; World Health Orga-
nization, Coronavirus disease (COVID-19) pandemic, https://www.who.int/europe/emergencies/situations/covid-
19 (30.10.2025).
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Rysunek 1. Trzy kryzysy stanowigce multikryzys w latach 20202025
Zrédto: opracowanie wiasne

Warto réwniez wspomnie¢ o trwajacym od dluzszego czasu kryzysie klimatycznym,
ktory rowniez dopetniat pojecie multikryzysu w latach 2020-2025.

Pandemia COVID-19 byta globalnym wybuchem koronawirusa, choroby zakaznej wy-
wotywanej przez koronawirusa zespotu ostrej niewydolno$ci oddechowej 2 (SARS-CoV-2).
Przypadki nowego koronawirusa (nCoV) po raz pierwszy wykryto w Chinach w grudniu
2019 r., a wirus szybko rozprzestrzenit si¢ na inne kraje na calym $wiecie. To sktonito Migdzy-
narodowg Organizacj¢ Zdrowia (WHO) do ogloszenia 30 stycznia 2020 r. stanu zagrozenia
zdrowia publicznego o zasiggu mi¢dzynarodowym i uznania wybuchu epidemii za pandemig
11 marca 2020 r. Po ponad trzech latach pandemii, tj. 5 maja 2023 r., Komitet ds. Sytuacji
Nadzwyczajnych WHO ds. COVID-19 zalecit Dyrektorowi Generalnemu, ktory zaakceptowat
te rekomendacje, ze choroba nie spetnia juz definicji pandemii®. Nie oznacza to, ze sama pan-
demia si¢ skonczyta, ale globalny stan zagrozenia, ktory wywotata, na razie si¢ skonczyt. Od
poczatku pandemii COVID-19 do dnia 13 kwietnia 2024 r. potwierdzono 704 753 890 przypad-
kow zarazen i 7 010 681 zgonow®. Pandemia COVID-19 wptyneta na wiele sektoréw gospo-
darki'®. Wskutek wzajemnych zaleznoéci i ztozonosci globalnych sieci spoteczno-ekonomicz-

nych pandemia byta przyktadem systemowego charakteru wspotczesnych zagrozen, eskalujacych

8 Worldmeter, Coronavirus Cases, https://www.worldometers.info/coronavirus/coronavirus-cases/ (30.10.2025).
8 B. Kozicki, A. Wtoch, R. Grabowski, S. Mitkow, Impact of Covid-19 Pandemic on Economic Security - Multi-
dimensional Analysis of Real Estate Market Across Poland, ,,Journal of Security and Sustainability Issues” 2022,
12, Article 1, s. 2.

8 T. Zweglinski, M. Smolarkiewicz, P. Gromek, Efekt kaskadowy wspotczesnym wyzwaniem zarzqdzania kryzyso-
wego, Warszawa 2020, s. 13.

% B. Kozicki, A. Wtoch, R. Grabowski, S. Mitkow, Impact of Covid-19 Pandemic on Economic Security - Multi-
dimensional Analysis of Real Estate Market Across Poland, ,,Journal of Security and Sustainability Issues” 2022,
12, Article 1, s. 2.

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 10



do poziomu kryzysu kaskadowego!! oraz multikryzysu, potegowanego réwnoczesnymi wybu-
chami kryzysu energetycznego i w dalszej kolejnosci wybuch wojny w Ukrainie.

W wymiarze zdrowotnym pandemia doprowadzita do masowych zachorowan, znacznego
obcigzenia systemow opieki zdrowotnej oraz istotnego wzrostu $miertelnosci populacyjnej?.
W sferze spolecznej obserwowano nasilone zjawiska izolacji spolecznej, dezintegracji wigzi oraz
pogorszenia kondycji psychicznej. Konsekwencje edukacyjne obejmowaty gwattowne wdrozenie
zdalnych form ksztatcenia, co przyspieszyto procesy cyfryzacji, lecz jednoczesnie ujawnito glebo-
kie nieréwnosci w dostepie do technologii i kompetencji cyfrowych. Sfera gospodarcza doswiad-
czyta powaznej destabilizacji. Zakldcenia w globalnych fancuchach dostaw, ograniczenia mobilno-
$ci oraz czasowe zamrozenie kluczowych sektorow (m.in. turystyki, transportu lotniczego, gastro-
nomii 1 kultury) doprowadzity do recesji w wielu gospodarkach, wzrostu bezrobocia oraz koniecz-
nosci wdrozenia szerokich programéw wsparcia fiskalnego i monetarnego.

Kryzys energetyczny lat 20212023 stanowi jedno z kluczowych globalnych wyzwan
spoteczno-gospodarczych poczatku XXI wieku. Jego geneza wynikata z naktadania si¢ wielu
czynnikow, w tym postpandemicznego wzrostu popytu na energi¢, zaktocen w globalnych tan-
cuchach dostaw, transformacji energetycznej oraz eskalacji napie¢ geopolitycznych zwigza-
nych z agresja Federacji Rosyjskiej na Ukraing. Konsekwencjg tych proceséw byt gwattowny
wzrost cen energii 1 paliw, ograniczenia dostgpnosci surowcoéw oraz znaczne obcigzenia finan-
sowe dla gospodarstw domowych, przedsigbiorstw i sektoréw publicznych®®,

Skutki kryzysu miaty charakter wielowymiarowy. W ujeciu makroekonomicznym obser-
wowano wzrost inflacji, spowolnienie gospodarcze oraz trudnosci w funkcjonowaniu sektorow
energochtonnych. W wymiarze spolecznym kryzys doprowadzil do wzrostu ubdstwa energe-
tycznego, zmian w konsumpcji energii oraz rosnacej presji spolecznej na panstwa i instytucje
publiczne. Kryzys ten przyczynit si¢ rowniez do redefinicji polityk energetycznych, wzrostu
roli panstw w interwencji rynkowej oraz intensyfikacji dziatan w zakresie dywersyfikacji zrodet
energii 1 przyspieszenia transformacji w kierunku odnawialnych Zrodet energii.

Wojna w Ukrainie, zapoczatkowana petnoskalowg agresja Federacji Rosyjskiej w lutym
2022 r., stanowi najwiekszy konflikt zbrojny w Europie od zakonczenia II wojny swiatowej.
Jej charakter ma wymiar wielosektorowy i1 hybrydowy, obejmujac dzialania militarne, cybera-
taki, presj¢ energetyczng i zywnos$ciowg oraz kampanie dezinformacyjne, co czyni konflikt klu-
czowym punktem odniesienia dla wspotczesnych studiéw nad bezpieczenstwem. Skutki kon-
fliktu sg gleboko odczuwalne zaréwno na poziomie narodowym, jak i globalnym. W wymiarze

humanitarnym wojna doprowadzita do setek tysigcy ofiar oraz masowych przemieszczen

1T, Zweglifiski, M. Smolarkiewicz, P. Gromek, Efekt kaskadowy wspéiczesnym wyzwaniem zarzqdzania kryzy-
sowego, Warszawa 2020, s. 13.

2 M. Cieélarczyk, op.cit., s. 9-13.

13 D. Prokopowicz, Kryzys energetyczny w Polsce jako skutek wojny w Ukrainie w monografii. W: E. Cieslak,
J. Maj, K. Pajak, D. Prokopowicz, A. Radomyski, P. Soroka, P. Sledz, Przebieg i konsekwencje rosyjskiej agresji
na Ukraing. Aspekty geopolityczne, gospodarcze i wojskowe, Warszawa 2022, s. 287.

14 M. Wrzosek, Trzy lata rosyjsko-ukrainiskiego konfliktu: wnioski i doswiadczenia, ,,Przeglad Sit Zbrojnych”
2025, 1, s. 8-15.
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ludnosci, wywotujac najwiekszy kryzys uchodzczy w Europie od polowy XX wieku i znaczaco
wpltywajac na spotecznos¢ migdzynarodowa, prowadzac do zmian w polityce migracyjne;j,
wzrostu napie¢ spotecznych oraz wyzwan zwigzanych z integracja uchodzcéw, a takze do
wzmozenia wspoltpracy miedzynarodowej i humanitarnej®.

W sferze spoteczno-gospodarczej konflikt spowodowal zniszczenie infrastruktury kry-
tycznej, powazne zaktocenia w funkcjonowaniu gospodarki ukrainskiej i destabilizacj¢ sekto-
row energetycznych oraz transportowych, co miato réwniez konsekwencje globalne. Wojna
wplyneta na bezpieczenstwo zywnosciowe wielu regiondw $wiata oraz przyczynita si¢ do
wzrostu cen energii 1 inflacji. Jednocze$nie konflikt stat si¢ impulsem do redefinicji strategii
bezpieczenstwa na poziomie miedzynarodowym, wzmacniajac wspotprace w ramach NATO
oraz przyspieszajac procesy modernizacji obronne;.

Wielowymiarowe skutki multikryzysu (pandemii COVID-19, kryzysu energetycznego
oraz wojny w Ukrainie) wywotaty rowniez istotne implikacje polityczne i administracyjne.
Wzrosto znaczenie struktur panstwowych odpowiedzialnych za bezpieczenstwo zdrowotne,
energetyczne, militarne, zarzadzanie kryzysowe i ochrong ludnosci. Jednoczesnie pojawity si¢
napigcia zwigzane z rownowaga mi¢dzy wolno$ciami obywatelskimi a bezpieczenstwem pu-
blicznym, a takze wyzwania w zakresie komunikacji ryzyka i zaufania spolecznego do instytu-
cji publicznych i nauki. Multikryzys ujawnit rowniez kluczowe znaczenie koncepcji odpornosci
(resilience) w kontekscie organizacji i spoteczenstw?®. Zdolnosci adaptacyijne, elastycznosé,
odpornos¢ informacyjna, zdolno$¢ do szybkiego uczenia si¢ oraz koordynacja miedzysekto-
rowa okazatly si¢ determinantami skutecznego funkcjonowania w warunkach zaktocen o cha-

rakterze ztozonym i nieliniowym.

METODYKA

W artykule tym wykorzystano metode jako$ciowa — technike analizy dokumentow!’.
Analiza dokumentow, okre$lana réwniez jako analiza tresci, obejmuje jakosciowe badanie oraz
interpretacj¢ informacji zawartych w zrodtach pisanych, przy uwzglednieniu zaréwno tresci
jawnych, jak 1 ukrytych. Jej istota jest systematyczne porzadkowanie oraz wyja$nianie zawar-
tych w dokumentach danych w odniesieniu do postawionego problemu badawczego i pytan
szczegodtowych. Cecha wyr6zniajaca te metodg jest fakt, ze dotyczy ona nie tylko materialow
pozyskanych specjalnie na potrzeby prowadzonego badania, lecz réwniez dokumentow po-
wstatych niezaleznie od procesu badawczego. W zwigzku z tym kluczowe znaczenie ma wta-
sciwy dobor zrodet, ktére moga stanowi¢ wiarygodng podstawe do formutowania wnioskow

i dostarczaé wartosciowych informacji pierwotnych?®,

1)

15N. Urbanska, K. Ochyra-Zurawska, Kryzys uchodzczy z Ukrainy — wybrane aspekty, ,,Prawo i Bezpieczenistwo’
2024, 2, s. 83-103.

16 T. Ewertowski, A Standard-Based Concept of the Integration of the Corporate Recovery Management Systems:
Coping with Adversity and Uncertainty during a Pandemic, ,,Sustainability” 2022, 14(1254), s. 18.

"' W. Czakon (red.), Podstawy metodologii badan w naukach o zarzqdzaniu, Warszawa 2015, s. 180-181.

18 B. Czuprynski, B. Wisniewski, J. Zboina (red.), Nauki o bezpieczenstwie. Wybrane problemy badat ( Security
Sciences. Selected research problems), Jozeféw 2017, s. 87-88.
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W artykule przeanalizowano nastepujace dokumenty migdzynarodowe — Swiatowego Fo-
rum Ekonomicznego:

— Raport ryzyk globalnych 2020%°;
— Raport ryzyk globalnych 2024%°;
— Raport ryzyk globalnych 20252,

Raporty ryzyk globalnych to cykliczne raporty publikowany przez Swiatowe Forum Eko-
nomiczne (WEF), ktore analizuja najwazniejsze globalne zagrozenia na krotka i dtuga perspek-
tywe. Raporty opracowane przez WEF we wspolpracy z Zurich Insurance Group i Marsh
McLennan, opieraja si¢ na opiniach ponad 1400 globalnych ekspertow ds. ryzyka, decydentow
1 liderow biznesu. W raportach predefiniowano dziedziny bezpieczenstwa, w ktorych eksperci
oceniaja ryzyko. Dziedziny te to bezpieczenstwo: s$rodowiskowe, technologiczne, spoteczne,
ekonomiczne, geopolityczne oraz zdrowia publicznego. Kazda z tych kategorii posiada szcze-
gotowo zdefiniowane subkategorie zagrozen.

Ponadto przeanalizowano nastepujace dokumenty krajowe — Rzadowego Centrum Bez-
pieczenstwa:

— Krajowy Plan Zarzadzania Kryzysowego 20207,
— Krajowy Plan Zarzadzania Kryzysowego 2021/20222,
— Krajowy Plan Zarzadzania Kryzysowego 2025%,

Krajowe Plany Zarzadzania Kryzysowego (KPZK) sa dokumentami planistycznymi,
przygotowanymi przez Rzadowe Centrum Bezpieczenstwa we wspotpracy z ministerstwami,
urzedami centralnymi i wojewddztwami, w oparciu o ustawe o zarzadzaniu kryzysowym. Zo-
staly opracowane w szczegolnosci na potrzeby Prezesa Rady Ministrow 1 Rady Ministrow. Sg
dokumentem wyjsciowym w procesie planowania cywilnego na szczeblu centralnym 1 woje-
wodzkim. KPZK, w odrdznieniu do raportow ryzyk globalnych, nie posiadaja predefiniowa-
nych dziedzin bezpieczenstwa oraz subkategorii zagrozen i sytuacji kryzysowych, cho¢ w lite-
raturze krajowej takie typologie sa dostepne?®.

Celowym zabiegiem bylo przedstawienie w analizie dokumentéw mig¢dzynarodowych
zwigzanym z globalng oceng ryzyk oraz dokumentami krajowymi zwigzanymi z ryzykami
w zarzadzaniu kryzysowym. Ma to zwigzek z wptywem szerszego kontekstu ryzyk globalnych

19 World Economic Forum, The Global Risks Report 2020, https://www.weforum.org/publications/the-global-
risks-report-2020/ (30.10.2025).

20 1dem, The Global Risks Report 2024, https://www.weforum.org/publications/global-risks-report-2024/ (30.10.2025).

2L 1dem, The Global Risks Report 2025, https://www.weforum.org/publications/global-risks-report-2025/ (30.10.2025).

22 Rzagdowe Centrum Bezpieczenstwa, Krajowy Plan Zarzgdzania Kryzysowego 2020.

23 |dem, Krajowy Plan Zarzqdzania Kryzysowego 2021/2022.

24 |dem, Krajowy Plan Zarzqdzania Kryzysowego 2025.

%5 E. Nowak, Zarzgdzanie kryzysowe w sytuacjach niemilitarnych, Warszawa 2007, s. 13-30; K. Ficon, Inzynieria
zarzqdzania Kryzysowego. Podejscie systemowe, Warszawa, 2007, s. 76-115; T.T. Kaczmarek, G., Cwiek, Ryzyko
Kryzysu a cigglosc dzialania, Warszawa 2009, s. 77-103; A. D¢bicka, T. Luczka, Zarzqgdzanie sytuacjq kryzysowq
w malych i Srednich przedsigbiorstwach diagnoza i procedury, Poznan 2019, s. 30-33.
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na postrzeganie ryzyk lokalnych oraz wspoétzaleznosciag procesow zarzadzania ryzykiem oraz

zarzadzania kryzysowego przedstawionych na rys. 2.
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Rysunek 2. Wspoétzaleznos¢ proceséw zarzadzania ryzkiem oraz zarzadzania kryzysowego
Zrédto: opracowanie whasne na podstawie: SAPEA, Science Advice for Policy by European Academies. Strate-
gic crisis management in the European Union. Berlin 2022, s. 41.

WYNIKI
Analiza dynamiki globalnych ryzyk w latach 2020-2025 wskazuje na wyrazne prze-

ksztatcenia struktury 1 percepcji zagrozeh w wymiarze mi¢dzynarodowym. Zestawienie oparte
na raportach Global Risks Report (World Economic Forum) z lat 2020, 2024 i 2025 ujawnia
istotne przesunigcia w hierarchii ryzyk w szesciu kluczowych dziedzinach bezpieczenstwa: §ro-
dowiskowej, technologicznej, spotecznej, ekonomicznej, geopolitycznej oraz zdrowotnej. Dane
odzwierciedlajg nie tylko zmiany w prawdopodobienstwie i sile oddzialywania poszczegolnych
zagrozen, ale rowniez ich coraz wiekszg zlozonos$¢ systemowa oraz wzajemne powigzania
o0 charakterze kaskadowym. Ponizej omowiono dynamike zmian w poszczegolnych dziedzi-
nach bezpieczenstwa:
— Dziedzina klimatu i §rodowiska

W latach 2020-2025 obserwuje si¢ konsekwentne umacnianie si¢ ryzyk $rodowisko-
wych. W roku 2020 dominowaty zjawiska o charakterze epizodycznym, takie jak ekstremalne
warunki pogodowe, niepowodzenia w dziataniach klimatycznych oraz katastrofy naturalne.
W 2023 roku hierarchi¢ t¢ zdominowaly ryzyka strukturalne — utrata r6znorodno$ci biologicz-
nej, ekstremalne warunki pogodowe oraz krytyczna zmiana w ekosystemach Ziemi. Ryzyka te
wskazujg na przejscie od zagrozen krotkoterminowych do dlugofalowych procesow destabili-
zujacych rownowage ekologiczng planety. W latach 2024-2025 trend ten utrzymuje si¢, a na-
wet ulega poglebieniu: ryzyka klimatyczne stanowig nie tylko najpowazniejsza kategori¢ za-
grozen, lecz takze tto systemowe dla pozostatych obszaréw bezpieczenstwa. Interpretacyjnie
oznacza to przesuni¢cie punktu ciezkosci z pojedynczych katastrof klimatycznych ku ztozonym
sytuacjom kryzysowym o charakterze permanentnym i globalnym.
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— Dziedzina technologii
W pierwszym okresie analizy (2020) ryzyka technologiczne dotyczyly gtownie zagrozen
infrastrukturalnych i informatycznych, takich jak cyberataki czy awarie infrastruktury informa-
cyjnej. W latach 2023-2025 obserwuje si¢ jakoSciowg zmiane charakteru tych zagrozen z tech-
nicznych incydentéw w kierunku ryzyk systemowych i spotecznych. Na znaczeniu zyskuja cy-
berbezpieczenstwo, negatywne skutki technologii Al oraz koncentracja mocy technologiczne;.
W najnowszych edycjach raportu (2024-2025) pojawiaja si¢ nowe zjawiska, takie jak cyberne-
tyczne szpiegostwo, szkody w sieci czy dezinformacja oparta na sztucznej inteligencji. Trend
ten wskazuje na przenikanie ryzyk technologicznych do sfery polityki, gospodarki i bezpie-
czenstwa publicznego, co uzasadnia ich rosnacy status jako kluczowych determinantéw bez-
pieczenstwa narodowego i1 korporacyjnego.
— Dziedzina spoteczna
W obszarze spotecznym widoczna jest ewolucja od klasycznych ryzyk demograficzno-
migracyjnych ku ryzykom informacyjnym i psychologicznym. W roku 2020 dominowaty nie-
stabilno$¢ spoleczna, migracja mimowolna oraz choroby zakazne, ktdre stanowity odzwiercie-
dlenie napi¢¢ wynikajacych z globalizacji i migracji. W latach 2023-2025 ryzyka spoteczne
nabraty zupetnie nowego charakteru. Centralne znaczenie uzyskaly polaryzacja spoteczna, dez-
informacja oraz erozja praw. Szczegolng wage nalezy zwréci¢ na polaryzacje spoteczng defi-
niowang jako ideologiczne 1 kulturowe podziatly wewnatrz i migdzy spoteczno$ciami prowa-
dzace do spadku stabilnos$ci spotecznej, impaséw w podejmowaniu decyzji, zakldcen gospo-
darczych i wzrostu polaryzacji politycznej. Jest to wyrazny sygnat transformacji spoteczenstw
w kierunku glebokiego rozwarstwienia informacyjnego, spadku zaufania spotecznego oraz na-
rastania kryzysu legitymizacji instytucji.
— Dziedzina ekonomiczna
Analiza ryzyk ekonomicznych wskazuje na ich powrot do tradycyjnych, makroekono-
micznych Zrédet zagrozenia po okresie zaklocen pandemicznych i wojennych. W 2020 roku
dominowaty kryzysy fiskalne, bezrobocie i szok cenowy energii. Po 2022 roku, w konteks$cie
wojny w Ukrainie i sankcji gospodarczych dominowaty kryzys gospodarczy, zadtuzenie i kon-
frontacja geoekonomiczna. Najnowsze raporty (2024-2025) wskazuja na utrwalanie si¢ ryzyk,
takich jak inflacja, niedobory sity roboczej i zaktocenia w tancuchu dostaw. Wskazuje to na
trwale przejscie do strukturalnych ograniczen rozwojowych.
— Dziedzina geopolityczna
Wymiar geopolityczny ulegt radykalnej transformacji w wyniku agresji Rosji na Ukraing
i rosngcej rywalizacji mocarstw. W 2020 roku analizowano ryzyka, takie jak konflikt miedzy-
panstwowy i1 niepowodzenie globalnego zarzadzania, natomiast juz w 2023 dominowaty mig-
dzypanstwowy konflikt zbrojny oraz konfrontacja geoekonomiczna. W latach 2024-2025 do-
dano nowe aspekty, tj.: konflikt zbrojny miedzy panstwami i erozja wolnosci obywatelskich.
Ewolucja ta wskazuje na systemowy rozpad mig¢dzynarodowych mechanizmoéw wspotpracy

oraz rosnace znaczenie geopolityki gospodarczej jako narzedzia nacisku.
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— Dziedzina zdrowia publicznego
Tuz przed wybuchem pandemii COVID-19 — w 2020 roku choroby zakazne znajdowaty si¢
nisko w rankingu ryzyk globalnych. W kolejnych latach nastgpit gwattowny wzrost ich znaczenia.
W raportach 2024-2025 dominujg juz ryzyka o charakterze dtugofalowym, takie jak pogorszenie
zdrowia 1 samopoczucia czy choroby przewlekle. Oznacza to zmian¢ percepcji bezpieczenstwa
zdrowotnego z naglych zagrozen epidemicznych na trwate problemy spoteczne i psychiczne, be-
dace efektem kumulacji kryzyséw pandemicznego, ekonomicznego i wojennego.
Analiza dynamiki krajowych ryzyk w latach 2020-2025 oparto z kolei na trzech edy-
cjach Krajowych Planéw Zarzadzania Kryzysowego (KPZK) z lat 2020, 2021/2022 i 2025.
Pozwala to uchwycic istotne zmiany w postrzeganiu i klasyfikacji gltownych zagrozen w Polsce.
Zmiany te odzwierciedlaja zarowno doswiadczenia wynikajace z pandemii COVID-19, jak
I konsekwencje wojny w Ukrainie, kryzysu energetycznego oraz nasilajacych si¢ zjawisk kli-
matycznych. Analiza wykazuje przesunigcie od tradycyjnych, naturalnych zrodet zagrozen ku
zjawiskom o charakterze hybrydowym, technologicznym i systemowym, a takze wskazuje na
wzrost dynamiki ryzyk powigzanych w uktadzie kaskadowym. Ponizej omowiono dynamike
zmian, probujac analogicznie do ryzyk globalnych, pogrupowac je i opisa¢ W okre§lonych
(cho¢ ze wzgledu na trudnosci porownawcze, nie tozsamych do opisanych w raportach WEF)
dziedzinach bezpieczenstwa:
— Zagrozenia klimatyczne i1 naturalne
W catym analizowanym okresie pow6dz utrzymuje stabilng pozycje jako jedno z najpo-
wazniejszych ryzyk dla bezpieczenstwa narodowego. W kazdym KPZK (2020, 2021/2022,
2025) oceniana jest jako ,,prawdopodobna” i skutkujaca ,,duzymi stratami”. Wskazuje to na
trwalo$¢ tego zagrozenia w warunkach Polski, zwlaszcza wobec obserwowanego wzrostu in-
tensywnosci opadow, erozji gleb i urbanizacji dolin rzecznych. Susza i upat stanowig przyktad
zagrozenia o rosngcej dynamice. W 2020 roku klasyfikowane jako ,,mozliwe” ze ,,skutkami
srednimi”, w 2025 osiagaja status ,,bardzo prawdopodobnych”. Zmiana ta odzwierciedla coraz
wyrazniejszy wpltyw zmian klimatycznych i jest zgodna z tendencjami globalnymi. Podobny
trend dotyczy silnych wiatréw i ekstremalnych zjawisk pogodowych, ktorych prawdopodobien-
stwo wzrosto z poziomu ,,mozliwe” do ,,prawdopodobne”. Ta kategoria ryzyka zyskuje na zna-
czeniu jako efekt wtorny zmian klimatycznych oraz rozwoju infrastruktury energetycznej na-
razonej na uszkodzenia.
— Kryzysy zdrowotne
Analiza kategorii epidemii odzwierciedla bezposredni wptyw pandemii COVID-19 na per-
cepcje bezpieczenstwa w latach 2020-2025. W pierwszym analizowanym KPZK (2020) epidemie
byly klasyfikowane jako ,,mozliwe” ze ,,skutkami $rednimi” — co pokazuje niedoszacowanie tego
typu zagrozen przed pandemig. W 2022 r., po doswiadczeniach globalnych, nastapit gwattowny
wzrost oceny do poziomu ,,prawdopodobne” ze ,,skutkami katastrofalnymi”. W kolejnej edycji
(2025) ryzyko epidemiczne zostaje obnizone do ,,mozliwe, skutki duze”, co sugeruje stabilizacje
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sytuacji i rozw0j mechanizméw przygotowawczych (m.in. plany reagowania, lepsza infrastruktura
sanitarna, do$wiadczenia administracji publicznej). Interpretacyjnie trend ten ilustruje proces
,uczenia si¢ systemowego”. Od poczatkowe] spontanicznej reakcji do adaptacji 1 normalizacji za-
rzadzania tego typu kryzysami w polityce bezpieczenstwa publicznego.
— Ryzyka hybrydowe i informacyjne
Znaczacym trendem w KPZK 2020-2025 jest gwattowny wzrost ryzyk o charakterze hy-
brydowym. W 2020 r. dziatania hybrydowe okreslano jako ,,mozliwe” o ,,duzych skutkach”,
natomiast w 2025 osiggajg status ,,bardzo prawdopodobnych”. Oznacza to uznanie tych zjawisk
(dezinformacja, cyberataki, presja migracyjna, manipulacje gospodarcze) za staly element
wspotczesnego srodowiska bezpieczenstwa. Analogicznie wzrasta znaczenie zakldcen w sie-
ciach i systemach IT, ktore z poziomu ,,prawdopodobnych, skutki srednie” (2020) przechodza
do ,,bardzo prawdopodobnych, skutki duze” (2025). Zjawisko to nalezy interpretowaé w kon-
teks$cie postepujacej cyfryzacji administracji i gospodarki oraz rosngcej ekspozycji infrastruk-
tury krytycznej na cyberzagrozenia.
— Kryzysy energetyczne i surowcowe
W analizowanym okresie utrzymuje si¢ wysokie ryzyko zaktdcen energetycznych.
W KPZK 2020-2025 klasyfikowane sg one konsekwentnie jako ,,prawdopodobne” o ,,duzych
skutkach”. Wskazuje to na trwata niepewnos¢ w zakresie bezpieczenstwa energetycznego Pol-
ski, szczegolnie w kontekscie kryzysu energetycznego lat 2021-2023 oraz zmian geopolitycz-
nych po inwazji Rosji na Ukraing. Zakldcenia paliwowe 1 gazowe notujg wzrost prawdopodo-
bienstwa (z ,,mozliwych” w 2020 i 2022 r. do ,,prawdopodobnych” w 2025 r.). Trend ten wigze
si¢ z procesem transformacji energetycznej, ograniczaniem importu surowcow z Rosji oraz wy-
zwaniami infrastrukturalnymi w zakresie magazynowania i dystrybucji energii. Obie te kate-
gorie wskazuja, ze energetyka pozostaje jednym z najbardziej wrazliwych sektoréw bezpie-
czenstwa narodowego.
— Zagrozenia terrorystyczne i migracyjne
W przypadku zdarzen terrorystycznych zauwazalna jest zmiana percepcji (z ,,bardzo
rzadkich” w 2020 i 2022 roku na ,,mozliwe” w 2025). Wynika to z faktycznego wzrostu liczby
incydentow, takich jak cyberterroryzm, sabotaz infrastrukturalny czy radykalizacja online. No-
woscig w matrycy 2025 jest pojawienie si¢ masowe] migracji jako zagrozenia o ,,bardzo wyso-
kim prawdopodobienstwie i katastrofalnych skutkach”. To odzwierciedlenie kryzysu migracyj-
nego na granicy polsko-biatoruskiej oraz wojny w Ukrainie.

PODSUMOWANIE

W latach 2020-2025 system bezpieczenstwa globalnego i krajowego wszedt w faze tzw.
multikryzysu, w ktorej naktadajace si¢ zjawiska: pandemii COVID-19, kryzysu energetycznego
oraz wojny w Ukrainie doprowadzity do redefinicji struktury, hierarchii i percepcji ryzyk. Ana-

lizy pordwnawcze raportow globalnych (World Economic Forum) oraz krajowych (Krajowe
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Plany Zarzadzania Kryzysowego RP) ujawniaja wspdlny trend przejsécia od ryzyk liniowych do
ztozonych 1 kaskadowych zalezno$ci, w ktorych skutki jednego zdarzenia przenikaja przez
wiele dziedzin bezpieczenstwa. Zjawisko to potwierdza odpowiedz na pytanie badawcze Ql,
tj. trendy i typologia ryzyk w analizowanym okresie ulegly glebokiej transformacji. W pierw-
szej fazie (2020-2021) dominowaty ryzyka zdrowotne i srodowiskowe, jednak w kolejnych
latach wyraznie wzrosto znaczenie zagrozen geopolitycznych (konflikty zbrojne, konfrontacja
geoekonomiczna, dezinformacja, cyberwojna) oraz spotecznych (polaryzacja, migracje, erozja
zaufania i praw obywatelskich). Klimat pozostat ryzykiem bazowym, lecz stracit monopol na
najwyzszg pozycj¢ w hierarchii zagrozen. Na poziomie globalnym obserwuje si¢ rosnacg sy-
nergi¢ miedzy dziedzinami. Dziedzina technologiczna (Al, cyberinfrastruktura, dezinformacja)
zacze¢la stanowi¢ katalizator dla ryzyk politycznych 1 spotecznych, a jednocze$nie wzmacnia¢
podatno$¢ infrastrukturalng.

W konteks$cie pytania Q2, analiza konwergencji ryzyk miedzy raportami globalnymi
a krajowymi pokazuje wysoki stopien zgodnosci, okoto 75-80%, szczegdlnie w obszarach §ro-
dowiskowych, technologicznych i1 geopolitycznych. Zaréwno globalne raporty, jak 1 krajowe
KPZK identyfikuja wzrost znaczenia zjawisk, takich jak zakldcenia energetyczne, cyberataki,
ekstremalne zjawiska pogodowe, dezinformacja i migracje. W Polsce, w najnowszych Krajo-
wych Planach Zarzadzania Kryzysowego, pojawity si¢ nowe kategorie zagrozen, takich jak
»masowa migracja” oraz zwigkszone prawdopodobienstwo ,,zdarzen terrorystycznych”, co od-
zwierciedla wptyw wojny w Ukrainie 1 presji granicznej na percepcje bezpieczenstwa narodo-
wego. Swiatowe nowe zagrozenia to pojawienie si¢ kategorii, takich jak ,,konflikt zbrojny po-
miedzy panstwami” i ryzyko polaryzacji spotecznej. Rownoczes$nie system przesunat si¢
w strong ryzyk ztozonych, taczacych rozne aspekty bezpieczenstwa, co wskazuje na ewolucje
w kierunku podej$cia systemowego 1 wielowymiarowego.

Odpowiadajac na pytanie Q3, interdyscyplinarne podejscie do bezpieczenstwa stato si¢ ko-
nieczno$cia. Wyniki analiz wskazuja, ze wspolczesne bezpieczenstwo nie moze by¢ postrzegane
wylacznie przez pryzmat jednej dziedziny. Wymaga to integracji taczacej w sobie domeny $rodo-
wiskowa, technologiczng, spoteczng, ekonomiczng i1 geopolityczng. W tej logice bezpieczenstwo
nalezy rozpatrywac w trzech wzajemnie przenikajacych si¢ poziomach: operacyjnym (organizacje,
przedsigbiorstwa 1 jednostki samorzadu terytorialnego), systemowym (administracja publiczna
| panstwo) oraz strategicznym (wspotpraca miedzynarodowa i struktury euroatlantyckie). Analiza
wskazuje, ze skutecznos$¢ systemow bezpieczenstwa w erze multikryzysu zalezy od zdolno$ci ad-
aptacyjnych oraz poziomu resilience governance, czyli zarzadzania odpornos$cia.

Pandemia ujawnita krucho$¢ globalnych tancuchéw dostaw 1 odpornos$ci zdrowotnej, kry-
zys energetyczny obnazyl wrazliwos¢ infrastruktury strategicznej i uzaleznienie od Zrodet su-
rowcow, a wojna w Ukrainie zainicjowata powrot do twardych ryzyk egzystencjalnych, takich
jak konflikt zbrojny migdzy panstwami.

Podsumowujac, zarowno w wymiarze globalnym, jak i krajowym, okres 2020—2025 cha-

rakteryzuje si¢ rosngcg zlozonos$cig i wzajemnym przenikaniem si¢ ryzyk, ktore z poziomu
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sektorowego przeszty w domeng systemowg. Odpowiedzig na to wyzwanie staje si¢ rozwoj
zintegrowanego zarzadzania bezpieczenstwem opartego na wspotdziataniu wielu interesariu-

szy, adaptacyjnosci i odpornosci.
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IMPROVING THE CRISIS MANAGEMENT SYSTEM BASED
ON THE EXPERIENCE OF THE 2024 FLOODS IN POLAND

ABSTRACT: The aim of this paper is to present proposals for improving the Polish crisis management system
in the context of the experiences of the flood that took place in Poland in 2024. The publication is based on
current research and has both cognitive and practical aspects. It touches upon an extremely important issue,
namely how to protect human life and health during floods. Research methods: The primary research method
was qualitative empirical analysis, conducted using open-ended in-depth interviews. The interviews were
conducted with representatives of the management staff of local government administration and district crisis
management centres who performed their professional duties during the flood that occurred in September
2024. Empirical analysis was supplemented by a theoretical method consisting of a critical review of the
literature on the subject and a method of deductive reasoning. The subject of the research was the forms of
support considered crucial in the context of the flood that occurred in Poland in September 2024, as well as
a catalogue of problems and challenges revealed during rescue and relief operations. The main objective of
research was to formulate proposals for improving the crisis management system in the event of a flood,
taking into account the experiences and problems identified during the events of September 2024. The study
formulated two main research questions: (1) What were the key problems faced by residents of the areas
affected by the floods in September 2024? and (2) What types of assistance should be provided to effectively
minimise the negative effects of this event? Main conclusions: The crisis management system should
consider regulating the following issues: 1) crisis response training for employees of educational and care
facilities where minors are present; 2) precise designation of evacuation sites appropriate to the type and scale
of the threat; 3) organization of temporary accommodation and replacement locations for victims;
4) improvements to ensure rapid assessment of damaged buildings and repair assistance; 5) measures aimed
at the rapid restoration of infrastructure and sanitary conditions; and 6) an increase in the number of
administrative staff commensurate with the scale of the crisis.

KEYWORDS: flood, crisis management, civil protection, public safety, information

DOSKONALENIE SYSTEMU ZARZADZANIA KRYZYSOWEGO
NA PODSTAWIE DOSWIADCZEN POWODZI W POLSCE Z 2024 R.

ABSTRAKT: Praca ma celu przedstawienie propozycji doskonalenia polskiego systemu zarzadzania
kryzysowego w kontekscie doswiadczen z powodzi, ktora miata miejsce w Polsce w 2024 r. Publikacja
powstata na podstawie aktualnych badan, posiada aspekt poznawczy i praktyczny. Dotyka niezwykle is-
totnego zagadnienia, to jest sposobu ochrony zycia i zdrowia ludzi podczas powodzi. Metody badawcze:
Podstawowa metoda badawcza byta jakosciowa analiza empiryczna, przeprowadzona przy uzyciu otwartych
wywiadow poglebionych. Wywiady przeprowadzono z przedstawicielami kadry kierowniczej administracji
samorzadowej 1 powiatowych centrow zarzadzania kryzysowego, ktorzy pehili swoje obowigzki stuzbowe
podczas powodzi, ktoéra miata miejsce we wrzesniu 2024 r. Analiz¢ empiryczng uzupeliono metoda
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teoretyczna, polegajaca na krytycznym przegladzie literatury przedmiotu oraz metoda wnioskowania deduk-
cyjnego. Przedmiotem badan byly formy wsparcia uznane za kluczowe w kontekscie powodzi, ktéra miata
miejsce w Polsce we wrze$niu 2024 r., a takze katalog problemdéw i wyzwan ujawnionych podczas akcji ra-
towniczych i pomocowych. Glownym celem badan bylo sformutowanie propozycji usprawnienia systemu
zarzadzania kryzysowego w przypadku powodzi, z uwzglednieniem doswiadczen i problemow
zidentyfikowanych podczas wydarzen z wrzesnia 2024 r. W badaniu sformutowano dwa gtéwne pytania
badawcze: (1) Jakie byty kluczowe problemy, z jakimi borykali si¢ mieszkancy obszaréw dotknigtych
powodziag we wrzes$niu 2024 r.? oraz (2) Jakiego rodzaju pomoc nalezy zapewni¢, aby skutecznie zminimal-
izowa¢ negatywne skutki tego zdarzenia? Glowne wnioski: System zarzadzania kryzysowego powinien
uwzglednia¢ regulacje nastgpujacych kwestii: 1) szkolenia z zakresu reagowania kryzysowego dla pra-
cownikow placowek edukacyjnych i1 opiekunczych, w ktorych przebywaja osoby maloletnie; 2) precyzyjne
wyznaczenie miejsc ewakuacyjnych odpowiednich do rodzaju i skali zagrozenia; 3) organizacja tymczasowego
zakwaterowania i miejsc zastgpczych dla ofiar; 4) usprawnienia zapewniajace szybka ocen¢ uszkodzonych
budynkéw i pomoc w naprawach; 5) srodki majace na celu szybkie przywrdcenie infrastruktury i warunkéw
sanitarnych; oraz 6) zwigkszenie liczby personelu administracyjnego proporcjonalnie do skali kryzysu.

SLOWA KLUCZOWE: powddz, zarzadzanie kryzysowe, ochrona ludnos$ci, bezpieczenstwo publiczne,
informacja

INTRODUCTION

Although the crisis management system is not directly regulated in the Constitution of
the Republic of Poland of 2 April 1997, it* is subject to its standards. This means that the Con-
stitution is the highest legal act affecting the crisis management system. The Constitution of the
Republic of Poland of 2 April 1997 states that “The Republic of Poland (...) shall ensure the
freedoms and rights of persons and citizens, as well as the security of citizens, shall protect the
national heritage and ensure the protection of the environment (...)?” and “The Republic of
Poland shall ensure legal protection of life to every human being®”. The Republic of Poland as
a state therefore ensures the implementation of the above values by creating and improving
a crisis management system. The crisis management system was introduced by the Act of 26
April 2007 on crisis management* and covers a wide range of issues, as it is intended to protect
people, significant amounts of property and the environment®. One of the objectives of the crisis
management system is to assess potential types of risk and analyze the conditions in which
crisis situations arise. In addition, another objective of the system is to indicate the anticipated
development of a crisis, including variants, its course, and an assessment of its negative effects.
Another task is to seek solutions that will contribute to the prevention, resolution, and control
of the crisis, as well as the reduction of damage and losses®. Limiting damage and losses is

! The Constitution of the Republic of Poland of 2 April 1997, Journal of Laws of 1997, Number 78, item 483.

2 lbidem, Art. 5.

% lbidem, Art. 38.

4 The Act of 26 April 2007 on crisis management, Journal of Laws of 2023 r., item 122, consolidated text.

5 Ibidem, Art. 3 par. 3.

6 Z. Zamiar, L. Wetyczko, Zarzqdzanie kryzysowe, Wyzsza Szkota Oficerska Wojsk Ladowych im. gen. Tadeusza
Kosciuszki, Wroctaw, 2012, p. 51.
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sometimes a difficult challenge, as there are devastating natural disasters that cause significant
damage to civil infrastructure, such as floods’. In view of the above, the crisis management
system requires financial outlays, the involvement of qualified staff, and the introduction of
organizational measures regulated by legal acts to ensure the efficient and effective functioning
of the system. The system should also be flexible, adapted to contemporary threats, responsive
to challenges, well thought-out, and, above all, responsible. Dariusz Majchrzak, positioning the
crisis management system in relation to other systems protecting fundamental values during
a crisis, pointed out that the flood protection system, alongside, among others, the fire protec-
tion system and the drought countermeasures system, constitutes a detailed safety system which
is not sanctioned by law, is informal, works in practice, and that the crisis management system
is of particular importance among the above systems®. In addition, to increase the effectiveness
of the crisis management system, it should be improved through the use of new technologies.
In his scientific work, Tomasz Lachacz presented the “FASTER” technology, which increases
the safety of people who arrive at the scene of an incident the fastest, e.g. rescuers. The author
pointed out that this technology was tested during the flood caused by the Chisola River in
Italy®. A flood simulation was also carried out. The project used a rescue mission management
application to support observation and rescue operations. Intelligent textile tools for receiving
and sending information to and from the operational area and for monitoring the environmental
and biometric parameters of rescuers were also presented®. Supporting crisis management sys-
tems with new technologies certainly contributes to increased security. It is up to those manag-
ing the system to decide what kind of new technologies will be used and to what extent. As
Lestaw Haber pointed out, the management process is a practical activity related to the process
of making decisions aimed at the best use of resources, both material, capital and human, to
carry out tasks and in a manner that ensures the continuous development of the organisation®*.
In turn, Jacek Kwasniewski emphasized that management in crisis situations is a difficult and
complex process. People who manage work are required to have knowledge, skills, and apti-
tude. Well-managed crisis management will ensure safety*2. In addition, information exchange
is of great value in crisis management systems. Information should be transmitted using ICT
solutions and platforms, in real time, considering individual levels and cooperating entities.
The main features of information exchange should be data confidentiality, a high level of

"R. Abegaz, J. Xu, F. Wang, Flood Impacts on Civil Infrastructure Systems: A Comprehensive Review of Impacts,
Modeling Tools, Emerging Technologies, and Mitigation Strategies, “Natural Hazards Review”, Volume 27, Is-
sue 1, 2025.

8 D. Majchrzak, O zarzqdzaniu kryzysowym inaczej. Zarzqdzanie Kryzysowe czy zarzqdzanie bezpieczerstwem?
»Kwartalnik Bellona”, nr 4/2018, 2018, p. 46.

° T. Lachacz, Technologie FASTER a bezpieczenstwo reagujgcych w sytuacjach kryzysowych, ,,ZN SGSP”, 82, 2022.
10 Faster Project, Italian Pilot, https://www.faster-project.eu/2021/02/02/italian-pilot/ (23.09.2025).

1|, Haber, Management. Zarys zarzqdzania matq firmg, Krakow: Wydawnictwo Profesjonalnej Szkoty Biznesu
1998, p. 19.

12 J, Kwasniewski, Zarzqdzanie kryzysowe w kontekscie kierowania, [in]: M. Mazur (ed.), Wspoiczesne trendy
W zarzgdzaniu, Warszawa: Wydawnictwo Akademii Ekonomiczno-Humanistycznej 2020, p. 10.
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security, as well as continuous monitoring of sources and effects for risk assessment®3. Multi-
directional information and decision-making flows form the basis for the operation of logistics
management systems. These systems have a direct impact on the efficiency and effectiveness
of support and security measures**.

As Jerzy Uchronski, Adam Manka and Jan Kazmierczak pointed out, it is important to
provide information to the relevant services on an ongoing basis. This ensures a rapid rescue
operation, which is crucial for the life and health of people/victims in a crisis. Direct commu-
nication of information to services provides an opportunity to limit the effects of the crisis and
its spread. It is important that all services have the same knowledge about the crisis at any given
moment. This is important from the point of view of the safety of the rescue teams themselves®>.
All systems used for safety management should be based on accurate information, the analysis of
which forms the basis for taking action®. Communication is the process of transmitting infor-
mation/messages by the sender and the ability to receive and understand the message by the recip-
ient. Sometimes, the concept of communication is equated with the method of transmitting infor-
mation and the relationships that accompany the exchange of information®’. It should be noted that
during the exchange of information in the crisis management process, its security should be ensured,
including when using the Internet. People who use communication channels intended for services,
use mobile devices, or use wireless network access must exercise particular caution®®.

The information also plays a huge role in the stage of citizens choosing flood prevention
measures. It is the state authorities that should provide relevant information on how to protect
homes from flooding and should support citizens financially in this regard®. In addition, the
state should also take flood prevention measures in the area of forest management, as forests
can delay flood peaks and reduce the risk of flooding®.

It should not be forgotten that adequate preparation of the population for a crisis event
such as a flood is of great importance in the crisis management system. Wtadystaw Wornalkie-
wicz lists the following measures aimed at minimizing the local effects of flooding: work re-
lated to raising flood embankments, placing sandbags on the embankments, sealing window

13 M. Dabrowski, P. Zaskorski, Bezpieczenistwo cyberprzestrzeni jako determinanta sprawnosci zarzqdzania w Sy-
tuacjach kryzysowych, [in:] J. Tarapata, J. Wozniak (ed.), Odpornosé¢ organizacji: cyfryzacja, bezpieczerstwo, in-
nowacje, Warszawa, p. 220-239.

14 K. Ficon, W. Sokotowski, Zarzqdzanie Logistyczne Podczas Niemilitarnych Sytuacji Kryzysowych. ,,De Secu-
ritate et Defensione. O Bezpieczenstwie i Obronnosci” 8(1) 2022, p. 96-108.

15 J. Uchronski, A. Manka, J. Kazmierczak, Zastosowanie ujecia procesowego do wspomagania zarzqdzania informacjq
i zasobami technicznymi w sytuacjach kryzysowych, ,,Systemy Wspomagania w Inzynierii Produkeji”, 2016 14(2),
pp.342-350.

16 G. Pietrek, T. Jatowiec, Selected aspects of information management in extraordinary situations, “Roczniki
Nauk Spotecznych”, 17(53), numer 2-2025, 2025, p. 20.

17 Z. Necki, Komunikacja miedzyludzka, Krakow 2000, p. 38.

18 K. Kaczmarek, Dezinformacja jako czynnik ryzyka w sytuacjach kryzysowych, ,,Roczniki Nauk Spotecznych”,
Tom 15 (51), numer 2-2023, 2023, p. 26.

19 A, Truedinger, J. Birkmann, Flood Risk Reduction—What Are the Priorities? ThePerspective of Private House-
holds After the Ahr Floodof 2021, “Journal of Flood Risk Management” 2025, p. 9.

20 M. Cooper, S. Patil, T. Nishet, H. Thomas, A. Smith, M. McDonald, Role of forested land for natural flood
management in the UK: A review, “Wiley Interdisciplinary Reviews: Water”, 8(5), e1541, 2021, p. 4.
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and door openings, and a communication and management system to ensure efficient opera-
tion?, Krzysztof Ficon and Wojciech Sokotowski presented the logistical needs of the affected
population and the possibilities for securing and providing logistical support. The authors ex-
plained the concept of crisis logistics, pointing out that these are intensive activities that provide
security in non-military crisis situations, consisting of meeting basic logistical needs such as
transport for emergency services, medical evacuation of the injured and the sick and evacuation
of the population, delivery of the most urgent supplies, as well as the provision of basic eco-
nomic and living?. Dominika Marciniak conducted an interesting scientific study in the field
of humanitarian logistics based on a diagnostic survey using a questionnaire. The research con-
cerned the flexibility of operations, criteria for selecting suppliers, and identification of factors
that determine the design of the humanitarian supply chain. It was noted that the latter is influ-
enced by the uncertainty of the situation and the uncertainty of the information necessary for
planning logistics operations?. The above author also conducted research using comparative
analysis of commercial and humanitarian supply chains. Research conducted in the field of
humanitarian aid is of great importance, as the lives and health of those affected depend on the
humanitarian supply chain. Such a chain is configured with a view to saving these two values
in the event of a crisis and ensures the delivery of aid and medical services®. In addition to
assistance organized at the state and local government levels, help can also come from the ci-
vilian population. The literature on the subject contains numerous examples of civic engage-
ment and social solidarity among Poles, who actively provided assistance to people affected by
crisis situations. Scientific research on the assistance provided by Poles in connection with the
migration crisis in August 2021 on the Polish-Belarusian border and in connection with the
mass exodus of the population caused by Russia’s invasion of Ukraine on 24 February 2022
was presented by Marta Danecka, Zofia Kinowska-Mazaraki, Anna Machcewicz, and Ewa
Nalewajko. In two articles entitled “Social activity at borders in a crisis situation: perception of
the situation and motivations of local social actors providing humanitarian aid” and “The phe-
nomenon of social mobilization in a border crisis: environment, resources and social innova-
tions”, presented the attitudes of Poles from selected border communes affected by the crisis,
pointing out that “one of the reactions was extraordinary local social mobilization®”, in a situ-

ation where “it was necessary to organize ourselves in order to provide efficient assistance,

2L W. Wornalkiewicz, Przedsiewziecia w zakresie udoskonalenie pomocy humanitarnej i logistyki. Studium przy-
ktadu, Dnipro 2024, p. 23.

22 K. Ficon, W. Sokotowski, Zarzqdzanie..., 0p. Cit.

23 D. Marciniak, Logistyka humanitarna — perspektywa teorii i praktyki humanitarian logistics — perspectives of
theory and practice, ,,Wiedza obronna”, 2024, 288(3), pp. 155-179.

24 D. Marciniak, Analiza komparatywna komercyjnego1i humanitarnego lanicucha dostaw, ,,Management and Qu-
ality — Zarzadzanie i Jako$¢”, 2023, 5(1), pp. 64-82.

25 M. Danecka, Z. Kinowska-Mazaraki, A. Machcewicz, E. Nalewajko, Fenomen mobilizacji spotecznej w warun-
kach kryzysu na granicy: otoczenie, zasoby i innowacje spoteczne, ,,Studia Polityczne”, 2023, 51(4), p. 12.
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protect migrants from the cold and hunger, and supply them for the rest of their journey?®”. Bel-
arusian authorities used violence to force migrants to make further attempts to cross the border,
effectively “trapping” them?’. Due to “human rights violations, triggering a crisis at the EU’s
external borders, and Belarus’s instrumentalization of migrants for political purposes in 2021,
Belarus’ participation in Russia’s unprovoked and unjustified military aggression against Ukraine
on 24 February 2022, and its flagrant violation of international law?” have caused Poland to
suspend cooperation with Belarus under the Poland-Belarus-Ukraine Cross-Border Cooperation
Programme, which is currently bilateral in nature: Interreg NEXT Poland-Ukraine?.

It is worth mentioning the research conducted by Joanna Bialotecka in the Ptock County.
In 2022, the author surveyed a group of 50 people on, among other things, their assessment of
flood safety. The respondents rated the above condition as very good and good, while 64% of
them indicated that they were concerned about the recurrence of the flood threat®°. Societies
should invest in flood protection, using engineering measures to minimize the risk of flooding3*.
In addition, effective information campaigns should be developed that take into account differ-
ences in attitudes towards risk and the experiences of residents within society32. The risk commu-
nication strategy should be tailored to different social groups3:. Social media can serve as a sup-
plementary source of information when traditional data (e.g. from satellites) is limited in space or
time3*, Social media can also be used to share flood photos, which allows for a more accurate
representation of flood conditions at a given moment and improves the accuracy of forecasts®.
In addition to social media, mass media also effectively provide information about flood risk be-
fore, during and after a flood**. The speed and effectiveness of risk information sharing will be
improved by modern technologies such as mobile applications and online platforms®’.

% M. Danecka, Z. Kinowska-Mazaraki, A. Machcewicz, E. Nalewajko, Aktywnosé¢ spoteczna na granicach w sy-
tuacji kryzysu: percepcja sytuacji i motywacje lokalnych aktoréow spotecznych niosgcych pomoc humanitarng,
»otudia Polityczne”, 2023, 51(2), p. 204.

27 Ibidem, p. 204, .

28 Interreg A NEXT Poland — Ukraine, SFC2021 INTERREG Programme, p. 6, https://pl-ua.eu/pl/pages/579.

29 |bidem.

%0 J. Biatotecka, Powdd? jako krytyczne wydarzenie Zyciowe, ,,Studia Edukacyjne”, 2023, 69, p. 132.

31 L. Wang and others, A review of the flood management: from flood control to flood resilience, “Heliyon”, 2022
8(11), p. 3.

32, Lakew, U. Olausson, When we don't want to know more: Information sufficiency and the case of Swedish
flood risks, “Journal of International Crisis and Risk Communication Research”, 2023 6(1), pp. 65-90.

3 'W. Kellens, R. Zaalberg, P. De Maeyer, The informed society: An analysis of the public’s information seeking
behavior regarding coastal flood risks, “Risk Analysis”, 2012, 32(8), pp. 1369-1381.

3 H. Hou, L. Shen, J. Jia, Z. Xu, An integrated framework for flood disaster information extraction and analysis
leveraging social media data: a case study of the shouguang flood in China, “Science of the Total Environment”,
2024 vol. 949.

%Y. Wang, A. Chen, G. Fu, S. Djordjevié¢, C. Zhang, D. Savi¢. An integrated framework for high-resolution urban
flood modelling considering multiple information sources and urban features, “Environmental Modelling & Soft-
ware”, 2018, 107, pp. 85-95.

% R.B. Mostafiz, et al., Actionable information in flood risk communications and the potential for new web-based
tools for long-term planning for individuals and community, “Frontiers in Earth Science”, 2022 10.

37 E. Rollason, L. Bracken, R. Hardy, A. Large, Rethinking flood risk communication, “Natural Hazards”, 92(3),
2018, pp. 1665-1686.
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RESEARCH METHODS

The primary research method was qualitative empirical analysis, conducted using open-
ended in-depth interviews. The interviews were conducted with representatives of the manage-
ment staff of local government administration and district crisis management centers, which
made it possible to obtain a diverse perspective from practitioners responsible for local safety
during the floods of September 2024.

The empirical analysis was supplemented by a theoretical method consisting of a critical
review of the literature on crisis management, with particular emphasis on decision-making
processes, information exchange between entities responsible for crisis response, crisis logis-
tics, and structures and mechanisms to provide assistance to victims.

In addition, the study used deductive reasoning to formulate systemic recommendations
based on the problems identified during the research. The study also developed a conceptual
model of an improved crisis management system, reflecting the need for adaptability and flex-
ibility in crisis situations, such as natural disasters.

DESCRIPTION AND RESULTS OF THE RESEARCH

The article is based on the results of qualitative research conducted using individual open-
ended telephone interviews. Each interview lasted between 50 and 90 minutes. The research
was conducted between 12 November and 5 December 2024. The group of respondents con-
sisted of employees of eleven city and municipal offices and eight District Crisis Management
Centres, who held managerial positions and had substantive responsibility in the area of crisis
management. One representative was selected from each local government entity surveyed. The
research was conducted in the following municipalities: Czechowice-Dziedzice, Krapkowice,
Ghuchotazy, Prudnik, Stronie Slaskie, Ladek-Zdréj, Ktodzko, Bardo, Jelenia Gora, Nysa, Lewin
Brzeski, and the following County Crisis Management Centres: in Bielsko-Biata, Jelenia Gora,
Nysa, Prudnik, Ktodzko, Zabkowice Slqskie, Lwowek Sla}ski and Brzeg. Respondents’ answers
to the question: what are the biggest problems faced by residents of flooded areas as a result of
the flood that took place in September 20024? The authors divided the problems into three
groups. The first group consisted of problems that arose before the flooding. Respondents
pointed out that they had not been given sufficient information about the flood. They noted that
the residents of the flooded areas had not been warned about the seriousness of the situation.
They did not know how serious the situation would be or how to prepare for the flood. One
respondent pointed out that the fact that the flood occurred on a Sunday, i.e. a day off from
work and school, during daylight hours, gave a better chance of defending against the flood
than would have been the case on a working day — “the only upside to this whole disaster is that
it happened on a Sunday (...). If it had happened on a weekday, at night, (...) it would have been
a total tragedy, (...). There would have been great panic about how to protect the children. Our
primary school was flooded, and no one (...) thought that the classrooms could be flooded”.
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Another respondent pointed out that the population of the flooded areas did not know how to
behave during a flood and how to protect themselves against it. It was also noted that the plans
indicated specific points as evacuation sites, which were completely flooded during the flood.
The water reached a level of half a meter at the designated evacuation points, but if the dam
holding back the water had broken or the water had overflowed, the water level at that point
would have been six meters. Finding a replacement location was very difficult. As one respond-
ent pointed out, “it was a very difficult moment for everyone”.

The second group of responses concerned problems that arose immediately after the
flooding, including evacuation issues, lack of water, lack of food, lack of places to sleep, lack
of places to live, communication problems, lack of Internet access, lack of mobile network
coverage, impassable roads, impassable bridges, and problems with access to medical services.
In addition, flooded schools caused problems with organizing time and childcare.

The third group consisted of problems that the respondents had to face when the water
receded. The respondents again pointed to the lack of water and food. Another problem faced
by the population of the flooded areas was the lack of utilities. The lack of communication due
to damaged roads and bridges was also a problem. The inability to determine the technical
condition of buildings and houses proved to be a problem. It was impossible to obtain a decision
on whether the buildings were to be demolished or could be used. The population of the flooded
areas had no guidelines as to whether they could live in their own homes. It should be noted
that the law stipulates time-consuming procedures for determining whether a given premises is
suitable for habitation and use.

Another problem for residents of flooded areas was the need to clean buildings and re-
move damaged furniture and equipment. In addition, residents had to remove the sludge. The
lack of people to help with physical labor was a hindrance. It should be remembered that the
flood did not spare the homes of single, elderly people who needed support. Respondents also
pointed out that the lack of dehumidifiers and other equipment necessary for cleaning up build-
ings was a complication. In addition to the lack of people to help with physical labor and equip-
ment, the lack of professionals to rebuild homes and even the lack of financial resources for
reconstruction proved to be a difficulty.

The enormous need for financial assistance caused problems in government offices with
filling out applications and settling accounts for post-flood accommodation in temporary hous-
ing, hotels, and agritourism farms. One respondent noted that: ““(...) when there were refugees
from Ukraine, this special law came into force, where everything was clear, well defined and
the matter was obvious throughout Poland. And now there is a problem here, because, for ex-
ample, it is not clear what rates to charge for the stay of these evacuated persons (...). We are
still (...) struggling to solve this type of problem. Here, too, it should be clearly stipulated in
some kind of law”.

Next, respondents were asked to answer the question: “What kind of assistance should
be provided to residents of flooded areas as a result of the flood that occurred in September
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2024 in order to minimize the effects of the flood as much as possible?” The authors presented
the respondents’ answers in the table below.

Table 1. Types of assistance considered by the local community to be necessary in the event of a flood

Type of assis-
tance expected
during a flood

Actions that should
be taken as part of
a given type of assis-
tance provided

Selected respondent opinions

assistance du-
ring evacua-
tion

Introduction of proce-
dures facilitating the
use of helicopters de-
signed to provide as-
sistance to the popula-
tion.

Provision of special
military equipment
adapted to navigating
fast-flowing, flooded
mountain rivers.

Quick decision-making by public authorities is required, for
example, regarding the use of helicopters. Residents of
flooded areas waited too long for a decision to be made on
their use. As one respondent pointed out, one public admin-
istration body waited for another public administration
body in a different city to make a decision on the use of
a means of transport: “(...) the house is already flooded and
we are unable to get there by any means. Unfortunately, the
authorities delayed the evacuation until the very end (...)".
As the respondent pointed out, the decision on the use of the
means of transport took four hours. In the opinion of some
respondents, the equipment owned by the military does not
allow for action to be taken on rivers where there are tree
branches or metal structures floating. The equipment turns
out to be too light.

financial assi-

stance

It is essential to allo-
cate funds for:

- rebuilding com-
pletely destroyed
houses and flats,

- drying out houses
and flats, - renova-
tions.

Respondents pointed out that the flood had deprived people
of their homes and flats, which is a common tragedy for the
population of flooded areas.

According to the respondents, immediately after the flood
receded, drying out flooded buildings was one of the biggest
problems.

assistance in
finding tempo-
rary or perma-
nent accom-
modation

It is essential to have
housing resources
available in the event
of a crisis.

It is necessary to en-
sure that the popula-
tion can be relocated
to hotels, temporary
housing facilities, or
modular housing con-
tainers.

Respondents responded positively to the concept of tempo-
rarily using containers as places of residence, educational
facilities, and healthcare facilities.

Long-term residence in residential containers was viewed
less enthusiastically by respondents

According to the respondents, housing resources could also
be located in areas other than those that had been flooded.
As one respondent pointed out: “The challenge for us was
to find accommodation for these people. At night, the Ter-
ritorial Defence Force arrived and they were a great help in
transporting mattresses and camp beds to the evacuation

point”.

assistance in

It is essential to pro-

Respondents pointed out that this type of work and assis-

removing vide support, espe- | tance was carried out by the Territorial Defence Forces and
damaged cially to elderly,
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furniture,
sludge, and
fallen trees
from the prop-
erty

dependent, and physi-
cally disabled people.
This requires the or-
ganization of adequate
human
carry

work.

resources to
out physical

was very positively assessed by the population of the
flooded areas.

As one respondent pointed out, “equipment is very im-
portant”, but it cannot replace human labor when it comes
to removing thousands of tons of waste from basements, re-
sulting from the “silting up” of furniture and other items.
People must enter such rooms and do the physical work.

assistance in
completing
compensation
documents

Assistance is needed in
completing  applica-
tions, especially for fi-
nancial assistance.

According to the respondents, providing this type of assis-
tance significantly contributed to meeting the basic needs of
the population affected by the crisis more quickly. The sig-
nificant overload of staff was pointed out — with a team of
five employees at the center, it was necessary to process ap-
proximately 1,000 applications, which exceeded their ca-
pacity.

assistance in
the provision
of basic goods
and utilities

It is essential to pro-
vide the population
with gas, internet, wa-
ter, and dehumidifiers.

Respondents indicated that at the time of this survey (12
November 2024 to 5 December 2024), some people still did
not have access to gas.

As one respondent added:

“To this day, they still don't have gas, they still don't have
permission to enter the building because it is not safe to use,

as there are no engineers”.

assistance in
carrying out
disinfection ac-
tivities

Assistance with disin-
fection is necessary,
especially in areas
where contamination
and pollution have oc-
curred.

Respondents highly rated the commitment and effective-
ness of the activities carried out by chemical warfare subu-
nits.

psychological
suport

It is essential to pro-
vide psychological
support both immedi-
ately after the flood
and later on, when
those affected may ex-
perience renewed
symptoms of trauma
related to the crisis ex-
perience.

As one respondent pointed out, “some people still can't get
over it. The night, the sound of water flooding the house”.

assistance with
renovations

Assistance with reno-
vating flats and houses
is essential.

Lack of housing in-
fringes on basic hu-
man rights.

The respondents’ accounts show that one of the main prob-
lems after a crisis event is the difficulty in finding qualified
professionals to carry out repair work. They pointed to
a shortage of such specialists and long waiting periods for
services to be provided.
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CONCLUSIONS

I. The crisis management system aims to coordinate activities to protect the life, health
and property of the population in the face of threats such as floods through effective planning,
organization and implementation of crisis response tasks. Providing the population with rele-
vant information in good time is crucial to increasing safety and enabling protective measures
to be taken before a hazard occurs.

An extremely important element of the crisis management system is to include training
for teachers and other staff involved in educational programs for minors in how to respond to
crisis situations. These individuals should have the knowledge and skills to respond appropri-
ately in emergency situations, such as flooding affecting an educational establishment. It is
essential to know evacuation procedures, the rules for organizing and coordinating the evacua-
tion of children, and methods of providing them with emotional support in stressful situations.
Similar training requirements should apply to staff working in children’s homes, correctional
facilities, nurseries, and other care facilities.

The crisis management system should include the obligation to designate potential evac-
uation sites, adapted to different types of hazards and their scale. Those responsible for organ-
izing and managing the evacuation should be able to choose the evacuation location from
among the evacuation points previously specified and agreed in the operational plans. The evac-
uation concept should be developed with the participation of the relevant emergency services
and institutions responsible for public safety. This solution facilitates efficient decision-making
in conditions of sudden and severe danger, where managers operate under time pressure and
with an awareness of their responsibility for the life and health of the population. Identifying
a suitable evacuation site in such circumstances can be a serious organizational and decision-
making challenge.

One of the key tasks of the crisis management system is also to organize temporary ac-
commodation and replacement locations for people who have lost their homes or are temporar-
ily unable to stay in them. As respondents pointed out, difficulties arose in relation to financial
settlements when providing accommodation for victims from flooded areas. Therefore, the cri-
sis management system should be equipped with flexible legal and organizational mechanisms
to enable efficient and transparent settlements with economic entities involved in the provision
of accommodation and social services.

In addition, the crisis management system should include mechanisms enabling rapid assess-
ment of the technical condition of buildings flooded as a result of a crisis event, which will allow
residents to return to their homes as quickly as possible and restore normality to everyday life.
At the same time, decisions on the possible demolition of buildings should be made in an efficient
and coordinated manner. In cases where buildings are not eligible for demolition, the system should
provide effective support in cleaning them of mud, sludge, and other contaminants, and in organiz-
ing the assistance of professionals necessary to carry out repair and reconstruction work.
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An important element of the crisis management system should be the development of
solutions enabling the rapid restoration of the passability of roads and bridges, which is crucial
for the efficient conduct of rescue operations and ensuring the continuity of supplies and move-
ment of the population. Another important challenge for the system is the organization of child-
care and ensuring uninterrupted access to medical services, both during the response phase and
during reconstruction after a crisis event.

I1. Effective evacuation is one of the greatest challenges during a flood. It is the duty of
public authorities and emergency services to carry out evacuations in such a way as to eliminate
the possibility of casualties. Therefore, a crisis management system should be created to provide
a range of appropriate measures that can be used immediately by emergency services. In addi-
tion, the evacuation of people from flooded areas requires the creation of flexible procedures.
It is unacceptable that, in a situation threatening life or health, administrative bodies wait for
decisions to be made by other administrative bodies or that there are disputes between them
over competences. The law and procedures should specify precisely: which administrative body
makes specific decisions, how long the administrative body has to make a decision, and how
the decision is communicated.

An extremely important element of effective crisis management is for public authorities
to have complete, reliable, and up-to-date knowledge of the means of transport available for
evacuating people from flooded or flood-prone areas. Therefore, it is essential that both public
authorities and emergency services are required to maintain an up-to-date list of such means,
including their location, availability, and technical capabilities. It is unacceptable for delays in
decision-making on the part of officials to result in the failure to deliver evacuation means, such
as boats, pontoons, or helicopters, in a timely manner, which may directly threaten the life and
health of residents.

It should be noted here that the evacuation process also involves planning evacuation
routes, early warning, informing about real threats, preparing emergency services and efficient
decision-making.

An area of the crisis management system that requires improvement is flexibility in terms
of increasing human resources during and after the materialization of a threat (flood). During
the study, the respondents indicated that the number of employees involved in the allocation of
social welfare funds was insufficient. In addition, there were staff shortages in the area of pro-
cessing cases related to the allocation of funds for reconstruction, renovation, or drying out of
flats. The excessive workload of the staff responsible for processing applications for financial
assistance resulted in delays in the provision of material assistance. These delays may have had
a direct impact on the living conditions and, consequently, on the lives and health of the affected
population. As one respondent pointed out, “we put desks outside the building because there
were so many people, each with something”. In view of the above, it should be emphasized that
the crisis management system should be characterized by organizational flexibility, enabling

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 32



a rapid increase in human resources in situations requiring increased staff involvement, such as
mass applications for assistance or intensive rescue operations.

An essential element of an effective crisis management system is having an up-to-date
and verified database of available accommodation, intended both for people affected by a crisis
situation and for soldiers and service officers involved in relief efforts. This database should
distinguish between paid accommodation (belonging to private individuals or businesses) and
free accommodation (managed by public entities). As respondents pointed out, finding suitable
accommodation for residents of flooded areas was a significant organizational challenge.

Effective protection of human life and health in crisis situations, such as floods, requires
mandatory support in the removal of flood waste, including from hard-to-reach areas such as
basements. This type of waste, including waterlogged furniture and flooring, is heavily laden
with water and silt, making it impossible to remove without physical force. As indicated by the
respondents’ accounts, the scale of the problem was considerable — in one case, approximately
1,000 tons of waste were removed from flooded basements. Therefore, the crisis management
system should provide for mechanisms allowing for the rapid involvement of a sufficiently
large group of people capable of performing physical work, while it may also be necessary to
provide them with accommodation, food, and access to water. This work cannot be fully re-
placed by mechanical equipment, which further emphasizes the need for efficient mobilization
of human resources. At the same time, administrative decisions related to the organization of
clean-up activities should be made and implemented without delay in order to limit secondary
damage, prevent deeper penetration of pollutants into the structure of buildings, and enable
a rapid start to the drying and reconstruction process.

An indispensable element of effective crisis management remains ensuring the restoration
of access to basic utilities — such as gas, electricity, water, and heating — as quickly as possible
for residents of areas affected by flooding. It should be noted here that the flood began on the
night of 11 to 12 September 2024, while the study was conducted from 12 November 2024 to
5 December 2024. This means that part of the population in the flooded areas did not have
access to all utilities for at least two months. It is therefore reasonable to create a crisis man-
agement system that will provide sufficiently rapid support in the form of engineers who can
repair the damage caused by the flood. It should be noted that lack of access to utilities often
means lack of access to information.

An important element of the crisis management system during flood clean-up is the dis-
infection process. The system should therefore enable the military or emergency services to
respond immediately to chemical hazards. Possible chemical contamination can exacerbate hu-
man tragedies. It is therefore essential that the crisis management system includes solutions
enabling a rapid response and effective removal of chemical hazards.

An obligatory element of the crisis management reconstruction phase should be providing
psychological assistance to victims and financing this assistance from public funds. It should
be emphasized that those affected by flooding focus their efforts first and foremost on rebuilding
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their homes and furnishing them, which in many cases prevents them from spending their own
money on psychological support. Floods often have dramatic consequences, such as the death of
loved ones, loss of health or loss of a lifetime’s work, which causes significant psychological stress
and trauma. Therefore, the state should play an important role in providing not only material support
but also comprehensive psychological assistance to those affected by the disaster. It is therefore
necessary not only to secure public funds for the provision of such assistance but also to ensure
adequate human resources, including the availability of experienced psychologists specializing in
crisis intervention and working with people affected by trauma.

During the reconstruction phase, the crisis management system should provide compre-
hensive support for residents of flooded areas in terms of renovation and construction works.
Residential buildings affected by flooding require a number of works to be carried out, includ-
ing the removal of accumulated silt and waste, thorough cleaning of surfaces, drying of rooms,
and specialist renovation works. Due to their complexity, these tasks require both appropriate
technical facilities and the involvement of professionals with knowledge and experience in the
construction and renovation industry. At the same time, residents may encounter difficulties
related not only to a lack of financial resources, but also to the limited availability of qualified
workers. Therefore, the crisis management system should include solutions that enable both the
allocation of adequate public funds for the necessary renovation work and the provision of ap-
propriate personnel support for the duration of the reconstruction phase.

The effectiveness of these measures has a direct impact on ensuring basic living condi-
tions for citizens and restoring a minimum level of stability in their lives.

The flood of September 2024 highlighted the need for a comprehensive approach to crisis
management, including not only rescue operations, but also long-term support for the popula-
tion and efficient resource management. An effective response to threats requires strengthening
the institutional, logistical and social components of the crisis management system.
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RUSSIA'S CRIMES AGAINST HUMANITY:
PROBLEMS OF INVESTIGATION AND ACCOUNTABILITY

ABSTRACT: The article comprehensively addresses the profound issues of military crimes (often referred to
as war crimes) committed by the Russian Federation on the sovereign territory of Ukraine in the context of
its ongoing, full-scale military aggression. The sheer scale and scope of these violations necessitate a rigorous
legal response. The article lists and examines several key international agreements and treaties that have been
directly and flagrantly violated by the aggressor state. This typically includes core tenets of the Geneva
Conventions of 1949 and their Additional Protocols, particularly those concerning the protection of civilians,
wounded combatants, and prisoners of war, as well as provisions from the Rome Statute of the International
Criminal Court (ICC). The article underscores that these violations are not merely isolated incidents, but are
part of a discernible pattern of unlawful conduct. The central challenge explored is the crucial problem of
upholding international humanitarian law (IHL) and ensuring the protection of human rights during the large-
scale war waged against Ukraine. This discussion is framed by the specific difficulties inherent in conflict
zones, such as targeting civilian infrastructure, indiscriminate attacks, and deliberate breaches of the
principles of distinction and proportionality. The article considers practical strategies, where
recommendations are formulated as to evidence collection regarding the military crimes committed by
Russian troops on the territory of Ukraine. Effective evidence collection is paramount and must adhere to
international legal standards to be admissible in court. Key methodologies discussed include forensic
documentation, digital evidence preservation (e.g., satellite imagery, intercepted communications, social
media footage), victim and witness testimonies, and the secure maintenance of chains of custody for physical
evidence. The ultimate purpose of this meticulous documentation is articulated as follows: to use this
evidence in the future to prosecute the state perpetrators of military crimes. This ambitious goal extends
beyond individual accountability for soldiers to potentially holding the Russian state and its high-ranking
leadership responsible before international tribunals, such as the ICC, the International Court of Justice (ICJ),
or a specially created ad hoc tribunal. Therefore, the focus is on building robust legal cases that ensure justice
for victims and reaffirm the principle that even in war there are rules that must be followed.

KEYWORDS: international humanitarian law, human rights protection, military crimes, evidence collection,
international tribunals

ZBRODNIE ROSJI PRZECIWKO LUDZKOSCI: PROBLEMY
SLEDZTWA | ODPOWIEDZIALNOSCI PRAWNOMIEDZYNARODOWEJ
ABSTRAKT: Artykut podejmuje pogtebiong analize kluczowych zagadnien dotyczacych zbrodni wojennych
popemionych przez Federacje Rosyjskg na suwerennym terytorium Ukrainy w kontekscie trwajacejagresji

militarnej. Ogromna skala i zakres tych naruszen wymagajg zdecydowanej reakcji prawnej. Artykut wy-
mienia i analizuje kilka kluczowych miedzynarodowych porozumien i traktatéw, ktore zostaty bezposrednio
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1 razgco naruszone przez panstwo agresora. Dotyczy to zazwyczaj podstawowych zatozen Konwencji Ge-
newskich z 1949 r. i ich Protokotéw Dodatkowych, w szczegdlnosci tych dotyczacych ochrony ludnosci
cywilnej, rannych zolierzy i jencéw wojennych, a takze postanowien Statutu Rzymskiego
Migdzynarodowego Trybunatu Karnego (MTK). Artykut podkresla, Ze naruszenia te nie s jedynie odosob-
nionymi incydentami, lecz stanowia element dostrzegalnego wzorca bezprawnego postgpowania. Gtownym
wyzwaniem jest kluczowy problem przestrzegania miedzynarodowego prawa humanitarnego (MPH)
1 zapewnienia ochrony praw czlowieka w trakcie wojny toczonej przeciwko Ukrainie. Niniejsza dyskusja
osadzona jest w kontekscie szczegdlnych trudnosci wiasciwych obszarom objetym konfliktem zbrojnym,
takich jak ataki na infrastrukture cywilna, ataki o charakterze nieukierunkowanym oraz umys$lne naruszenia
zasad rozrdzniania i proporcjonalnosci.. W artykule rozwazono praktyczne strategie, formutujgc zalecenia
dotyczace gromadzenia dowodéw dotyczacych zbrodni wojskowych popelionych przez wojska rosyjskie
na terytorium Ukrainy. Skuteczne gromadzenie dowodéw ma kluczowe znaczenie i musi by¢ zgodne
z mi¢dzynarodowymi standardami prawnymi, aby mogto by¢ dopuszczone w sadzie. Kluczowe omowione
metodologie obejmujg dokumentacj¢ kryminalistyczng, cyfrowe przechowywanie dowodow (np. zdje¢
satelitarnych, przechwyconych komunikatow, nagran z mediow spolecznosciowych), zeznania ofiar i $wi-
adkow oraz bezpieczne utrzymanie tancucha dowodowego dla dowodow rzeczowych. Ostateczny cel tej
skrupulatnej dokumentacji zostal sformutowany nastepujaco: wykorzystanie tych dowodoéw w przysztosci
do $cigania panstwowych sprawcoéw zbrodni wojskowych. Ten ambitny cel wykracza poza indywidualng
odpowiedzialno$¢ zotierzy i obejmuje potencjalne pociagniecie panstwa rosyjskiego i jego wysoko posta-
wionych przywodcow do odpowiedzialno$ci przed trybunatami miedzynarodowymi, takimi jak MTK,
Miedzynarodowy Trybunat Sprawiedliwosci (MTS) lub specjalnie utworzony trybunat ad hoc. Dlatego tez
nacisk polozony jest na tworzenie solidnych podstaw prawnych, ktdre zapewnia sprawiedliwos¢ ofiarom
1 potwierdza regule, ze nawet podczas wojny istniejg zasady, ktorych nalezy przestrzegac.

SELOWA KLUCZOWE: mi¢dzynarodowe prawo humanitarne, ochrona praw cztowieka, zbrodnie wojskowe,
gromadzenie dowodow, trybunaty miedzynarodowe

INTRODUCTION

Since 2014, when Russia had occupied Crimea and started a proxy war in the Donetsk
and Luhansk regions of Ukraine, human rights officials, law enforcement bodies, journalists,
observers, and representatives of international humanitarian organizations have documented
numerous violations by the Russian military of norms of international humanitarian law, as well
as various international regulations.

After the full-scale invasion of Russian troops into Ukraine, the number of such facts has
increased significantly. According to the data of media project Ukrainer, Russia violated more
than 400 international treaties by its attack on Ukraine!. According to the Verkhovna Rada
Commissioner for Human Rights Dmytro Lubinets, over 167,000 war crimes committed by
Russian servicemen have been registered in Ukraine?.

Such a number of crimes suggests that this is part of Russia’s general intention and policy
aimed at destroying Ukraine. However, this fact is not reflected in the current litigations of the
national judicial system. In their verdicts, the judges did not show the true picture of Russia's

! Which agreements Russia violated during the war in Ukraine, https://www.ukrainer.net/thread/viyna/zlochyny-
rosii/page/3/ (20.04.2025).

2 D. Goron, In Ukraine, over 167 thousand Russian military crimes were recorded during the full-scale war, Lu-
binets, 18.05.2025, https://detector.media/infospace/article/240993/2025-05-18-v-ukraini-zafiksuvaly-ponad-
167-tysyach-rosiyskykh-voiennykh-zlochyniv-za-chas-povnomasshtabnoi-viyny-lubinets/ (18.05.2025).

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 38



crimes against Ukrainians. As of early March 2025, Ukrainian courts had handed down only
111 verdicts in war crimes cases. This figure, despite the statements about the stability of the
Ukrainian justice system, looks meager. Thousands of detectives are engaged in investigations
and the cases are litigated in courts across the country. However, their effectiveness is low.
First, the latter is caused by gaps in the Criminal and Criminal Procedure Codes, which do not
allow for a comprehensive investigation of such a number of crimes.

MAIN TYPES OF CRIMES COMMITTED BY RUSSIA IN THE WAR AGAINST UKRAINE

The most telling example of Russia’s non-compliance with international law is its viola-
tion of the Budapest Memorandum (1994). Also, Russia does not abide by the Helsinki agree-
ments (1975), which had to stipulate political and territorial agreements after the Second World
War. Other international treaties that Russia has violated are the following:

— UN Charter (1945)3;

— UN Convention on Combating the Financing of Terrorism (1999)*;

— UN Convention on the Prevention and Punishment of the Crime of Genocide (1948)°;

— a body of conventions that regulate laws and rules of war (in particular, the The Hague
and Geneva conventions)®;

— The International Convention for the Protection of All Persons from Enforced Disappear-

ance (2006);

— Convention for the Protection of Cultural Property in the Event of Armed Conflict

(1954)8;

— UN Convention on the Elimination of All Forms of Racial Discrimination (1965)°;
— UN Convention on the Law of the Sea (1982)*°;
— European Convention for the Protection of Human Rights and Fundamental Freedoms

(1950)1;

— Statute of the Council of Europe (1949)*2.

% United Nations Charter, Chapter VI1I: Action with Respect to Threats to the Peace, Breaches of the Peace, and
Acts of Aggression. https://www.un.org/en/about-us/un-charter/chapter-7 (05.12.2025).

4 International Convention on Combating the Financing of Terrorism (New York, 9 December 1999),
https://www.unodc.org/documents/treaties/Special/1999%20International%20Conven-
tion%20for%20the%20Suppression%200f%20the%20Financing%200f%20Terrorism.pdf (05.12.2025).

S Convention on the Prevention and Punishment of the Crime of Genocide, https://www.un.org/en/genocidepre-
vention/documents/atrocity-crimes/Doc.1_Convention%200n%20the%20Prevention%20and%20Punish-
ment%200f%20the%20Crime%200f%20Genocide.pdf (05.12.2025).

® The Main Sources of International Humanitarian Law: Customary IHL, Geneva Law, and Hague Law, https://red-
cross.org.ua/en/news/2025/06/114563/ (05.12.2025).

7 lbidem.

8 lbidem.

° International Convention on the Elimination of All Forms of Racial Discrimination, https:/trea-
ties.un.org/doc/Treaties/1969/03/19690312%2008-49%20AM/Ch_IV_2p.pdf (05.12.2025).

10 United Nations Convention on the Law of the Sea, https://www.un.org/depts/los/convention_agree-
ments/texts/unclos/unclos_e.pdf.

11 European Convention on Human Rights, https://www.echr.coe.int/documents/d/echr/convention ENG (05.12.2025).
12 Statute of the Council of Europe, https://rm.coe.int/1680306052 (05.12.2025).
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— Convention on the Rights of the Child (1989)%.

In conditions where the number of military crimes was constantly increasing and the time
and personnel resources for their investigation were short, the Attorney General’s Office in the
month following the start of a full-scale invasion demanded that all ‘force ministries’ and the
department create special work groups to collect and document the crimes committed by Russia
against humanity. To correctly qualify crimes, determine the key subject of evidence and establish
the main directions for collecting evidence by teams of experts and practitioners, the Office came
up with the “standards for investigation of military crimes. General part” along with the first set
of standards that were concerned with a specific type of crime. Namely, it was an “Illegal depri-
vation of freedom and torture”. By the order of the Commander Air Force of the Armed Forces
of Ukraine and by the corresponding order of the head of Kharkiv Air Force University, the Air
Force created a working group which throughout 2022 systematically collected and provided ev-
idence and facts of human rights violations during the full-scale war that the Russian Federation
waged against Ukraine in areas of operation of subordinate military units*.

The most important rule of international humanitarian law is the protection of civilians
during war, particularly during occupation. The Russian military cynically neglected that, as
a rule, consciously shelling the civil infrastructure of Ukrainian cities and humanitarian corri-
dors, as well as conducting massive shootings in the captured territories or forcing Ukrainian
citizens to serve in the Russian army. The Russian occupiers arbitrarily Killed and tortured ci-
vilians, raped women and children, shot doctors, clergymen, and journalists. In cities and towns
surrounded or captured by Russian troops, there is no water, food, medicine, or electricity. The
occupiers are shelling grocery bases, schools, hospitals, do not let humanitarian convoys in.
They deprived entire regions of communication with the rest of the world and drove them to
humanitarian disasters. This action constitutes a direct violation of the Geneva Conventions on
protection of civilian populations during war and related requirements customary to interna-
tional humanitarian law*®.

A gross violation of the Treaty on Non-Proliferation of Nuclear Weapons, as well as In-
ternational Conventions for the Suppression of Acts of Nuclear Terrorism and Conventional
international humanitarian law, was attack and seizure of Chernobyl and Zaporizhzhia atomic
power plants®®. In addition to that, with the purpose of terrorizing the population and

13 Which agreements Russia violated during the war in Ukraine, https://www.ukrainer.net/thread/viyna /zlochyny-
rosii/page/3/ (20.04.2025); Convention on the Rights of the Child. Adopted 20 November 1989.
https://www.ohchr.org/en/instruments-mechanisms/instruments/convention-rights-child (05.12.2025).

14 v. Korotkij, Recording and documentation of Russian crimes: an important step towards finding guilty and
towards their punishment, 18.03.2023, https:// www.ukrainform.ua/rubric-ato/3684075-fiksacia-i-documen-
tuvanna-rosijskih-zlociniv-vazlivij-krok-do-viavlenna-vinnih-ta-ih-pokaranna.html (20.04.2025).

15 The Main Sources of International Humanitarian Law: Customary IHL, Geneva Law, and Hague Law,
https://redcross.org.ua/en/news/2025/06/114563/ (05.12.2025); The Geneva Conventions of 1949 for the Protec-
tion of Victims of War, https://www.ombudsman.gov.ua/uk/zhenevski-konvenciyi-pro-zahist-zhertv-vijni-1949-
roku (05.12.2025).

16 International Convention for the Suppression of Acts of Nuclear Terrorism, https://za-
kon.rada.gov.ua/laws/show/995_d68#Text (05.12.2025).
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undermining its morale, the Russians committed massive rocket and air attacks on the objects
of energy infrastructure, shelling oil depots and gas pipelines in many regions across Ukraine.
In June 2023, the occupiers blew up the Kakhovka reservoir dam, resulting in the flood. Thou-
sands of homes, tens of thousands of people, were forced to evacuate or search for humanitarian
relief. The crisis caused by such actions constituted an ecological threat to entire humanity.

It is an obligation of the warring party within the third Geneva Convention to respect and
uphold the rights of prisoners of war. The norms of this international treaty prohibit physical and
psychological torture and inhumane treatment of prisoners regardless of the actions they have
committed in the past'’. The POWSs have the right to food, water and contact with relatives. Fe-
male military personnel in captivity must be held separately from men, they must have women’s
staff to supervise them, and their special sanitary, hygiene, and medical needs must be covered.

Russian invaders have repeatedly committed serious crimes against Ukrainian prisoners,
which is a violation of the rules of war. For example, Russians shaved heads of Ukrainian fe-
male POW, forced them to undress, or to be standing all the time. They were humiliated in
other ways, there were known cases of rape. According to UN reports, approximately 95% of
prisoners suffered torture, of which 60% suffered torture of a sexual nature. As of November
1, 2024 in Ukraine there had been 326 war-related sexual violence crimes (WSVC) recorded.
This figure includes officially recorded cases of rape, genital mutilations, forced balding, threats
and attempts of rape, forced viewing of sexual abuse of loved ones. The victims were not only
women; almost every third of them were men. 15 episodes were recorded in which minors
were involved. But based on the experience drawn from other conflicts, we understand that the
number of victims could be dozens of times higher. It is now impossible to assess the real scale
of crimes due to lack of information from temporary occupied territories, due to lack of under-
standing of the issues of WSVC issues, or due to the reluctance of victims to come out and
contact the law enforcement agencies. The last was mostly often explained by fear of re-trau-
matization and public condemnation, by concerns for the fate of loved ones who continue to
remain under occupation®®,

According to the Geneva Conventions, medical personnel must be able to perform their
duties and wounded and sick must be able to receive medical assistance. From the beginning of
full-scale intrusion, Russian military cynically inflicted attacks on medical facilities (as of the
end of December 2024, Russian troops attacked and damaged 1938 medical objects that belon-
ged to 715 health care facilities). In addition, on the front-line territories, they fully destroyed
297 more medical objects of 114 health care facilities. The largest losses occurred in hospitals
in Kharkiv, Donetsk, Mykolaiv, Kyiv, Chernihiv, Dnipropetrovsk, Kherson, and Zaporizhia

7 The Geneva Conventions of 1949 for the Protection of Victims of War, https://www.ombuds-
man.gov.ua/uk/zhenevski-konvenciyi-pro-zahist-zhertv-vijni-1949-roku (05.12.2025); Basic provisions of Ge-
neva conventions and of additional protocols to them. https://blogs.icrc.org/ua/wp-content/up-
loads/sites/98/2023/11/0365_154-ebook.pdf (20.04.2025).

185, Smulska, Sexual violence as a weapon of Russia in the war against Ukraine, 28.12.2024, https://Ib.ua/soci-
ety/2024/12/28/652423_seksualne_nasilstvo_yak_zbroya_rosii.html (18.05.2025).

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 41



provinces. Ambulances and paramedic teams arriving at the sites of attacks were deliberately
targeted, and hundreds of medical workers were Killed or wounded. These actions are in viola-
tion of the Geneva Conventions on the protection of civilian populations during war®

Hague and other specialized conventions impose restrictions on the methods and means of
waging military conflicts. Some kinds of weapons are particularly dangerous because they inflict
excessive physical injuries or act indiscriminately, which means that they destroy all life on their
path. Russia used cluster bombs, thermobaric ‘vacuum’ bombs, anti-personnel mines in Ukrain-
ian cities, which violated The Hague conventions and custom international humanitarian law.

The application by the Russian military in Ukraine of phosphoric ammunition and incen-
diary air bombs violates the Convention on specific types of ordinary munitions. There are
suspicions of the use of chemical weapons against defenders of Mariupol and Izyum, which is
a gross violation of the rules of the wars, in particular of chemical weapons conventions. All
such facts have wide international publicity and certainly will become aggravating circum-
stances in international courts that will prosecute Russian military criminals.

The Geneva Convention of 1949 and customary international humanitarian law explicitly
prohibit attacking civilian objects, placing military objects near civilians, and attacking sites of
historical value?®. Such historically valuable sites under the protection of the Hague Conven-
tions on the protection of cultural values in the case of armed conflict, which Russians de-
stroyed, are counted by hundreds. Bombing them is a direct violation of international humani-
tarian law. UNESCO has already counted hundreds of damaged cultural objects in Ukraine, and
it requires Russia to immediately stop attacks on civilian objects in Ukraine.

In 1998, the Rome Statute of the International Criminal Court (ICC) was approved at
a diplomatic conference held in Rome. The essence of this Statute is to establish the functions,
jurisdiction, and structure of the ICC. The Rome Statute also determines the list of international
crimes: genocide, crimes against humanity, military crimes, and crimes of aggression. The task
of the ICC is to investigate those responsible for these crimes. Unlike The International Court
of Justice of the United Nations, which establishes responsibility of states, the ICC holds indi-
viduals accountable who were suspected of committing international crimes. This is the only
international court that has jurisdiction to condemn a head of state.

Russia was a signatory of the Rome Statute, but withdrew from the agreement in 2016.
This happened the day after the ICC confirmed that the occupation of Crimea constituted an
international armed conflict. However, the withdrawal from the agreement does not prevent the
ICC from prosecuting crimes by Russian citizens on the territory of Ukraine. At the same time,
quite a few countries reported on the necessity of an international tribunal for Russia’s war
crimes in Syria, too. In that country, Russia was conducting a military operation using

19 Since the start of the full-scale war, the Russian Federation has damaged 1,938 facilities belonging to Ukrai-
nian healthcare institutions and completely destroyed another 297, https://zmina.info/news/z-pochatku-povno-
masshtabnoyi-vijny-rf-poshkodyla-1938-0b%CA%BCyektiv-ukrayinskyh-medzakladiv-i-povnistyu-znyshhyla-
shhe-297/ (05.12.2025).
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prohibited weapons. Ostensibly, the fight was against terrorists, but effectively it was against
the opposition of Bashar al-Assad and against the Syrian population. However, a withdrawal
from an agreement does not prevent the International Criminal Court from prosecuting crimes
by Russian citizens on the territory of Ukraine. For The Hague Court itself, it does not matter
which country the perpetrator comes from or whether that country has ratified the Rome Statute.
The trial of those responsible for international crimes committed by Russians in Ukraine to
justice in foreign courts is possible thanks to the principle of universal jurisdiction. That means
the right of every state to prosecute international crimes regardless of who committed them or
where they were committed.

As part of collecting evidence for future ICC proceedings against Russian military crim-
inals, the Ukrainian Helsinki Human Rights Union, Regional Human Rights Center, Center for
Civil Liberties, Truth Hounds, Kharkov Human Rights Activist Group, and several other human
rights defender organizations in Ukraine have already repeatedly provided evidence of crimes
committed by Russian military in Ukraine since 201421, Now, they actively continue to gather
evidence and testimony from victims and witnesses of crimes committed since the start of the
large-scale offensive in February 2022.

The crimes include intentional murders and corporal damage to civilians, kidnapping of
people on captured territories, and forced export of them to Russia and Belarus, forced mobili-
zation, torture, and inhuman treatment, attacks on civilian objects, destruction and damage to
property, detention and hostage taking, attacks on warehouses storing humanitarian aid, attacks
on humanitarian missions and corridors; destruction of food and water supplies and obstruction
of humanitarian missions in their deliveries; shelling of inhabited settlements, deaths and inju-
ries of people incurred by shelling, ecological disasters due to shelling; damage and destruction
of historical monuments, hospitals, religious buildings, educational institutions, destruction of
science and art; plunder of captured settlements; use of weapons prohibited by international
agreements; rape and other forms of sexual violence; use of civilian objects or people as human
shields; illegal detention and deprivation of freedom; use of maladjusted places as detention
centers; encroachment on human dignity; mining territories, etc.

All the crimes listed above can be qualified as crimes against humanity and war crimes.
They fall under the action of the Rome Statute and should be investigated by the International
Criminal Court in The Hague.

21T, Lichko, O. Shapoval, What norms of international law is Russia violating by indoctrinating and militarizing
Ukrainian children in the temporarily occupied territories (TOT), 07.05.2024,
https://Ib.ua/blog/koalitsiia_ua5am/612056_yaki_normi_mizhnarodnogo_prava_porushuie.html (05.12.2025).

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 43



THE PROBLEM OF RELIABLENESS FOR CRIMES AGAINST HUMANITY
COMMITTED IN UKRAINE

The very fact of the Russian invasion into Ukraine is a crime of aggression according to
the ICC and is a violation of the UN Charter. As long as the probable fact that Russia is com-
mitting genocide in Ukraine is known, experts are not unanimous in their opinions. Some be-
lieve that Russia did not kill enough civilians to qualify their acts as genocide. However, after
the facts of military crimes in the deoccupied areas of Kyiv areas became public knowledge,
and also after the infamous article issued by the Russian state news agency RIA Novosti, people
have increasingly often started talking about genocide: on April 12, 2022 the US President Joe
Biden had made the first declaration to that effect. At the same time, the world has not yet seen
the consequences of the Russian blockade of the city of Mariupol, where, according to the tes-
timony of local authorities, the death toll of peaceful residents could well be greater than 20,000
people due to actions of Russian troops.

On 28 February 2022, the International Criminal Court Prosecutor began an investigation
of crimes committed by the Russian military, as well as offenses against humanity. The prose-
cutor received appeals from 39 countries about the situation in Ukraine??.

The court has been investigating these crimes committed on the territory of Ukraine since
November 21, 2013, and the military and political leadership of Russia will inevitably be
brought to justice. Putin has already been found guilty of military crimes in dozens of countries
around the world with the requirement to investigate his crimes. Since the beginning of full-
scale invasion, Russians have actively raised the topic of violation of the rights of prisoners of
war in Ukraine through video publications with people in captivity. Sometimes Western media
buy into their propaganda, and even respectable human rights organizations disseminate photos
and videos of Russian soldiers who survived in Ukraine, which is a clear violation of the rights
of the latter. In fact, the Geneva Conventions prohibit making prisoners objects of public curi-
osity. However, under the conditions of total informational blockades in Russia, the only way
for the families of these survivors to know the fate of their loved ones would be through such
videos. Such publications allow captives to contact their relatives, as well as to debunk Russian
propaganda about non-participation of conscripts or of North Korean servicemen in the war
against Ukraine. Russian propagandists mention the existence of international conventions and
laws of war only when they want to blame Ukraine for their violations.

To discredit Ukraine, Russian propagandists create staged videos in which allegedly
Ukrainian military abuse Russian prisoners of war. Ukraine has repeatedly stated that it adheres
to the Geneva conventions and that these videos were all fake.

22 Russians killed about 20,000 people in Mariupol — Zelenskyy, https://www.slovoidilo.ua/2025/01/25/no-
vyna/suspilstvo/rosiyany-vbyly-mariupoli-20-tysyach-lyudej-zelenskyj (05.12.2025).
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As long as military crimes and offenses against humanity are concerned, not only personal
but also collective responsibility is presumed, which means that the commander is responsible
for the crimes of his subordinates. History knows many such examples?3.

Ukrainian and foreign human rights organizations monitor and document international
crimes committed by Russian occupiers during the war, and Ukrainian authorities along with
those of other countries filed suits against the Russian Federation and its leadership with inter-
national courts. The first Ukrainian case against Russia with the International Court of Justice
in 2017. In the lawsuit, our authorities declared two conventions: International Convention on
Combating Financial Support of Terrorism (for supporting armed groups in Donbas, in partic-
ular through financing and supplying them with weapons) and the Convention on Elimination
of all forms of racial discrimination (for harassing Ukrainians and Crimean Tatars in the occu-
pied Crimea). Ukraine became the first state in the world to sue another state on the terms of
the Convention on Combating the Financing of Terrorism.

In 2022, Ukraine submitted a second lawsuit to the International Court of Justice of the
United Nations. This time, it was concerned with the violation of the Conventions on the pre-
vention of the crime of genocide and its punishment. On 16 March 2022, the International Court
of Justice in The Hague ordered Russia immediately to stop the invasion and not to resort to
further military actions on the territory of Ukraine. Of course, it was the decision Russia ig-
nored. However, international courts have many disadvantages, the main one being the duration
of their litigation process. Processes can go on for many years. Often, the accused do not live
to see their sentences. However, international tribunals for military criminals have important
historical value because they shed light on historical events and the roles that high-ranking
officials played in those crimes.

CONCLUSIONS

Today, experts are talking about different models for the future trial of Russia. One of the
models is to create a special international court that would function under the auspices of inter-
national agreement between the government of Ukraine and the United Nations. Another way
IS to create a separate special tribunal that would be supported by an agreement between several
states. Under any court model, Russian military criminals operating at the highest levels of
political and military leadership of the Russian Federation will receive just sentences and will
be held fully responsible for their deeds.

23 The Nuremberg Tribunal of 1945-1946 was the first in history international tribunal that brought military crim-
inals to justice. According to its results, the 19 Nazis were convicted (in general there were 24 of them under trial
but some of them were convicted later and some even were acquitted). Depending on the gravity of crimes, the
sentences varied: execution by hanging, life imprisonment or jail time of 20 to 10 years. The Tokyo Tribunal
litigated the Japanese military crimes in the Second World War of 1946 — 1948. The 29 main Japanese military
criminals were sentenced to death or prison. International Tribunal for former Yugoslavia worked from 1993 to
2017 and convicted 90 military criminals. There were also tribunals of Rwanda, Sierra Leone, Cambodia, East
Timor, Lebanon, Kosovo — M. Sitnikov, What awaits Putin: The history of international trials of war criminals,
05.06.2022, https://www.ukrainer.net/trybunaly/ (05.12.2025).
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THE INSTRUMENTALIZATION OF MIGRATION
AS ACHALLENGE TO EUROPEAN UNION BORDER SECURITY:
THE CASE OF LITHUANIA

ABSTRACT: In 2021, the instrumentalization of migration became a significant security challenge for
three European Union (EU) member states, namely Lithuania, Poland, and Latvia. This phenomenon
gained particular importance when it was recognized as a hybrid threat aimed at destabilizing the eastern
border of NATO and the EU. Instrumentalization of population movements, understood as the de facto
direction of migrants toward the territories of selected states, became a form of political pressure. It com-
pels member states to take urgent measures to protect their borders and coordinate their humanitarian
and security responses. The aim of this article is to present the issue of migration instrumentalization as
a tool of political pressure and to examine its impact on the security of the EU’s external borders, with
particular emphasis on the case of Lithuania. This analysis highlights the use of migration in an interna-
tional context and its consequences for EU member states. The paper examines the Lithuanian-Belarus-
ian border and analyses the measures implemented by Lithuania to safeguard the border and ensure the
security of its citizens. It also assesses the effectiveness of Lithuania’s actions in the context of compli-
ance with international law and humanitarian standards. The research process employed a descriptive-
explanatory approach, allowing for both the description and explanation of the phenomenon. To enhance
the credibility and reliability of the study’s results, the research employed methodological triangulation,
combining the dogmatic-legal method, the comparative method, and desk research. The data used in the
analysis came from numerous analytical canters specializing in Central and Eastern Europe, including
the Centre for Eastern Studies (OSW), the Institute of Central Europe (IESW), and the Polish Institute
of International Affairs (PISM). The analysis resulted in a current diagnosis of the situation related to
the actions of EU member states, using the example of Lithuania, in combating the instrumentalization
of migration, as well as supplementing existing research findings.

KEYWORDS: instrumentalization of migration, migration, Lithuania, Belarus, European Union

INSTRUMENTALIZACJA MIGRACJIJI JAKO WYZWANIE DLA BEZPIE-
CZENSTWA GRANIC UNII EUROPEJSKIEJ—-PRZYPADEK LITWY

ABSTRAKT: W 2021 roku instrumentalizacja migracji stata si¢ jednym z istotnych wyzwan bezpieczenstwa dla
trzech panstw czionkowskich Unii Europejskiej (UE), czyli Litwy, Polski oraz Lotwy. Zjawisko to zyskato
szczegblne znaczenie, w momencie gdy zostato uznane za zagrozenie hybrydowe majace na celu destabilizacje
wschodniej granicy NATO i1 UE. Instrumentalizacja przeptywow ludnosci, rozumiana jako kierowanie ruchow
migracyjnych na terytorium wybranych panstw, stata si¢ formg presji politycznej, zmuszajac panstwa czton-
kowskie do pilnych dziatan w zakresie ochrony granic oraz koordynacji odpowiedzi na wyzwania humanitarne
1 bezpieczenstwa. Celem niniejszego artykutu jest przedstawienie problematyki instrumentalizacji migracji jako
narz¢dzia wywierania presji politycznej, a takze wptywu tego zjawiska na bezpieczenstwo granic Unii Euro-
pejskiej, ze szczegolnym uwzglednieniem przypadku Litwy. Niniejsza analiza koncentruje si¢ na wykorzysta-
niu migracji w kontekscie migdzynarodowym oraz na konsekwencjach tego zjawiska dla panstw cztonkow-
skich UE. W ramach badan przeanalizowano sytuacj¢ na granicy litewsko-biatoruskiej oraz $rodki podjete
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przez Litwe w celu ochrony granicy i zapewnienia bezpieczenstwa wiasnym obywatelom. Dalsza czg§¢ pracy
poswiegcona zostata ocenie skuteczno$ci dziatan tego panstwa w Swietle przestrzegania prawa migdzynarodo-
wego oraz standardéw humanitarnych. W badaniu zastosowano triangulacje metodologiczna polegajaca na po-
taczeniu metody dogmatyczno-prawnej, metody pordwnawczej oraz desk research. Dane wykorzystane w ana-
lizie pochodzity z licznych osrodkow analitycznych specjalizujacych si¢ w tematyce Europy Srodkowo-
Wschodniej, w tym z Osrodka Studiéow Wschodnich (OSW), Instytutu Europy Srodkowej (IESW) oraz Pol-
skiego Instytutu Spraw Migdzynarodowych (PISM). Analiza przyktadu Litwy umozliwita aktualng diagnoze
sytuacji zwigzanej z dzialaniami panstw cztonkowskich UE w zakresie zwalczania instrumentalizacji migracji,
a takze uzupelnieniem dotychczasowych wynikéw badan.

SEOWA KLUCZOWE: instrumentalizacja migracji, migracje, Litwa, Biatoru$, Unia Europejska

INTRODUCTION

Before 2021, Belarus, which borders three European Union (EU) member states, served
as a key transit route for migrants heading to Central and Western Europe. However, coopera-
tion in this area remained limited. From the EU’s perspective, Belarus lagged behind other
Eastern Partnership states, given its adaptation of EU norms and standards. Its situation was
further complicated by its entanglement in dynamic relations with the Russian Federation. This
was evidenced by the establishment of the Union State of Russia and Belarus in 1999 and par-
ticipation in integration structures such as the Customs Union and later the Eurasian Economic
Union. As a result, Belarus remained largely politically isolated from Western structures, and
the state’s authorities treated migration policy as an element of internal sovereignty, rejecting
any interference from the EU™.

However, after lengthy negotiations during the eighth meeting of the EU-Belarus Coor-
dination Group, held in Brussels on 17-18 December 2019, it was agreed to conclude visa fa-
cilitation and readmission agreements between the European Union and Belarus on 8 January
2020. After their entry into force in June of the same year, it became possible to achieve the
main objective: establishing procedures for the safe and orderly return of persons residing ille-
gally on the territory of either party, while fully respecting their rights under international law?.
However, this situation did not last long, as, amid deteriorating bilateral relations, on 28 June
2021, the Belarusian Ministry of Foreign Affairs suspended the implementation of the readmis-
sion agreement with the EU. Migrants from countries such as Iraq and Afghanistan became
entangled in the foreign policy of the Lukashenko regime, which aimed to weaponize migration
and use it as a tool of pressure on the EU and its member states®. In Lithuania, Latvia, and
Poland, the problem has been widely described as a security threat, the instrumentalization of

L M. Koinova, Power and informality in the polycentric governing of transit and irregular migration on EU’s
eastern border with Belarus, “Journal of Ethnic and Migration Studies” 2024, p. 4.

2 gov.pl, Podpisanie uméw miedzy UE a Bialorusig w sprawie utatwien wizowych i readmisji, February 2020,
https://www.gov.pl/web/europejska-siec-migracyjna/podpisanie-umow-miedzy-ue-a-bialorusia-w-sprawie-ulat-
wien-wizowych-i-readmisji (10.11.2025).

3 M. Koinova, op. cit., p. 1-2.
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migrants, or a hybrid attack organized by the Belarusian regime after the imposition of EU
sanctions on Minsk in 2021%,

The aim of this article is to present the issue of the instrumentalization of migration as
a tool for exerting political pressure, as well as its impact on the security of the European Un-
ion’s borders, with particular emphasis on the case of Lithuania. This analysis highlights the
use of migration in an international context and its consequences for EU member states. The
paper examines the Lithuanian-Belarusian border and analyses the measures implemented by
Lithuania to safeguard the border and ensure the security of its citizens. The article also assesses
the effectiveness of Lithuania’s actions in the context of compliance with international law and
humanitarian standards. The research hypothesis is that the instrumentalization of migration by
third-party actors creates tension between national security, legal obligations at the international
level, and the protection of migrants' rights, limiting the effectiveness of state actions. The re-
search process employed a descriptive-explanatory approach, allowing for both the description
and explanation of the phenomenon. To enhance the credibility and reliability of the study’s
results, the research employed methodological triangulation, combining the dogmatic-legal
method, the comparative method, and desk research. The dogmatic-legal method allows for the
examination of legal acts and their interpretation. The comparative method, in turn, was used
to analyze and compare relevant legal and institutional solutions. The study was supported by
desk research through a review of the scientific literature and studies from several research
canters. The data used in the analysis came from numerous analytical centres specializing in
Central and Eastern Europe, including the Centre for Eastern Studies (OSW), the Institute of
Central and Eastern Europe (IESW), and the Polish Institute of International Relations (PISM).
The author compiled, cross-checked, compared, and then processed the data. The analysis re-
sulted in a current diagnosis of the situation related to the actions of EU member states, using
the example of Lithuania, in combating the instrumentalization of migration, as well as supple-
menting existing research findings.

CONCEPTUALIZING THE INSTRUMENTALIZATION OF MIGRATION

In recent years, the perception of migration as a threat to national security has signifi-
cantly increased. This is a result of both the growing presence of security concepts in various
areas of state public policy and the dynamic growth in the number of international migrants.
Consequently, migration is increasingly being analyzed not only as a socioeconomic process,
but also as a matter of state security®. Analysis of numerous case studies indicates that the
security and stability framework in international migration studies focuses on states' policies

4 A. Ancite-Jepifinova, Beyond the “Hybrid Attack” Paradigm: EU-Belarus Border Crisis and the Erosion of
Asylum Seeker Rights in Latvia, Lithuania and Poland, re:constitution 2024, https://www.reconstitution.eu/filead-
min/bilder/re_constitution/WP_35-2024_Ancite-Jepif%C3%Alnova_final_.pdf (10.11.2025).

5> K. Koser, When is Migration a Security Issue?, Brookings 2011, https://www.brookings.edu/articles/when-is-
migration-a-security-issue/ (30.01.2026).
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towards emigration (outflow) and immigration (inflow), taking into account concerns about
domestic stability and international security. A significant factor shaping international popula-
tion flows is political change within states. Consequently, migration flows can function both as
a consequence of political decisions and as an instrument of those decision®.

Myron Weiner distinguishes three distinct types of forced and induced emigration in the
contemporary world. First, governments may force emigration as a means of achieving cultural
homogeneity or asserting the dominance of one ethnic community over another. Second, state
authorities enforce emigration as a means of dealing with political dissidents and class enemies,
including by expelling significant portions of the population hostile to the regime. The third
situation mentioned by Weiner refers to forced emigration, which he defines as an element of
a strategy to achieve foreign policy goals. In this way, the rulers of a given country, although
officially denying such intentions, can force emigration, seeing it as a way to exert pressure on
neighboring states. However, the receiving country may perceive that accepting migrants will
not limit further inflows unless it is accompanied by concessions to the demands formulated by
the migrants' country of origin’.

This approach to forced migration has also been analyzed in the literature by Kelly Green-
hill. According to this researcher, it refers to “those cross-border population movements that
are deliberately created or manipulated in order to induce political, military and/or economic
concessions from a target state or states”®. Migration in this approach is treated by states and
non-state actors as a “weapon’ and a tool that can be used “to attack, defend, or deter in order
to pursue [their] own political, economic, and military objectives”. Such “weaponized” migra-
tion therefore refers to situations in which specific state or non-state actors consciously manip-
ulate population flows®.

The use of migration as a political instrument was evident in EU discussions and policy
practices even before the escalation of the crisis on the Schengen Area border with Belarus in
2021. One such action was Turkey's actions. In 2020, demanding additional EU funding, Tur-
key unilaterally suspended the EU-Turkey declarations in force since March 2016 and sent ap-
proximately 20,000 migrants to the Greek border!®. EU member states themselves also instru-
mentalized migration issues as a tool for political influence, both against entities on the periph-
ery of Europe and beyond*!. The problem of using migration for their own political purposes
also affects disputes between member states themselves. In 2011, following the Arab Spring,

® M. Weiner, Security, Stability, and International Migration, Center for International Studies 1990,
https://www.files.ethz.ch/isn/19789/Security_Stability Migration.pdf (30.01.2026), p. 1.

" lbidem, p. 7-9.

8 K.W. Greenhill, Weapons of Mass Migration: Forced Displacement as an Instrument of Coercion, “Strategic
Insights” 2010, 9(1), p. 116.

® A. Burtin, Kelly Greenhill: ‘The weaponisation of migration has in recent years become much more visible than
it used to be’, Voxeurop 2024, https://voxeurop.eu/en/kelly-greenhill-weaponisation-migration/ (30.01.2026).

10 L. Rasche, The instrumentalisation of migration — how should the EU respond?, Jacques Delors Centre/Hertie
School 2022, https://www.delorscentre.eu/fileadmin/2_Research/1_About_our_research/2_Research_cen-
tres/6_Jacques_Delors_Centre/Publications/20221216_Rasche_InstrumentalizationMigration.pdf (30.01.2026).
L A, Burtin, op. cit.
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an incident occurred between France and Italy over refugees from the MENA region. Unable
to cope with the increased migration flows, Italy granted approximately 20,000 Tunisians tem-
porary residence permits, which allowed them to travel freely within Europe. Most of them
went to France, which led to accusations against Italy of abusing the Schengen Agreement.
Both countries pointed out that in the future the agreement should take into account “excep-
tional” situations, such as mass influxes of migrants'?.

As the above examples and numerous analyses demonstrate, states have long been instru-
mentalizing the movement of people to advance geopolitical interests. Nevertheless, the crisis
initiated by Belarus in 2021 in response to European sanctions has become part of the broader
phenomenon of the instrumentalization of migration in international relations. In this case, the
European Union and its institutions have clearly raised the profile of this problem, placing it on
the political agenda at the EU level. The problem has been defined, among other things, as
a “cruel form of hybrid threat”*® and “a political tool to destabilize European societies”'*. Regu-
lation (EU) 2024/1359 of the European Parliament and of the Council of 14 May 2024 on re-
sponding to crisis situations and situations of force majeure in the field of migration and asylum,
in turn, defines “instrumentalization of migrants by a third country or hostile non-state actor” as
situations “in which the aim is to destabilize a Member State or the Union”®®. A situation of
instrumentalization can occur when a third country encourages or facilitates the movement of
non-EU migrants to its external borders or to a Member State. Such actions by a third country can
be considered an attempt to destabilize the Union or a Member State, especially when they pose
arisk to key state functions, such as maintaining law and order or protecting national security®.

In a situation of instrumentalization, migrants from third countries have the opportunity
to apply for international protection at the external border or in the transit zone of a Member
State. However, such a situation can lead to an unexpectedly significant increase in the number
of applications for international protection at the external borders. Nevertheless, in this situa-
tion, effective and effective access to the procedure for applying for international protection
must be ensured in accordance with Article 18 of the Charter and the Geneva Convention®’.
A theoretical approach to the instrumentalization of migrants thus demonstrates that Member
States, including Lithuania, face the challenge of reconciling border security with compliance
with EU law, international law, and migrants’ rights. All of this requires the development of
sustainable mechanisms for managing migration crises.

12 Al Jazeera, Italy and France urge border-treaty reform, 2011, https://www.aljazeera.com/news/2011/4/26/italy-
and-france-urge-border-treaty-reform (30.01.2026).

13 L. Rasche, op. cit.

4 money.pl, Pienigdze z UE dla Biatorusi. Lukaszenka zagarngt je na wojne propagandowq, 2021,
https://www.money.pl/gospodarka/pieniadze-z-ue-dla-bialorusi-lukaszenka-zagarnal-je-na-wojne-propagan-
dowa-6709938287696480a.html (30.01.2026).

15 parlament Europejski i Rada Unii Europejskiej, Rozporzqdzenie (UE) 2024/1359 z 14 maja 2024 r. w sprawie reago-
wania na sytuacje kryzysowe i dziafania sity wyzszej w dziedzinie migracji i azylu (Dz.Urz. UE L 2024/1359, 22.5.2024),
EUR-Lex, https://feur-lex.europa.eu/legal-content/PL/TXT/HTML/?uri=0J:L_202401359 (30.01.2026), point 4.

16 Ibidem, point 14.

7 Ibidem, point 18.
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CONTEXT AND DYNAMICS OF LITHUANIAN-BELARUSIAN RELATIONS DUR-
ING THE EMERGENCE OF THE 2021 INSTRUMENTALIZED MIGRATION CRISIS

Lithuania and Belarus are neighbouring states with complex bilateral relations shaped by
historical ties, geographic proximity, and the current political situation in both states®. From
Lithuania’s perspective, the territory of independent Belarus serves as a buffer zone, separating
it from potential direct aggression from the Russian Federation'®. Therefore, for years, the in-
creasingly strong institutional, military, political, and economic ties between the Belarusian and
Russian authorities have become a serious challenge, often having a real impact on Lithuania’s
situation. One manifestation of this influence is the construction of Ostrovets nuclear power
plant?. Although formally intended to be a Belarusian investment, in reality it remains under
Russian control as the contractor, technology supplier, and lender of the project?!. For Lithua-
nia, Russia’s growing involvement in the energy sector of Central and Eastern Europe (CEE)
posed a threat to energy stability and security. Especially in the context of its efforts to become
less dependent on raw material supplies from the Russian Federation??. Concerned about the
safety of its citizens and the environment, Lithuania repeatedly sent protest notes to the Bela-
rusian authorities, objecting to the facility’s location near its border. In practice, these notes did
not elicit any constructive response from Belarus?.

However, security issues are not the only source of tension in Lithuania-Belarus relations.
Although the Lithuanian economy is closely linked to Belarus through cooperation with con-
tractual partners, the two states differ significantly in terms of their internal political organiza-
tion and approach to human rights. This situation has presented Lithuanian politicians with the
challenge of finding the right balance between maintaining economic ties and supporting de-
mocratization processes in the neighbouring state?*. Even before the presidential elections on
9 August 2020, numerous attempts were made to improve relations with Belarus, including

18 B. Livdanska, K. Bukovskis, Status Seeking by Small States: The Case of Lithuania and the EU’s Policy on
Belarus, “Romanian Journal of European Affairs” 2024, 24(2), p. 61.

19]. Kostecki, Geostrategiczna sytuacja Biatorusi w kontekscie polityki zagranicznej Federacji Rosyjskiej, “Studia
Wschodnioeuropejskie” 2023, 19(2), p. 149.

2 'W. Lysek, Mafe paristwo a kryzys: postawa Litwy, Lotwy i Estonii wobec protestéw na Biatorusi w sierpniu
2020 r., ,,Sprawy Migdzynarodowe” 2021, nr 74 (2), s. 206.

2L ). Hyndle-Hussein, S. Karda$, K. Ktysinski, Kfopotliwa inwestycja. Biatoruska Elektrownia Jgdrowa
w Ostrowcu, Osrodek Studiow Wschodnich 2018, https://www.osw.waw.pl/sites/default/files/prace ostro-
wiec_srodek_net.pdf (20.11.2025), p. 5.

22 P, Wojcik, Biatoruska droga do niezaleznosci energetycznej, Instytut Nowej Europy 2021, https://ine.org.pl/bia-
loruska-droga-do-niezaleznosci-energetycznej/ (10.11.2025).

23 J. Hyndle-Hussein, Biaforuska elektrownia jgdrowa problemem dla Litwy, Oérodek Studiow Wschodnich 2016,
https://www.osw.waw.pl/pl/publikacje/analizy/2016-05-18/bialoruska-elektrownia-jadrowa-problemem-dla-li-
twy (10.11.2025).

24P, Slunkin, A. Shraibman, H. Hubarava, Belarus and the Baltic States: Repercussions of the Lingering Political
Crisis, FES 2021, https:/library.fes.de/pdf-files/bueros/ukraine/18025-20210623.pdf (10.11.2025), p. 7.
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through the development of economic and infrastructure cooperation?®, high-level political di-
alogue, and activities within the Eastern Partnership?®.

However, the events of August 2020 and the regime’s massive repression of the Belarus-
ian opposition disrupted all discussions and initiatives aimed at establishing dialogue?’.
The Lithuanian authorities also refused to recognize the legitimacy of A. Lukashenko’s election
as President of the Republic of Belarus?®, and thus the pragmatism that characterized Lithua-
nia’s policy towards Belarus transformed into more active engagement?®. Lithuania, recogniz-
ing the threat posed by the escalation of violence against protesting Belarusians, became one of
the most active supporters of the Belarusian opposition and, at the same time, a representative
of its interests on the international stage’. Support for the regime’s opponents was expressed
by providing shelter to opposition presidential candidate Sviatlana Tsikhanouskaya®!. On
18 August 2020, the Lithuanian Parliament adopted a resolution rejecting the legitimacy of
A. Lukashenko’s election and calling for ‘new, transparent, democratic presidential and parlia-
mentary elections,” in which Lithuanian representatives could serve as mediators2. At the same
time, the European Union was urged to impose targeted sanctions on those involved in numer-
ous cases of human rights violations and election fraud. EU members also called for solidarity
with Belarus and the establishment of a fund to assist victims of repression in the state2.

In a subsequent resolution dated 10 September 2020, entitled ‘On the Illegal Union Im-
posed by Russia on Belarus,’ Lithuanian MPs declared that the Russian Federation has no right
to curtail Belarus’ sovereignty or interfere in its domestic and foreign policy®*. At the same
time, they called on the international community to support Tsikhanouskaya and the Coordina-
tion Council, the representative body of the Belarusian opposition, in their efforts to rerun the
presidential elections. The Belarusian authorities deemed this act as interference in the state’s
internal affairs. The Presidium of the Council of the Republic, the upper house of the Belarusian
parliament, stated that “The resolution of the Seimas of the Republic of Lithuania dated 10

). Hyndle-Hussein, Litwa konsekwentnie zaciesnia wspétprace z Biatorusig, Oérodek Studiow Wschodnich
2010, https://www.osw.waw.pl/pl/publikacje/analizy/2010-10-27/litwa-konsekwentnie-zaciesnia-wspolprace-z-
bialorusia (10.11.2025).

% ). Siedlecka-Siwuda, Stosunki miedzy Litwq i Biatorusig w okresie Partnerstwa Wschodniego 2008-2010, Portal
Spraw Zagranicznych 2011, https://psz.pl/120-unia-europejska/stosunki-miedzy-litwa-i-bialorusia-w-okresie-
partnerstwa-wschodniego-2008-2010 (10.11.2025).

2T'W. Lysek, op. cit., p. 206.

28 J. Hyndle-Hussein, Wilno skresla fukaszenke. Litewska polityka wobec kryzysu na Biatorusi, O$rodek Studiow
Wschodnich 2020,  https://www.osw.waw.pl/pl/publikacje/komentarze-osw/2020-09-18/wilno-skresla-luka-
szenke-litewska-polityka-wobec-kryzysu-na (10.11.2025).

2 K. Dudzifiska, Koniec ostroznej przyjazni Litwy z Biatorusig, PISM 2020, https://www.pism.pl/publikacje/Ko-
niec_ostroznej_przyjazni_Litwy_z_Bialorusia (10.11.2025).

30 J. Hyndle-Hussein, Wilno skresla..., op. cit.

81 K. Dudzinska, op. cit.

32 Kurier Wileniski, Sejm Litwy nie uznaje wyboréw na Biatorusi, 18 August 2020, https://kurierwilen-
ski.lt/2020/08/18/sejm-litwy-nie-uznaje-wyborow-na-bialorusi/ (10.11.2025).

33 A. Kuczynska-Zonik, op. cit.

3 Kurier Wilenski, Kiedy Sejm glosowat nad rezolucjq ws. Biatorusi, AWPL-ZChR urzqdzita bal, 11 September
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September 2020, is not consistent with the spirit of good neighbourliness between (...) states,
nor with the universal principles of parliamentarism”, and furthermore demonstrated “a blatant
disrespect for the sovereign right of Belarusians to independently choose their leaders and de-
termine the direction of their state’s development”®,

From the very beginning of the mass protests, the rhetoric of the Belarusian authorities
became increasingly anti-Western, accusing the West of organizing a coup and planning to
occupy parts of Belarusian territory®®. As Victor Shadurski notes, “the sense of external support
from the Kremlin and other ‘friendly’ states gave the [Belarusian] regime the confidence not
only to intensify internal repression but also to organize serious provocations against its demo-
cratic neighbours”®’. In the case of Lithuania, identified as one of the main enemies, Belarus
temporarily increased its military presence in border regions, conducted unscheduled tactical
exercises, and organized joint military exercises with Russia®®. Thus, Lithuanian-Belarusian
relations, which had been “frosty”3 ultimately escalated to the point of downgrading mutual
diplomatic relations*® and the decision to recall the ambassadors of both states for consultations.

A significant moment that escalated tensions and led to a significant deterioration in bi-
lateral relations between Lithuania and Belarus was the forced emergency landing of a Ryanair
flight from Athens to Vilnius by Belarusian authorities on 23 May 2021. Minutes before its
scheduled landing in the Lithuanian capital, the pilots were notified of an alleged bomb on
board*'. The plane turned around and landed at Minsk Airport, where it was escorted by Bela-
rusian Air Force fighter jets. After landing, it was discovered that opposition blogger Roman
Protasiewicz and his partner, Sofia Sapieha, were on board. The entire incident thus became
a pretext for the activist’s arrest and charges of activities “aimed at inciting hatred, organizing
riots, and organizing activities that seriously violate public order’*2,

The day after the incident, the European Council called for a ban on overflights of Bela-
rusian airlines over EU airspace and for further economic sanctions to be imposed on the re-
gime. In response, in May 2021, Lukashenko publicly threatened to weaken border cooperation,
and in the weeks following the diplomatic crisis, neighbouring states Lithuania, Poland, and

Latvia saw an unprecedented increase in illegal border crossings from Belarus®. In the first

% zw.lt, Biatoruscy parlamentarzysci krytykujq rezolucje litewskiego Sejmu, 15 September 2020, https://zw.It/li-
twa/bialoruscy-parlamentarzysci-krytykuja-rezolucje-litewskiego-sejmu/ (10.11.2025).

3 P, Slunkin, A. Shraibman, H. Hubarava, op. cit., p. 7.

37V, Shadurski, Miedzynarodowa dziatalnosé Demokratycznej Biatorusi w czasie kryzysu legitymizacji rezimu
autorytarnego (2020-2023), ,,Wschodnioznawstwo” 2023, vol. 17, p. 122.

38 P, Slunkin, A. Shraibman, H. Hubarava, op. cit., p. 7.

39 J. Hyndle-Hussein, Wilno skresla..., op. cit.

40 J. Kar&iauskas, Lithuania political briefing: Tensions along the Belarus-Lithuania Border, China-CEE Institute,
September 2023, https://china-cee.eu/wp-content/uploads/2023/09/2023p09_Lithuania.pdf (10.11.2025).

41V, Shadurski, op. cit., p. 122.

42 B. Fraszka, Sytuacja na granicy polsko-biatoruskiej: przyczyny, aspekt geopolityczny, narracje, Warsaw Insti-
tute, 23 December 2021, https://warsawinstitute.org/wp-content/uploads/2021/12/RS_12-2021 PL-1.pdf
(10.11.2025), p. 4.

4 A. Yeliseyeu, Belarus’s Coercive Engineered Migration Case of 2021-2022: Categorisation of State Media
Narratives, “Studia Migracyjne — Przeglad Polonijny” 2024, nr 3 (189), p. 80.
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weeks, the overwhelming number of migrants was directed towards Lithuania. The Lithuanian
Ministry of Interior reported that by August 2021, the number of confirmed illegal border cross-
ings between Belarus and Russia had reached 4,115, representing a 55-fold increase compared
to 2020 (74 people) and a 110-fold increase compared to 2019 (37 people*¥). This problem
began to become an increasingly serious challenge for the Lithuanian authorities responsible,
among other things, for making decisions regarding the future fate of migrants.

LITHUANIA AND THE IMPLEMENTATION OF MEASURES TO COUNTER
THE INSTRUMENTALIZATION OF MIGRATION

Lithuania responded very quickly to the increased influx of illegal migrants from Belarus.
In May 2021, Belarusian authorities decided to close the border with Lithuania, citing a sharp in-
crease in illegal crossings. Following this decision, Lithuanian authorities intensified its border pro-
tection, ensuring continuous monitoring of border areas and adopting measures to their specific
characteristics. A wide range of technologies was deployed, including foot patrols, vehicles, and
aircraft. Vessels were used to secure water areas, and land sections were reinforced with observation
towers equipped with thermal imaging cameras, mobile surveillance systems, portable perimeter
sensors, and night vision devices. In some areas, arable land was restored to its original state to
enable the rapid detection of traces left by individuals attempting to cross the border®.

In addition to the Border Guard, the military and police were also deployed to the border.
Furthermore, Frontex (European Border and Coast Guard Agency*’) provided significant sup-
port to Lithuania, assisting with border control and surveillance, beginning with the deployment
of a dozen officers and patrol vehicles, followed by units of its standing corps. Frontex also
deployed experts to Lithuania to support national authorities in collecting information on cases
of illegal border crossings and in sharing operational data*®. The European Asylum Support
Office (EASO) also provided specialist support to Lithuania, primarily in the processing of asy-
lum applications, managing the reception of applications, and providing interpretation services.
Furthermore, due to the emergency situation characterized by a sudden influx of third-country
nationals exploited by Belarus for political purposes, in July 2021 the European Commission
decided to provide Lithuania with emergency financial assistance amounting to EUR 36 million.
Additionally, thanks to the EU Civil Protection Mechanism launched on 15 July 2021, the state

4 D. Boc¢kowski, Migration Crisis on the Eastern Border of Poland, 2015-2022/24, as Part of a Multi-level In-
fluence Operation of the Russian Federation, “Dzieje Najnowsze” 2024, nr 56(4), p. 219.

4% J. Hyndle-Hussein, Kryzys migracyjny na Litwie, Os$rodek Studiéw Wschodnich 2021,
https://www.osw.waw.pl/pl/publikacje/analizy/2021-07-23/kryzys-migracyjny-na-litwie (10.11.2025).

46 L. Elak, M. Oskierko, S. Zurawski, Ochrona granicy polsko-biaforuskiej w obliczu wojny hybrydowej, “De Se-
curitate et Defensione. O Bezpieczenstwie i Obronnosci” 2024, nr 10(1), p. 82-83.

47J. Hyndle-Hussein, Kryzys migracyjny..., Op. Cit.

48 Wydzial Prewencji Zagrozen CAT ABW, Aknywnosé Frontexu na Litwie, https://tpcoe.gov.pl/cpt/aktual-
nosci/1870,Aktywnosc-Frontexu-na-Litwie.html (10.11.2025).
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received assistance from 19 other EU members. They provided resources such as tents, beds, and
heaters necessary to meet the needs of migrants arriving from the territory of Belarus®.

In July 2021, the public was informed about the commencement of construction of
a barbed-wire fence on the Lithuanian side of the border with Belarus®. Ultimately, within
a year and a half, 529 km of four-meter-high fencing was erected, and razor wire was laid along
a 356 km section. In the first half of 2023, the installation of electronic monitoring systems was
also completed on approximately 100 km of the section where the fence was not built, as the
border runs along watercourses. According to information provided by the Lithuanian Ministry
of Internal Affairs, an advanced surveillance and monitoring system was installed throughout
the entire border zone with Belarus during this period®. Although it was reported as late as
August 2022 that “Belarusian border guards acquired (...) a new ‘weapon’ [in the form of]
metal-cutting scissors used to destroy the fence installed on the Lithuanian side™?, a few
months later the barrier was assessed as an effective way to curb illegal migration®:,

Lithuanian authorities, responding to the escalation of illegal border crossings from Bel-
arus, have also adopted a significant measure in the form of a deterrent strategy against potential
migrants. To this end, an awareness campaign was launched on social media in the migrants’
countries of origin®, aimed at demonstrating that Lithuania is not a route to Western Europe.
Migrants attempting to enter the EU through the Lithuanian-Belarusian border were also in-
formed that they would face poor living conditions and a high probability of having their asylum
applications rejected®.

THE RIGHTS AND FREEDOMS OF IMMIGRANTS AND REFUGEES
IN THE CONTEXT OF LITHUANIA’S FIGHT AGAINST THE INSTRUMENTAL-
IZATION OF MIGRATION

Due to the increase in the number of illegal border crossings between Belarus and Lithu-
ania observed since 2021, the regulations concerning the rights of migrants and asylum seekers
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in Lithuania have been significantly amended. First, on 2 July 2021, the Lithuanian government
declared a state of emergency, which allowed the release of the Government Reserve Fund.
This provision also facilitated the legislative process, accelerated procedures, coordinated ac-
tions, mobilized potential, and facilitated cooperation with municipalities and other relevant
authorities®. The next step was the adoption of an amendment to the Act on the Legal Status
of Foreigners (the “Act on Foreigners™), introducing significant changes to the asylum system®’.
Amendments passed by the Seimas during an extraordinary session on 13 July 2021, restrict
certain rights of asylum seekers in situations where the state is unable to guarantee them due to
a state of war, a declared state of emergency, or a situation resulting from a mass influx of
foreigners. It also allows for the detention of asylum seekers or restrictions on their freedom to
leave their designated place of residence if they travel to Lithuania and cross the border in
unauthorized places®®. These provisions have been criticized by both the Court of Justice of the
EU and the United Nations, and in 2023, the Lithuanian Constitutional Court found some of
them inconsistent with the 1992 Constitution of the Republic of Lithuania.

Due to the continuing difficult situation on the border with Belarus, a state of emergency was
introduced in Lithuania by resolution of the Lithuanian Parliament from 10 November to 10 De-
cember 2021. This state of emergency covered the area along the Lithuanian-Belarusian border,
including the foreigners’ accommodations in Kybartai, Medininkai, New Town (Naujininki),
Rukla, and Pabradg, as well as four municipalities bordering the Vilnius district: Lavaryskis, Ko-
valchuk, Medininkai, and Buivyc¢i. According to the Lithuanian authorities, this decision allowed
for the closure and protection of the state border, as well as the more rapid deployment of military
forces. However, this decision limited rights related to communication, including the right to cor-
respondence and telephone calls, except for contacting state and public institutions®®.

From the outset, non-governmental organizations and human rights defenders opposed
the measures taken by the authorities of Belarus’s neighbouring states, including Lithuania,
deeming them contrary to the principle of non-refoulement®. According to this principle, per-
sons granted international protection or seeking such protection cannot be turned away at the
border. However, activists argued that the measures implemented at the border with Belarus
enabled the use of push-back measures against migrants, which contradicted the principle of
non-refoulement. In the case of Lithuania, by decision of the Minister of Internal Affairs of

%6 Government of the Republic of Lithuania, State of emergency declared as a result of growing migration from
Belarus, 7 July 2021, https://Irv.It/en/news/state-of-emergency-declared-as-a-result-of-growing-migration-from-
belarus/ (10.11.2025).
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ECRE 2021, https://ecre.org/wp-content/uploads/2021/09/Legal-Note-11.pdf, p. 2.
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wadzany-jest-stan-wyjatkowy:1949 (10.11.2025).
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2 August 2021, the Head of Crisis Operations at the State Level authorized border protection
agencies to push back individuals attempting to cross the state border in places not designated
for this purpose®®. According to activists, further actions related to sealing the borders and jus-
tifying the implemented procedures de facto exposed the passivity of EU member states in the
face of the violence of the authoritarian Belarusian regime. They failed to address issues related
to the intimidation of migrants and their forcible diversion towards the EU. The lack of a hu-
manitarian response from Lithuania and other affected EU states raised numerous doubts about
the effective respect of international human rights obligations®2. However, similar concerns
were also expressed by representatives of some EU institutions. According to the opinion of the
Advocate General of the Court of Justice of the European Union, expressed on 2 June 2022,
the Lithuanian national law provision, according to which, with limited exceptions, third-coun-
try nationals cannot benefit from the procedure for applying for international protection in the
event of irregular entry into Lithuania, was contrary to Articles 6 and 7 of Directive 2013/32/EU
of the European Parliament and of the Council of 26 June 2013 on common procedures for
granting and withdrawing international protection. These provisions impose an obligation on
member states to ensure that a person wishing to apply for international protection has a genuine
opportunity to do so as soon as possible. A provision allowing the detention of an applicant for
international protection solely on the grounds of irregularly crossing the border of a Member State
was also found to be incompatible with EU law. Article 7 of the Treaty on the Functioning of the
European Union (TFEU) prohibits a member state from applying such a national provision in
derogation from Directives 2013/32 and 2013/33 in the event of “exceptional circumstances”
characterized by a “mass influx” of migrants at its border. In 2022, the European Court of Justice
ruled that Lithuania’s system of mass returns and automatic detention was contrary to EU law.
However, it was noted that the new EU regulation on crisis and force majeure was developed in
part in response to the situation on the Lithuanian-Belarusian border in 2021 and 2022 and what
was described as “facilitating movement (...) with the aim of destabilizing the Union”. Thus, in
situations of “mass influx of third-country nationals”, this regulation allows member states to
delay registration and access to asylum, as well as the extension of border procedures®.

In April 2023, Lithuania passed the so-called “pushback” law, which, in crisis situations
related to the influx of migrants, allowed border guards to temporarily restrict or suspend border
traffic, as well as certain border checkpoints. The new regulations also allowed for the detention
of individuals crossing the border illegally and their deportation, without the possibility of ap-
peal. Although the law provides for an exception for individuals seeking international

61 U.M. Andrijauskaité, et al., op. cit., p. 10.

62 Amnesty International, Lithuania: Forced Out or Locked Up - Refugees and Migrants Abused and Abandoned,
22 June 2022, https://www.amnesty.org/en/documents/eur53/5735/2022/en/ (10.11.2025).

83 Court of Justice of the European Union, Judgment of the Fifth Chamber of 2 June 2022 (ECLI identifier:
ECLI:EU:C:2022:426),  https://interlex-portal.eu/FindLaw/Export/ExportMultiDocs?type=pdf&idsString=7009833
(10.11.2025).
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protection, in practice, the operation of detention procedures significantly complicates the pro-
cess of submitting an application. This approach to regulating the issue has once again raised
concerns about compliance with the principle of non-refoulement and the right to international
protection®®. Nevertheless, the European Commission has never initiated infringement proceed-
ings against Lithuania®®.

In early May 2025, the Lithuanian State Border Guard Service (Valstybés sienos apsau-
gos tarnyba) reported that 48 individuals attempting to cross the border illegally within 24 hours
had been stopped. According to the Belarusian Border Guard, Lithuania has already deported
890 people from the beginning of 2025 to the end of June, and 1,002 in all of 2024%". Due to
the escalating problem, the Lithuanian Armed Forces agreed to deploy additional troops along
the border with Belarus, in the Oran region®. The Lithuanian Ministry of Defence also an-
nounced plans to spend EUR 1.1 billion over the next 10 years to strengthen defences along the
borders with Russia and Belarus. A key point of the protection plan is the Suwatki Gap, a stra-
tegically important strip of land that connects Lithuania with Poland and forms a key section of
NATO’s eastern flank®®.

The rising costs of combating irregular border crossings with Belarus have prompted
Lithuanian authorities to file a lawsuit against the state at the International Court of Justice
(1CJ), demanding USD 227 million in compensation’. Lukashenko’s regime has been accused
of violating the Protocol against the Smuggling of Migrants by Land, Sea, and Air, which sup-
plements the United Nations Convention against Transnational Organized Crime’?. Lithuania
claims that the Belarusian regime’s actions undermine its sovereignty, security, and public or-
der. At the same time, they demonstrate a disregard for migrants’ rights’2, According to the
indictment, Belarus’s instrumentalization of migration included authorizing travel agencies to
issue visa invitations, simplifying the procedures for obtaining tourist visas for Iraqi citizens,
and abolishing the requirement for a return ticket. Furthermore, two hotels were designated in
Minsk to provide accommodation for migrants, and transportation to the border with Lithuania
was arranged. Initially, the nature of support for crossing the Lithuanian border was described

8 J. Kaluta, No Way Home: Poland and Lithuania’s Asylum Violations in the Belarus Border Crisis, “North Ca-
rolina Journal of International Law”, 2025, 50(1), p. 164-165.
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nian-belarusian-border/ (10.11.2025).
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as more passive, but over time it has become more organized and proactive’. Belarus has re-
jected these accusations, citing the relatively small number of illegal migrants entering the EU
through its territory compared to flows via the Balkan or Mediterranean routes’.

CONCLUSIONS

In recent years, the rhetorical use of migration as a tool of pressure in international rela-
tions has become increasingly common. Threats and declarations of using migration as
a “weapon” lead to political destabilization, escalating tensions between states, and exerting
pressure on the political and humanitarian decisions of the recipients of such actions. Migration
has become an instrument of foreign policy interests, which states can therefore use both coop-
eratively (e.g., through bilateral migration agreements) and as a means of coercion (e.g.,
through threats and the instrumentalization of refugee movements). As the example of the crisis
on the border with Belarus demonstrates, effective instrumentalization will always involve two
parties: first, the entity implementing the process of instrumentalizing migration, and second,
the actor affected by the instrumentalization. This situation raises the question of the risks posed
by migration threats, and whether the risks associated with countering this threat will be equally
high in the context of security policy.

Although the European Union is cooperating with neighbouring states to limit the influx
of migrants, including asylum seekers, member states remain under pressure from these coun-
tries, which in practice may lead to attempts to exploit migration as a tool. As the situation on
the border with Belarus demonstrates, member states may therefore face a difficult choice be-
tween ensuring the safety of their own citizens and upholding the rights of migrants. Neverthe-
less, excessive use of force or restrictions on the rights of asylum seekers in response to migra-
tion crises raises legitimate concerns, especially when these measures are excessive in nature.
Therefore, member states’ actions in emergency situations should be consistent with established
international law and norms, while also being proportionate to the threat and nature of the situ-
ation. In this context, EU regulations on the “instrumentalization of migration”, developed
jointly within the EU, may prove crucial, as they help prevent unilateral or overly harsh re-
sponses to migratory pressures.
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INDIAAS AKEY COMPONENT OF THE GLOBAL SECURITY
ARCHITECTURE: POTENTIAL AND LIMITATIONS IN LIGHT
OF THESTATEGIC DOCUMENTS OF THE EUROPEAN UNION

AND THE RUSSIAN FEDERATION

ABSTRACT: Polarisation is intensifying within the global security architecture of the modern world. On the
one hand, this phenomenon stems from the decline of the unipolar system that emerged after the Cold War,
in which the United States functioned as the sole superpower and the dominant actor in international relations.
At present, the emergence of new poles — global powers — is increasingly evident. On the other hand, there
is a growing prevalence of political, economic, ideological, and cultural confrontations, which at times
escalate into armed conflict. A prominent example of this is the neo-imperial and aggressive policies pursued
by the Russian Federation. In this context, it is pertinent to examine the role that India, as a world power
experiencing the growth of its political, economic, and military influence, plays in shaping the global security
architecture. What are India's potential contributions and limitations in this regard? This article examines
India as a power increasingly regarded in International Security Studies as a critical element not only in
regional security, but also in the broader global security system. Many observers argue that the evolving US-
China rivalry in Asia will be instrumental in determining the regional and global balance of power, ultimately
shaping the future global security order. This analysis adopts a specific research perspective by investigating
India’s role as a key component of the global security system from the perspectives of the European Union
and the Russian Federation. This analysis is confined to two perspectives: first, the role assigned to India
within the strategic documents of the European Union; and second, the position of India as outlined in the
strategic documents of the Russian Federation. By examining these perspectives, it becomes possible to
identify the untapped potential for India to emerge as a pivotal element of the global security system.

KEYWORDS: international security, multipolarity, India, European Union, Russian Federation

INDIE JAKO KLUCZOWY ELEMENT GLOBALNEJARCHITEKTURY
BEZPIECZENSTWA: POTENCJAL | OGRANICZENIAW SWIETLE
DOKUMENTOW STRATEGICZNYCH UNII EUROPEJSKIEJ
| FEDERACJI ROSYJSKIEJ

ABSTRAKT: W globalnej architekturze bezpieczenstwa wspdlczesnego $wiata nasila sie polaryzacja.
Z jednej strony zjawisko to wynika z upadku systemu jednobiegunowego, ktory powstal po zimnej
wojnie, w ktorym Stany Zjednoczone peknily role jedynego supermocarstwa i dominujgcego podmiotu
w stosunkach mig¢dzynarodowych. Obecnie coraz bardziej widoczne jest pojawienie si¢ nowych
biegunow — $wiatowych mocarstw. Z drugiej strony coraz czesciej dochodzi do konfrontacji poli-
tycznych, gospodarczych, ideologicznych i kulturowych, ktore przeradzaja si¢ w konflikty zbrojne.
Wyraznym tego przyktadem jest neoimperialna i agresywna polityka prowadzona przez Federacj¢
Rosyjska. W tym kontek$cie warto przyjrze¢ sie roli, jaka Indie, jako Swiatowa potega doswiadczajgca
wzrostu swoich wptywow politycznych, gospodarczych i militarnych, odgrywaja w ksztalttowaniu glob-
alnej architektury bezpieczenstwa. Jakie sg potencjalne mozliwosci i ograniczenia Indii w tym zakresie?
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Artykut analizuje Indie jako mocarstwo, ktore w badaniach nad bezpieczenstwem migdzynarodowym
jest coraz czgéciej postrzegane jako kluczowy element nie tylko bezpieczenstwa regionalnego, ale takze
szerszego globalnego systemu bezpieczenstwa. Wielu obserwatorow argumentuje, ze rozwijajaca si¢
rywalizacja miedzy USA a Chinami w Azji bedzie miata kluczowe znaczenie dla regionalnego i glob-
alnego uktadu sit, ostatecznie ksztattujac przyszty globalny porzadek bezpieczenstwa. Niniejsza analiza
przyjmuje specyficzng perspektywe badawcza, badajac role Indii jako kluczowego elementu globalnego
systemu bezpieczenstwa z perspektywy Unii Europejskiej i Federacji Rosyjskiej. Niniejsza analiza ogra-
nicza si¢ do dwoch perspektyw: po pierwsze, roli przypisanej Indiom w dokumentach strategicznych
Unii Europejskiej; po drugie, pozycji Indii przedstawionej w dokumentach strategicznych Federacji
Rosyjskiej. Analiza tych perspektyw pozwala zidentyfikowaé niewykorzystany potencjat Indii, aby
staty si¢ one kluczowym elementem globalnego systemu bezpieczenstwa.

SEOWA KLUCZOWE: bezpieczenstwo miedzynarodowe, wielobiegunowos¢, Indie, Unia Europejska, Feder-
acja Rosyjska

INTRODUCTION

Following the watershed moment of the end of the Cold War, which also marked the
conclusion of the bipolar rivalry and initiated a period of unchallenged Western dominance, the
contemporary global order is undergoing another significant transformation. Francis Fuku-
yama’s assertion of the ‘end of history’, once posited from a Western perspective, has not ma-
terialized. Moreover, it has become increasingly apparent that the Western model of social and
political organization, often simplistically equated with liberal democracy, is neither univer-
sally accepted nor embraced, even within Western societies themselves.

Several key trends are shaping this transformation: (1) the diminishing global dominance
of the West, understood as the United States and its allies; (2) the emergence of a new bipolar
rivalry, this time between the United States and China; (3) the declining political significance,
and perhaps the gradual erosion, of Europe’s global influence (here understood as the European
Union) and that of Russia; (4) the deepening internal divisions within the West, manifest in the
increasing divergence between the United States and its NATO allies; and (5) the potential for
the rise of alternative centers of political influence, such as India, which may weaken the emerg-
ing US-China bipolar system. These factors impact not only international politics, but also
global economic development and cultural dynamics.

A crucial aspect of this transformation is the evolution of the global security system. It can
no longer be based on the unchallenged military supremacy of the United States, which, despite
being the only genuine superpower capable of achieving its political objectives through military
interventions worldwide, is increasingly constrained by the aforementioned shifts. These
changes have profound implications for emerging security challenges. Russia’s decline — exac-
erbated by a catastrophic demographic situation, a corrupt and outdated economy reliant solely
on the extraction of natural resources, and an ineffective military — has driven its leadership to-
wards aggressive policies, culminating in the war against Ukraine and the perpetration of war
crimes. Concurrently, the European Union’s internal challenges — economic, political, and social
—are rendering Europe, including its former colonial powers, increasingly marginal on the global
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stage. Moreover, the potential distancing of the Donald Trump administration from Europe could
further weaken its global role. At the same time, the intensifying US-China rivalry is shifting the
focus of International Security Studies towards Asian states, whose security policies may ulti-
mately determine the outcome of this rivalry and shape the emerging global security architecture.

This article examines India as a power increasingly regarded in International Security
Studies as a critical element not only in regional security, but also in the broader global security
system. Many observers argue that the evolving US-China rivalry in Asia will be instrumental
in determining the regional and global balance of power, ultimately shaping the future global
security order. This analysis adopts a specific research perspective by investigating India’s role
as a key component of the global security system from the perspectives of the European Union
and the Russian Federation. This inquiry is particularly relevant given the fundamental diver-
gence between European and Russian perspectives: their identification of threats and challenges
to regional and global security, their preferred methods of ensuring security, and their interpre-
tations of fundamental values and principles governing inter-state relations, all of which shape
their security policy objectives. The question of India’s role as a key component of the global
security system from these two perspectives also underscores the strategic choices India faces
in realising its potential as a global power.

The analysis presented here is grounded in the realist approach to International Relations
and International Security Studies. The international political system, and by extension the
global security system, is fundamentally anarchic. The primary actors in these systems are
states, although supra-state organisations, which have assumed some foreign and security pol-
icy competences traditionally reserved for states, are increasingly influential. One such organ-
ization is the European Union, which continues to expand its competences in these domains.
States act according to their perceived national interests, as interpreted by ruling elites, which
do not necessarily reflect the views of the broader population, even in democratic systems.
These interests, articulated in public discourse and official policy documents, are not immuta-
ble, meaning that state actions in the security sphere are subject to change.

In addition to this realist perspective, which remains dominant in International Relations
and International Security Studies, this article incorporates a more recent analytical approach —
ontological security. This perspective posits that states’ security-related actions, including their
perception of threats and challenges, their securitization of specific spheres of human activity,
and their catalog of acceptable and unacceptable security measures, are heavily influenced by
their self-ascribed status. This status encompasses how states define their distinctiveness from
others, their cultural particularities, their principles of social organization, and their recognized
values. For some states, this extends to how they perceive their historical mission. Ontological
security, therefore, involves striving to act in accordance with this self-defined status and re-
garding as threats all internal and external phenomena that contradict it. This status is reflected
in public debates and legal instruments, particularly constitutions and strategic foreign and se-
curity policy documents. When analyzing European Union and Russian Federation approaches
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to global and regional security, the concept of ontological security proves invaluable, as it high-
lights the fundamental differences — cultural, ideological, and socio-political — that distinguish
European nations from Russia. These differences influence how Europe and Russia define
threats and challenges to security and the measures they deem permissible for defence.

This article is structured into four sections. The first section explores contemporary debates
within International Security Studies regarding India’s role in constructing the global security
architecture, assessing its prospects and limitations. The second section examines India’s place
within European and Russian strategic foreign and security policy documents through a content
analysis. The third section discusses the findings and assesses the prospects for India’s evolving
role in the global security system within the context of European and Russian perspectives. Fi-

nally, the fourth section presents key conclusions regarding India’s future role in global security.

FACTORS INFLUENCING INDIA'S ROLE IN CREATING A GLOBAL SECURITY SYSTEM

The trajectory of India’s security policy — whether it engages in cooperative formats such
as the ‘Russia-India-China’ group or the Quadrilateral Security Dialogue (Quad) — will be cru-
cial in determining security in the Asia-Pacific region! and, given the growing political and
economic importance of the region, global security. In this context, it is worth noting the fun-
damental differences in European and Russian perspectives on the global security system and
how these differences affect the role that the European Union and Russia envisage for India in
the future global security architecture.

THE EUROPEAN PERSPECTIVE

The literature on International Security Studies, particularly research and analysis con-
ducted from realist perspectives, is predominantly shaped by Western thought, which originated
during the Cold War period, when Security Studies emerged as a distinct discipline. This liter-
ature primarily represents a Western viewpoint, assessing global and regional security issues in
accordance with the security policy interests of Western nations—chiefly the United States and,
to a lesser extent, Europe. The Western perspective on global security analysis retains traces of
its Cold War origins, focusing on the rivalry between the West (primarily the United States)
and its adversaries. Today, following the collapse of the Soviet Union and amid the waning
global influence of Russia, China has emerged as the principal competitor. In Europe, US-India
relations are expected to strengthen under a Trump presidency, given that India is perceived as
a potential counterweight to China in both regional and global contexts?. Consequently, inter-
pretations of India’s security policy are contingent on whether it is viewed as pursuing Western

L Z.A. Ferenczy, Locating India and Taiwan in the EU’s Geostrategic Adjustment, “ORF Issue Brief” 650, p. 5,
https://www.orfonline.org/public/uploads/posts/pdf/20240610225630.pdf (31.08.2025).

2 P. Kugiel, U.S.-India Partnership Likely to Strengthen Further under Trump's Second Presidency,
https://www.pism.pl/publications/us-india-partnership-likely-to-strengthen-further-under-trumps-second-presi-
dency (31.08.2025).
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security objectives or as aligning itself with the West’s adversaries. Whereas, during the Cold
War, India was regarded in the West as an ally of the Soviet Union despite its declared policy
of non-alignment, in the post-Cold War era, it has emerged as a rising power?.

Western scholarship generally recognizes India as a regional power*. Buzan and Waver
observe that the West has not historically accorded India the same attention as China, nor has
it considered India a global power®. Classified as a regional power for an extended period, India
was not initially given a prominent place in Western security policy. However, with the decline
of Western global dominance, this situation is evolving. India’s independent foreign policy is
becoming more evident, while simultaneously making it a more attractive partner in the context
of intensifying US-China rivalry. This shift has led to increasing questions regarding India’s
potential to attain great power status®. While Buzan and Wever identify China and Japan as the
two great powers in Asia, they acknowledge that India is a ‘leading aspirant to elevation from
regional to great power standing’’. The European Union’s reassessment of India’s strategic role
has also been influenced by the Russian invasion of Ukraine, which China has tacitly supported.
The deepening of Sino-Russian relations and Russia’s confrontational policies — including mil-
itary aggression and, as recent years have demonstrated, acts of sabotage and subversion in
Europe — represent the most serious security threats to the European Union®.

From the perspective of ontological security, Western conceptualizations of global and
regional security threats are closely tied to the axiological dimension: threats are typically iden-
tified where values deemed fundamental in the West — such as the rule of law, freedom of
expression, and property rights — are not universally upheld. In assessing India’s role in shaping
the global security system, it is therefore imperative to examine the axiological foundations of
Indian state policy, both domestically and in international relations.

From a European perspective, three principal developments underscore India’s increasing
international significance.

First, the primary driver of India’s growing role in the global security system is the inten-
sifying rivalry between the United States and the People’s Republic of China. This competition
is arguably the most consequential political process, with long-term implications for the global
balance of power, akin to the shifts following the Second World War — when a bipolar interna-
tional order emerged — and the Cold War’s conclusion, which ushered in a unipolar world dom-
inated by the West. While some observers highlight Russia’s challenge to the Western liberal

3 S. Ganguly, Indian Security Policy, in: Routledge Handbook of Security Studies. Second Edition. London 2017,
p. 239.

4 B. Buzan and O. Waver, Regions and Powers: The Structure of International Security, Cambridge 2003, p. 55.
% lbid., p. 119.

®W.R. Thompson, India and its great power aspirationsm, in: The Routledge Handbook of Asian Security Studies,
Second Edition, London 2018.

"B. Buzan and O. Wever, op. cit., p. 93.

8 E. Macron, Address to the French people by M. Emmanuel Macron, President of the Republic. https://uk.am-
bafrance.org/President-announces-major-decisions-to-counter-Russian-threat (31.08.2025).
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order, as evidenced by its military aggression®, this assessment may overstate Russia’s strategic
prospects. The United States has sought to cultivate closer ties with India in order to counter-
balance China and weaken India’s longstanding political ties with Russia. This rationale has
underpinned efforts to enhance security and military cooperation between India and the West™°.
China’s assertive policies in the South China Sea, its challenges to US interests and its support
for Russia have led the United States and the European Union to adopt a more sceptical stance
towards Beijing'! and to prioritize partnerships with other regional actors, particularly India.
Given the Trump administration’s anticipated hardline approach towards China, India’s role as
a security partner is likely to expand further. This trend extends to the European Union, where
concerns regarding economic and political engagement with China — ranging from intellectual
property theft to broader ethical and political considerations — are growing. Consequently, India
is increasingly viewed as a viable alternative to China as the European Union’s primary partner
in the Asia-Pacific region!2. The Indo-Chinese rivalry also plays a critical role in this dynamic,
as China represents India’s greatest national security challenge, whereas India does not pose
a comparable threat to China®3. China’s strategic maneuvers in the Indian Ocean have been
interpreted as attempts to encircle India*.

Secondly, India presents itself as a promising economic partner for the European Union,
particularly given China’s economic policies and their adverse impact on European economies™®.
Projections of India’s economic growth further reinforce its rising status in international politics®®.
While China faces an increasingly pronounced economic downturn, India is anticipated to expe-
rience sustained growth, driven by large-scale infrastructure investments and increased Western
foreign direct investment, which had previously been concentrated in Chinal’. India’s economic
trajectory is complemented by its military modernization and the potential reduction of its defence
dependency on Russia through enhanced cooperation with Western countries®®,

Thirdly, the European Union positions itself as a community of values, and its constitu-
tional and strategic documents emphasize democratic principles, human rights, and the rule of
law. From the perspective of ontological security, partnerships with states that share similar

® R.K. Sharma, G. Atri, India and Russia in International Organizations: Motives, Strategies, and Outcomes,
“MGIMO Review of International Relations”, 2023 16(2), p. 44.

10°'M.S. Pardesi, China and India: The evolution of a compound rivalry, in: The Routledge Handbook of Asian
Security Studies, Second Edition, London 2018, p. 172.

11 E.C. Economy, The World According to China, Cambridge 2023, pp. 209-210.

12p, Khanna, The Future Is Asian: Global Order in the Twenty-First Century, London 2019, pp. 250-251.

13 D. Brewster, An Indian Sphere of Influence in the Indian Ocean?, “Security Challenges”, 2010, 6(3), pp. 1-20: 6;
B. Buzan, People, States & Fear: An Agenda for International Security Studies in the Post-Cold War Era, Colchester
2016, p. 163; A. Tarapore, Zone balancing: India and the Quad's new strategic logic, “International Affairs” 99(1),
pp. 239-257.

14 L. Cordner, Progressing Maritime Security Cooperation in the Indian Ocean, “Naval War College Review”, 2011,
64(4), p. 75.

15 F. Grare, M. Reuter, The Battle for the Indian Ocean: How the EU and India Can Strengthen Maritime Security,
ECFR Policy Brief, p. 4, https://doi.org/resrep52705 (31.08.2025).

16 W.R. Thompson, op. cit., p. 210.

17p, Khanna, op. cit., pp. 185-186.

18 3, Ganguly, op. cit., p. 255.
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foundational values are preferable. India’s democratic governance and its civilian-led, non-mil-
itaristic state structure are significant advantages from a European standpoint®®. Consequently,
strengthening ties with India aligns with the European Union’s objective of counteracting the
emergence of a new bipolar US-China rivalry.

Nevertheless, one cannot overlook those elements of India's international situation and
foreign policy that, from a European perspective, pose challenges and may limit the scope of
European-Indian cooperation, as well as affect perceptions of India's position in the global se-
curity system.

The first negative factor is that India's security policy is shaped by its complex relations
with Pakistan and China, which contain latent sources of conflict?®. The challenge is that this
strong regional focus of India's security policy makes it difficult to ascribe to India a role be-
yond that of a regional power. From the perspective of India’s place in Western security think-
ing, it is therefore crucial to shift the focus away from viewing India's security policy primarily
through the lens of its conflicts with Pakistan and China. Given India's strategic potential, this
shift is not only desirable but also realistic?'.

The second factor that particularly negatively affects contemporary perceptions of India’s
role as a potential key element of the global security system is its ties with Russia and its neu-
trality towards the war that Russia is waging against Ukraine, along with the war crimes it is
committing—crimes against civilians, prisoners of war, and the destruction of Ukrainian civil-
ian infrastructure. In international organizations such as the United Nations, India has adopted
an ambiguous stance on these issues from a European perspective. On the one hand, it advocates
respect for the territorial integrity and sovereignty of states??, in contrast to Russia, which,
through its unilaterally declared annexations of Ukrainian territories, is violating the post-Sec-
ond World War international order. Although India has not formally supported Russia in its
aggressive war, its neutrality is often perceived in Europe as disappointing®. This, in turn, may
negatively impact the perception of India's potential to assume a global power role, which is
crucial to the creation of global and regional security, within the European Union.

19 K. Booth, N.J. Wheeler, The Security Dilemma: Fear, Cooperation and Trust in World Politics, London 2008,
p. 133; A. Shah, Civil-Military Relations in South Asia, in: The Routledge Handbook of Asian Security Studies.
Second Edition, London 2018, p. 187.

20 S, Ganguly, op. cit., p. 256.

21 ], Baylis, J.J. Wirtz, C.S. Gray, Strategy in the Contemporary World. Sixth edition. Oxford 2019, p. 247.

22 permanent Mission of India to the UN, UNSC Adoption of Resolution on the situation in Ukraine. Statement by
Ambassador T.S. Tirumurti, https://pminewyork.gov.in/statementsearch?id=eyJpdil61jRyT01pd3pyVHBQal-
hXNW5WVEY 3aHc9PSIsInZhbHVI1joiSzdnaFwvS3M4bFpBXC9aSW9I3SXQrVGFRPTOILCItY WMi-
OilyNTRIOTFNTY5YmFZmNhMzZiINWM2MzkOM2FhYmU1ZDQ5YWQ1ZmY5NDk5ZjM10D-
kxNWRIiZTU2NTNiOTk3MmEwIn0= (31.08.2025); R.K. Sharma and G. Atri, op. cit., p. 52.

B AL Tellis, “What Is In Our Interest”: India and the Ukraine War, p. 1, https://carnegie-production-as-
sets.s3.amazonaws.com/static/files/202204-Tellis_The_Ukraine_War_and_Indial.pdf (31.08.2025).
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THE RUSSIAN PERSPECTIVE

Russian literature on international security frequently references the Cold War confron-
tation between NATO and the Warsaw Pact. Western states are perceived as the primary threat
to Russia, including an existential threat, as some Russian scholars interpret Western policies
as aiming at Russia’s destruction or disintegration. From this perspective, a potential ally of
Russia is any state that pursues anti-Western policies, even if it does not share Russia’s security
policy objectives in other respects. However, the ontological security perspective is also evident
in Russian analyses of international security.

Russia defines itself as a world power with a claim to an exclusive sphere of influence,
encompassing the states that emerged following the collapse of the Soviet Union, with the ex-
ception of the Baltic states of Lithuania, Latvia, and Estonia. President Putin has adopted rhet-
oric previously confined to the Russian far right until the late 2010s, defining Russia as a unique
state constituting a distinct civilization. As Glazev and Arkhipova assert, ‘Russia is a special
state whose position and internal essence can be referred to as a “country civilization.” Together
with India and China, it constitutes an original socio-cultural and historical zone. Despite the
external influence of liberalization and globalization on its traditional values, its national and
state identity will endure over time’?*. This discourse has also been integrated into Russian
strategic documents, with Russia’s self-definition as a distinct civilization with a special histor-
ical mission explicitly referenced in the Foreign Policy Concept of the Russian Federation of
20232, adopted after the outbreak of the Russian-Ukrainian war.

Such ideological framing positions Russia as the leader of global opposition to Western
hegemony, with influential thinkers such as Aleksandr Dugin advocating for other states — in-
cluding China and India—to align themselves under Russian leadership®®. This ideological as-
sumption, a key element of Russia’s understanding of ontological security, contrasts with Rus-
sia’s increasing vulnerability and growing dependence on China. Consequently, in Russian con-
siderations of global and regional security, it is not only the anti-Western stance of potential
partners that matters but also whether cooperation with them can mitigate Russia’s deepening
dependence on China. In this context, India, given its strained relations with China, which it
perceives as a primary national security threat, could be a promising partner for Russia if it
chooses to pursue an anti-Western policy.

From the Russian perspective, what factors are likely to influence the perception of India
as a prospective partner and a key element in the emerging global international order?

Paradoxically, as in the European perspective, India’s complex relationship with China is
regarded as an asset from the Russian viewpoint. Particularly amid the conflict with the West

24 SY. Glazev, V.V. Arkhipova, Russia, India, and China: Cooperation and New Role in the Development of
International Relations, “Global Journal of Emerging Market Economies”, 2022, 14(3), p. 313.

% Foreign Policy Concept of the Russian Federation (2023), 4, http://www.kremlin.ru/acts/bank/49090
(31.08.2025).

% A, Dugin, Novaya formula Putina: Osnovy eticheskoy politiki, Moskva 2014, p. 76; Idem, Voyna kontinentov:
Sovremennyy mir v geopoliticheskoy sisteme koordinat, Moskva 2015, p. 204.

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 74



and the extensive sanctions imposed on Russia following its aggression against Ukraine, the
Russian authorities have been compelled to strengthen cooperation with China. However, this
has progressively transformed Russian-Chinese relations into a less balanced partnership, with
the advantage increasingly shifting in China's favor. Russians are acutely aware of the risks
associated with becoming dependent on China due to the significant disparity in economic po-
tential®’. In an attempt to diversify its foreign policy and counteract this imbalance, Russia has
sought to strengthen relations with other Asian states, particularly India?®. However, this policy
has not succeeded in mitigating China's dominance or reducing Russia's dependence on political
and economic cooperation with China. This does not mean, however, that Russian policymakers
consider such an outcome unattainable. Russian declarations emphasizing the need to deepen
cooperation between Russia, China, and India?® should be understood in this context.

Russia and India participate in numerous international cooperation frameworks that also
include China, such as the 'Russia-India-China’ (RIC) format, the BRICS group, and the Shang-
hai Cooperation Organisation (SCO)*C. However, these platforms primarily serve China's po-
litical and economic interests, and it remains difficult to identify any tangible benefits—partic-
ularly in terms of security—for the other participating states. From Russia’s perspective, there-
fore, strengthening India politically, economically, and militarily would be advantageous, as it
could help to counterbalance Chinese dominance within all international cooperation frame-
works in which both Russia and China are engaged®'.

India’s second major asset as a participant in the global security system, from a Russian
perspective, is its continued military-technical dependence on Russia®?, despite India's efforts to
diversify its arms procurement. Russia regards India as a crucial market for arms®3. The Russian-
Ukrainian war has demonstrated the poor quality of Russian weaponry, with Russian arms pro-
duction largely reliant on the modernization of Soviet-era armaments. As a result, the technolog-
ical gap between Russia and the West continues to widen. Nevertheless, India maintains its de-
pendence on Russia in this domain®*. India's choice of Russia as a major arms supplier, therefore,
appears to be driven more by political considerations than by purely military or technical factors.

From the perspective of Russian security interests—both regionally in Asia and globally
— India’s policies also present certain challenges. The first is a paradoxical one: what is

27'p, Khanna, op. cit., p. 86.

8 B.G. Carlson, Russia and the China-India Rivalry, Russian Analytical Digest, 265, pp. 8-9,
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perceived as an asset can simultaneously be a limitation. While Russia and India, at least in
their official rhetoric, share a vision of a multipolar world, and while they promote this vision
through organizations such as BRICS, the SCO, and the RIC format®®, the actual mechanisms
through which these organizations are expected to achieve this objective remain unclear.
The RIC format, for instance, is problematic: its purpose and objectives are not well defined,
and its constituent states—Russia, India, and China—have substantial divergences in their po-
litical interests®. At present, it is difficult to identify any shared security policy interests uniting
these three states. On the contrary, considerable differences exist between them regarding re-
gional security policies. The Russian Federation’s de facto inability to assert a leadership role
in Asia, combined with the absence of a coherent security policy that unites Russia and India,
may render the policy frameworks in which they formally cooperate largely ineffective in ad-
vancing Russia’s vision of regional and global security. Moreover, India’s ongoing efforts to
reduce its dependence on Russia as a primary arms supplier are met with concern in Moscow®’.
Such developments weaken one of Russia’s most significant instruments of influence over India
and erode what is perceived as their only common security interest.

PROVISIONS IN STRATEGIC DOCUMENTS AND THEIR RELEVANCE

It is essential to examine whether the factors influencing India’s rise as a significant element
of the global security system are also reflected in European and Russian strategic documents.
However, it is noteworthy that Russian strategic documents are far more numerous than their
European counterparts. This discrepancy arises primarily from the fact that European Union
member states continue to pursue their own foreign policies, each based on its own international
relations and security strategies. In contrast, strategic planning in Russia is heavily influenced by
immediate political objectives, meaning that changes in Russia's international situation are rap-
idly reflected in new or updated strategic documents. Consequently, in Russia, security and for-
eign policy strategic documents do not necessarily serve as frameworks for future planning but
rather as justifications for the actions already undertaken by the Russian authorities.

INDIA IN THE STRATEGIC DOCUMENTS OF THE EUROPEAN UNION

European security strategy documents reveal an evolution in the EU’s approach to Asia,
although it is evident that, until recently, the region was not a priority for EU foreign and secu-
rity policy. The 2003 European Security Strategy made only vague references to the region.

%.3.Y. Glazev, V.V. Arkhipova, op. cit.; R.K. Sharma, G. Atri, op. cit.
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Drawing on historical experience, the document highlighted the need to develop strategic part-
nerships, identifying Japan, China, and India as potential partners®.

The importance of cooperation with Asian countries on security issues was further elab-
orated in the subsequent version of the European Security Strategy in 2009. While largely reit-
erating the core content of the 2003 strategy, this document provided a more detailed discussion
of key international and regional security issues. It identified China, India, Japan, and the United
States as essential partners in promoting renewable energy, energy efficiency, and ‘transparent
and well-regulated global markets'®. When addressing global security threats posed by Iran’s
policies, the document underscored the necessity of dialogue and political pressure on the Ira-
nian authorities, listing the United States, China, and Russia as key partners but notably omit-
ting India. In contrast, cooperation with India — along with Pakistan —was highlighted as crucial
to stabilizing Afghanistan. The strategy acknowledged that the potential for EU-India coopera-
tion in addressing regional security challenges was facilitated by improving relations between
India and Pakistan“°. Notably, the EU had already begun to recognize the negative conse-
guences of the imbalance in EU-China and EU-India relations. The 2009 strategy acknowl-
edged that while the EU had significantly strengthened its relations with China, there remained
substantial scope to deepen engagement with India**. However, these declarations remained
largely general and lacked concrete policy measures.

A significant shift in the European approach to security cooperation can be observed in
A Global Strategy for the European Union’s Foreign and Security Policy of 2016. This docu-
ment explicitly recognized that regional security, peace, and stability in Asia were essential for
European prosperity. While emphasizing the importance of cooperation with China, it also in-
troduced certain conditions based on the values that the EU considers fundamental, values that
constitute a core aspect of its ontological security. The EU expressed a willingness to deepen
relations with China but conditioned this on ‘respect for the rule of law, both domestically and
internationally,” compliance with intellectual property rights, and engagement in human rights
dialogue. Simultaneously, the EU signalled its intention to strengthen economic ties with other
strategic partners, including India. Interestingly, while Japan and India were identified as stra-
tegic economic partners, security cooperation was explicitly mentioned only in relation to Ja-
pan, South Korea, and Indonesia, with India conspicuously absent. Furthermore, while the EU

defined itself as ‘a global maritime security provider’ and committed to enhancing security in
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the Indian Ocean, the South China Sea, and the Straits of Malacca, it did not explicitly reference
cooperation with India in this context*?,

The limited references to the Asia-Pacific region in recent European strategic documents
— along with the complete absence of India (and China) in the 2020 EU Security Strategy —
indicate that European foreign and security policy has, until recently, been primarily focused
elsewhere, specifically on the Euro-Atlantic region and the Middle East and North Africa re-
gion. These two regions have traditionally been identified as the primary arenas where the EU’s
core security interests, as well as its main challenges and threats, are concentrated.

In the Strategic Compass for Security and Defence, published in 2022, India is identified
as one of the European Union's partners in the field of security, including close military coop-
eration*>. However, this is not accompanied by any clearly defined objectives or commitments.
The situation remains largely unchanged in the latest White Paper for European Defence —
Readiness 2030, published by the European Commission on 19 March 2025. The document
mentions China’s activities in the East China Sea and South China Sea and the growing military
pressure in the South Pacific and Indian Ocean, which destabilizes the security situation in the
region*. The document states that the European Union’s cooperation with India has developed
in recent years, particularly through regular Security and Defence Consultations*. Neverthe-
less, the White Paper does not contain any specific commitments towards India, nor does it
specify the objectives of the European Union's security policy in the Indo-Pacific region beyond
a general statement on the need to ensure security, including freedom of navigation“®.

An analysis of the evolution of EU security strategy documents suggests that European
interest in Asia, including the partnership with India, has increased relatively recently. The pri-
mary drivers of this shift are the rise of China’s global influence, the potential for a US-China
conflict, and the destabilizing and aggressive policies of the Russian Federation, which has
sought support from both China and India. This growing attention may indicate that the EU
recognizes its marginalization in security discussions concerning the Asia-Pacific region. Fur-
thermore, in the context of policies pursued by the United States and Russia, the EU may be
acknowledging the limitations of its political engagement with Asian states, including India.

Given the ongoing transformations in the global security system — such as the weakening
of US-European relations and Russia’s increasingly aggressive foreign policy — it is likely that
India will become a far more attractive partner for the EU in efforts to build regional security
and contribute to a new, stable global security architecture.

42 Shared Vision, Common Action: A Stronger Europe. A Global Strategy for the European Union's Foreign and Security
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INDIA IN THE STRATEGIC DOCUMENTS OF THE RUSSIAN FEDERATION

Interest in India has only relatively recently begun to appear in Russian strategic docu-
ments. The same applies to China and other Asian states. Earlier documents, particularly those
from the early 2000s, referred only in general terms to the Asia-Pacific region, in which Russia
sought to maintain its political influence. This can be attributed to Russia’s earlier policy of
seeking closer political relations with the West, primarily engaging with Western European
states and the United States.

The National Security Concept of 2000, a document updated at the beginning of Vladimir
Putin’s tenure, does not mention any Asian states as being of particular interest to Russia. In-
stead, it refers to Russia’s unique position as a Eurasian state*’ and vaguely alludes to unnamed
states seeking to counteract the consolidation of Russia’s influence in a multipolar world and
to weaken its position in Europe, the Middle East, Transcaucasia, Central Asia, and the Asia-
Pacific region (NSC 2000, sec. I11). Notably, the Asia-Pacific region is listed last among Rus-
sia’s declared spheres of political influence.

A shift in Russia’s foreign and security policy towards confrontation with the West be-
came evident in 2007 when Putin delivered a speech at the Munich Security Conference, which
many in the West perceived as signalling a new Cold War. In this speech, Putin openly declared
Russia’s opposition to the United States and its allies on a global scale. This policy shift was
soon followed by the 2008 Russian-Georgian War. From this point onward, a noticeable reori-
entation towards Asia can be observed in successive Russian strategic documents. While China
increasingly took precedence as a political and security partner®, India, along with other for-
mats of international cooperation involving both Russia and China, also began to attract Russian
interest. The National Security Strategy of 2009 declared Russia’s intention to enhance coop-
eration within these frameworks*®. However, Western-led organizations such as the G8, which
included Russia until its exclusion in 2014 following its first aggression against Ukraine, and
the broader G20 were still given higher priority. The RIC (Russia-India-China) format and
BRIC (Brazil, Russia, India, China) were mentioned only later, reflecting the fact that, prior to
the outbreak of the Ukraine conflict in 2014, Asia was not a principal focus of Russian foreign
and security policy.

A major shift in Russia’s approach to Asia can be seen in the Foreign Policy Concept of
2013. This document explicitly stated that the West’s influence in global politics and the econ-
omy was declining, with power and development shifting towards the East, primarily the Asia-
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Pacific region®. Russia reiterated the priority of cooperation within international organizations
to address global challenges, listing the G20, BRICS, G8, SCO and the RIC format as key
platforms®. The document also underscored Russia’s ambition to position itself as a key transit
state, securing trade and economic links between Europe and the Asia-Pacific region®. It fur-
ther asserted that Russia was strengthening its position in the Asia-Pacific region, claiming that
Russia belonged ‘to the same dynamically developing geopolitical space to which the center of
gravity of the global economy and politics is consistently shifting’>®. Additionally, Russia de-
clared its intention to establish a ‘transparent and equal security and cooperation architecture’
in the Asia-Pacific region®. For the first time, the document explicitly identified China and
India as Russia’s main partners in the region®. However, it only contained a general declaration
of Russia’s intent to deepen its ‘privileged strategic partnership’ with India in all areas and to
collaborate in addressing global challenges®®.

Similar declarations regarding the Asia-Pacific region’s priority status in Russian security
policy appeared in the National Security Strategy of 2015, published after the onset of the Rus-
sian-Ukrainian conflict. The document argued that in many regions, including the Asia-Pacific,
the principles of equal and indivisible security were not being upheld and that militarization
and an arms race were underway®’. NATO was identified as a particular threat to international
security®. In this context, previous commitments to partnerships within BRICS, RIC, SCO, and
the G20 were reaffirmed®®. Russia declared its intention to establish sustainable security mech-
anisms in the Asia-Pacific region®. It also formally recognized India’s status as a ‘privileged
strategic partner’®, although China was given even greater emphasis, with Russian-Chinese
relations described as an ‘all-encompassing partnership and strategic interaction”®2,

The subsequent Foreign Policy Concept of 2016 reiterated the high importance of inter-
national cooperation within the G20, BRICS, SCO, and RIC frameworks®. Regarding India,
the document repeated previous declarations about the necessity of deepening the privileged
strategic partnership, which was purportedly based on a convergence of Indian and Russian
foreign policy priorities®*. However, beyond such vague formulations, the document did not
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specify the nature of this convergence, outline concrete forms of cooperation, or define ex-
pected outcomes.

Russia’s declarations of cooperation with India were again reiterated in the National Se-
curity Strategy of 2021, a document that can be seen as part of Russia’s preparations for war
against Ukraine and broader conflict with the West. The strategy accused the United States of
pursuing policies that threatened global security in both Europe and the Asia-Pacific region®.
In response, Russia committed to strengthening partnerships in the region, primarily with China
and India. However, once again, China was given precedence, with the Sino-Russian relation-
ship described as an ‘all-encompassing partnership and strategic cooperation,” while the Indo-
Russian relationship was referred to as a ‘privileged strategic partnership’®®.

Declarations of a shift towards Asia and the importance of Asian states in Russian policy
were reiterated in subsequent documents published after Russia’s full-scale invasion of Ukraine
in 2022. These documents, aimed at fostering an anti-Western coalition among Global South
states, also highlighted non-military cooperation. For instance, the Humanitarian Policy Con-
cept of 2022%7 emphasized countering the Western influence in various spheres of international
politics and security. The most recent Foreign Policy Concept of 2023 reaffirmed Russia’s
commitment to regional integration and security in the Asia-Pacific region, supporting interna-
tional organizations such as BRICS, SCO, and RIC to advance Russian policy objectives both
regionally and globally®®. India was specifically mentioned in this context, with Russia declar-
ing its intention to strengthen strategic partnerships, particularly in trade, investment, and tech-
nological cooperation, while jointly opposing what it described as the ‘destructive actions’ of
other states and organisations®. This suggests that Russia perceives India as a potential ally in
its confrontation with the United States and NATO.

An analysis of the evolving role of the Asia-Pacific region—and India in particular—in
Russian strategic documents reveals that this shift is not the product of a consistently imple-
mented foreign and security policy but rather a reaction to Russia’s escalating conflict with the
West. As Russia has become increasingly politically and economically isolated from Western
states and institutions, it has been forced to pivot towards Asia. However, Russian strategic
documents do not outline any substantive common foreign and security policy interests with
India. The only explicitly stated commonality is a shared opposition to Western policies — an
ideological rather than a strategic alignment. Given this, it cannot be ruled out that, just as the
pivot to Asia was a reaction to Western isolation, future geopolitical developments — such as

6 National Security Strategy of the Russian Federation, 02.07.2021, http://www.kremlin.ru/acts/bank/47046
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a potential shift in US-China relations under a new administration—may again prompt Russia
to refocus on its core security interests in the Euro-Atlantic region.

PERSPECTIVES

India, as envisioned by its authorities, perceives itself as ‘the new provider of security in
the Indian Ocean Region and beyond’’°. However, as Hall rightly observes, ‘To be a “net secu-
rity provider,” a “field” in a new multipolar world, or a “leading power” requires resources and
a robust strategy about how to use them and how to acquire more of what one needs’’. Thus,
for India’s global role to expand in accordance with both its governmental expectations and its
inherent potential, it must first focus on the development of security studies as an academic
discipline within India itself, alongside the promotion of Indian security policy abroad’?. Iden-
tifying the objectives of its security policy and the means to achieve them is imperative. Broad,
slogan-like formulations — such as advocating for a ‘multipolar world’ — are insufficient, as they
fail to specify actionable security policy objectives, delineate threats and challenges, or define
the range of tools India deems permissible in implementing its security policy.

Both European and Russian perspectives on global and regional (Asia-Pacific) security
issues indicate that international relations will increasingly be shaped by escalating confronta-
tions, primarily between the United States and China. A major risk in this scenario is the po-
tential marginalization of other international actors, including the European Union and the Rus-
sian Federation. As both the EU and Russia view themselves as significant actors in global
politics and seek to maintain their influence, India—currently regarded as a regional power with
the potential to become a global power—becomes an increasingly attractive and promising
partner from both perspectives. However, a security partnership with the European Union or
Russia also carries inherent risks for India, which must be carefully considered. In an environ-
ment of intensifying global rivalry, such a partnership could result in India becoming entangled
in external geopolitical struggles, leading not to development and international empowerment,
but rather to marginalization and instrumentalization. This is, in many ways, what Russia is
experiencing today, having become heavily dependent on China as a consequence of its conflict
with the West”. Indeed, some analysts suggest that only a renewed anti-China policy under
a potential Donald Trump administration could restore Russia’s status as a significant actor in
international politics. India thus faces the challenge of defining its security policy objectives in
a way that strengthens its position as a power with ambitions of active participation in global
politics. This challenge is compounded by the difficulty in predicting the outcomes of key po-

litical processes, including the impact of China’s economic crisis on its security policy, the
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persistence and consequences of Russia’s dependence on China, and the growing uncertainty
surrounding US policy in the Asia-Pacific region’.

Integration initiatives involving India, such as the RIC, BRICS, and SCO frameworks,
have thus far failed to establish a new and equitable international security regime. Moreover, it
remains unclear how these frameworks align with India’s security policy objectives. Therefore,
India is at a strategic crossroads, both in the context of the security challenge posed by China’s
policies in the Asia-Pacific region and in terms of shaping its role as a global power. One viable
strategic pathway for India’s security policy is to strengthen ties with other Southeast Asian
states that, like Vietnam, have security interests that conflict with China’s”. Economic security
cooperation is also of considerable importance in this regard; China’s economic policies could
serve as a catalyst for increased infrastructure investment in other countries in the region’®.

Another potential strategy, which is not mutually exclusive with the first, is for India to en-
gage in new international cooperation frameworks that explicitly consider India’s interests as a key
member. In this context, the Quadrilateral Security Dialogue (Quad) presents a promising avenue
for international security cooperation. However, India has demonstrated inconsistency in its com-
mitment to this initiative’’. Notably, India has resisted efforts to transform the Quad into a more
formalized collective security organization, possibly due to concerns about over-reliance on the
United States and the potential subordination of its security interests to US strategic objectives in
the region’®. Nonetheless, from the perspective of India’s broader role in international relations,
participation in the Quad remains advantageous, as India’s presence is critical to the initiative’s
success, ensuring that its security interests cannot be overlooked”®.

Thus, it can be hypothesized that India’s prospects for increasing its international rele-
vance will be fundamentally determined by articulating a clearly defined security policy. This
policy must include well-identified objectives, challenges, and threats, as well as effective strat-
egies for implementation in collaboration with other international partners.

CONCLUSIONS

India is arguably at the beginning of its journey towards establishing itself as a key actor
within the global security system. This trajectory is influenced by the significant weakening of
the global roles of traditionally dominant actors in international politics. Russia’s military ag-
gression against Ukraine and its ongoing conflict with the West have exposed fundamental
weaknesses in its political and economic structure. Meanwhile, ideological disputes, the post-
Brexit weakening of its influence, and serious social challenges related to immigration and
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internal divisions are contributing to the declining political role of the European Union. Addi-
tionally, uncertainty remains regarding the future direction of United States foreign and security
policy—whether it will prioritise strengthening or weakening NATO, focus on confronting
China, or seek to construct a new global security framework in cooperation with Russia.

In this context, India’s potential and its attractiveness as a strategic partner for the in-
creasingly fragile European Union and Russia are evident. Infrastructure investment, sustained
economic growth, the modernisation of its armed forces with an emphasis on technological
independence from Russia, and the preservation of its democratic political model can further
reinforce this potential. A long-term objective of Indian foreign policy should include the re-
form of the United Nations, particularly its Security Council, whose current structure remains
a vestige of the post-Second World War global order. However, in the shorter term, the pursuit
of other strategic objectives will be crucial in advancing India’s global role. Regardless of how
these objectives are formulated by Indian policymakers, a fundamental necessity is the clear
articulation of a security policy that extends beyond the Asia-Pacific region. Such a policy must
define India’s vision for the evolving global security architecture and outline the means at its
disposal to realise this vision effectively.
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UPRAWNIENIA SLEDCZE POLSKICH | CZESKICH CYWILNYCH
SEUZB SPECJALNYCH - AGENCJA BEZPIECZENSTWA
WEWNETRZNEGO | BEZPECNOSTNI INFORMACNI SLUZBA

ABSTRAKT: Polskie i czeskie cywilne shuzby specjalne, mimo ogoélnych podobienstw, zasadniczo r6znig sig
w zakresie posiadanych uprawnien $ledczych. Polska Agencja Bezpieczenstwa Wewnetrznego (ABW)
zostata przez ustawodawce wyposazona w uprawnienia dochodzeniowo-$ledcze w zakresie realizacji swoich
zadan, w przeciwienstwie do niej czeska Informacyjna Shuzba Bezpieczenstwa (BIS) posiada uprawnienia
sledcze jedynie wobec wiasnych funkcjonariuszy, ktdrzy popelnia przestepstwo. Czeskie cywilne stuzby
specjalne sg duzo blizsze modelowi przyjetemu w innych liberalnych demokracjach w Europie, takich jak
Republika Federalna Niemiec czy Wielka Brytania, niz stuzby polskie. Podstawg organizacji czeskich stuzb
specjalnych i ich miejsca w systemie politycznym Czech jest tzw. zasada koniecznego rozdzielenia
(oddélovaci imperativ). Zasada ta wprowadzita postulat nietgczenia wywiadowczych sposobdéw uzyskiwania
informacji z uprawnieniami wykonawczymi (policyjnymi), zwigzanymi z mozliwoscig stosowania
przymusu bezposredniego. Sytuacja ta ma glebokie korzenie historyczne si¢gajace do czasoOw przemian
demokratycznych w 1989 roku. Biorac pod uwage analize procesow politycznych, ktoére doprowadzity do
powstania nowych stuzb specjalnych w obu tak przeciez bliskich historycznie i kulturowo krajach po roku
1989, mozna postawi¢ wniosek, iz podstawowym powodem odmiennego rozwoju cywilnych shizb
specjalnych byl wystepujacy w Polsce brak wizji i zaangazowania w kwestie reformy shuzb ze strony
najwyzszych czynnikoéw politycznych reprezentujacych stron¢ opozycyjng. Praktyczne koncepcje
reformatorskie dotyczace modelu stuzb zostaly w Polsce wypracowane na poziomie komisji sejmowych.
W Czechostowacji, a pozniej w Republice Czeskiej od poczatku zmian w roku 1989 w proces zmian
w stuzbach byl zaangazowany wywodzacy si¢ z opozycji prezydent, ktory reprezentowat szczegdtowa
koncepcje reform, nawigzujaca wprost do zachodniego modelu stuzb specjalnych.

SEOWA KLUCZOWE: stuzby specjalne, uprawnienia $ledcze, modele stuzb, Agencja Bezpieczenstwa
Wewngtrznego, Informacyjna Stuzba Bezpieczenstwa

INVESTIGATIVE POWERS OF POLISH AND CZECH CIVILIAN SPECIAL
SERVICES-INTERNAL SECURITY AGENCY AND SECURITY
INFORMATION SERVICE

ABSTRACT: Despite general similarities, the Polish and Czech civilian intelligence services differ signifi-
cantly in their investigative powers. The Polish Internal Security Agency (ABW) has been granted investi-
gative powers by law to carry out its tasks; in contrast, the Czech Information Security Service (BIS) only
has investigative powers against its own officers who commit a crime. Czech civilian intelligence services
are much closer to the model adopted in other liberal democracies in Europe, such as the Federal Republic
of Germany or the United Kingdom, than are the Polish services. The basis for the organization of Czech
intelligence services and their place in the Czech political system is the so-called principle of necessary sep-
aration (oddélovaci imperativ). This principle introduced the requirement to avoid combining intelligence
methods of obtaining information with executive (police) powers, which entail the use of direct coercion.
This situation has deep historical roots dating back to the democratic transformation of 1989. Considering
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the analysis of the political processes that led to the creation of new secret services in both countries, which
are historically and culturally close, after 1989, one can conclude that the primary reason for the different
development of civilian secret services in Poland was the lack of vision and commitment to service reform
on the part of the highest political figures representing the opposition. In Poland, practical reform concepts
for the intelligence services' model were developed at the parliamentary committee level. In Czechoslovakia,
and later in the Czech Republic, from the beginning of the changes in 1989, the opposition president was
involved in the process of reforming the intelligence services, representing a detailed reform concept that
drew directly from the Western model of intelligence services.

KEYWORDS: special services, investigative powers, service models, Internal Security Agency, Security
Information Service

WPROWADZENIE

Wykonywane przez stuzby specjalne zadania w zakresie ochrony bezpieczenstwa pan-
stwa i jego porzadku konstytucyjnego wymagaty przyznania tym instytucjom odpowiednich
uprawnien. Stosowane przez stuzby srodki prawne ingeruja w sfere praw 1 wolnosci obywatel-
skich. W odpowiednich ustawach kompetencyjnych $rodki te zostaty okreslone jako czynnosci.
Stuzby specjalne, a doktadniej ich funkcjonariusze, moga wigc wykonywaé czynnosci: opera-
cyjno-rozpoznawcze, dochodzeniowo-sledcze, analityczno-informacyjne i bardzo rzadko kon-
trolne. Mozliwo$¢ wykonywania czynnosci dochodzeniowo-$ledczych posiadaja dwie z pol-
skich stuzb specjalnych tj. Agencja Bezpieczenstwa Wewngtrznego i Centralne Biuro Antyko-
rupcyjne. W przypadku ABW jest to art. 21 ustep 1 pkt. 1 ustawy o ABW?!. Réwnoczesnie
zgodnie z art. 21 ust. 3 przywotanej Ustawy funkcjonariusze ABW wykonuja czynnosci docho-
dzeniowo-§ledcze tylko w zakresie wtasciwosci ABW i w tym zakresie przystuguja im upraw-
nienia procesowe Policji, wynikajace z przepisow Kodeksu postgpowania karnego. ,,Legityma-
cja prawna do realizowania uprawnien procesowych wynika bezposrednio z art. 3111 312 Ko-
deksu postgpowania karnego, zgodnie z ktorym ABW jest uprawniona do prowadzenia $ledztw
oraz dochodzen pod nadzorem prokuratora w catosci lub w okreslonym zakresie. Jednoczesnie
moze realizowac okreslone czynno$ci $ledztwa powierzone jej przez prokuratora. Nalezy nad-
mieni¢, ze powierzenie nie moze obejmowac czynnosci zwigzanych z przedstawieniem zarzu-
tow podejrzanemu, zmiang lub uzupelnieniem postanowienia o przedstawieniu zarzutoéw oraz

zamknieciem $ledztwa’?

. Takie uprawnienia w wiekszosci panstw zachodnich charakteryzuja
stuzby policyjne, a nie specjalne®. Czynnosci dochodzeniowo-$ledcze w sposob najbardziej
bezposredni ingeruja w wolnos$ci 1 prawa obywatelskie okreslone w Konstytucji. Pod wzglgdem

posiadanych uprawnien ,,polskie stuzby posiadajg zblizone rozwigzania do tych wystepujacych

! Ustawa z dnia 24 maja 2002 r. o Agencji Bezpieczenstwa Wewnetrznego oraz Agencji Wywiadu, Dz.U. z 2002
r. nr 74, poz. 676, http://prawo.sejm.gov.pl/isap.nsf/download.xsp/WDU20020740676/U/D20020676Lj.pdf
(22.03.2025).

2 P. Kesek, Uprawnienia $ledcze Agencji Bezpieczenstwa Wewnetrznego jako instrument w dziataniach stuzqcych
poprawie bezpieczenstwa panstwa, ,,Przeglad Bezpieczenstwa Wewnetrznego” 2020, R. 12, nr 23, s. 239.

3 M. Bozek, Wspéiczesny model polskich stuzb. Stuzby informacyjne czy policyjne?, ,,Zeszyty Naukowe AON”
2005,nr1,s.93.
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w Federacji Rosyjskiej, na Biatorusi czy Ukrainie, gdzie przyznanie tych kompetencji ma po-
dobna geneze™*. W przeciwienstwie do polskich stuzb specjalnych czeskie stuzby po roku 1989
zostaly catkowicie pozbawione uprawnien dochodzeniowo-$ledczych. Kodeks karny w Cze-
chach (Trestni fad) w § 12 stanowi, ze organami uprawnionymi w postepowaniu karnym s3:
sady, prokuratorzy i organy policyjne, przez ktoére rozumie si¢ m.in. Policj¢ Czeskiej Republiki
1 np. czeska Informacyjng Stuzbe Bezpieczenstwa (BIS), ale tylko w zakresie wykrywania prze-
stepstw popetnionych przez funkcjonariuszy tej stuzby®. W przeciwienstwie wigc do polskich
stuzb specjalnych czeskie stuzby wywiadowcze funkcjonuja w ramach modelu wyodrgbnio-
nego, podobnie jak wigkszos¢ stuzb zachodnich demokracji. Czeska Informacyjna Stuzba Bez-
pieczenstwa (BIS) nie posiada uprawnien $ledczych, chociaz zgodnie z § 1 Ustawy nr 154/1994
instytucja ta zostata powotana jako zbrojna stuzba wywiadowcza Republiki Czeskie;j®. Jej funk-
cjonariusze na podstawie § 5 cytowanej ustawy sg uprawnieni do posiadania, noszenia i uzycia
broni palnej, ale tylko w przypadku obrony koniecznej lub w stanie wyzszej koniecznosci’.
Uprawnienia policyjne w ramach BIS posiada tylko wewngtrzna inspekcja, ktora zajmuje si¢
Sciganiem przestepstw popelnianych przez funkcjonariuszy tej stuzby.

Celem niniejszego artykutu jest charakterystyka przyjetego w Polsce i Republice Czeskiej
modelu cywilnych stuzb specjalnych ze szczegdlnym uwzglednieniem roznic w zakresie
uprawnien dochodzeniowo-$§ledczych obu stuzb. Problem badawczy artykulu dotyczy odpo-
wiedzi na dwa pytania:

1. Jaka jest geneza przyjetych rozwigzan w zakresie wyposazenia cywilnych stuzb specjal-
nych w obu krajach w uprawnienia dochodzeniowo-sledcze?

2. Dlaczego przyjete rozwigzania w obu przypadkach, mimo bliskos$ci historycznej 1 geo-
graficznej, sg tak r6zne?

Do przeprowadzenia analizy zostala wykorzystana gtownie metoda komparatystyczna,
definiowana jako poréwnanie dwoch systemow relacji przeprowadzone w celu odnalezienia
podobienstw oraz rdznic, ktére mozna thumaczy¢ odrebnym sposobem dostosowywania si¢ do
zmieniajacych si¢ uwarunkowan historycznych i politycznych. Poprawno$¢ badan w zakresie
porownania uprawnien dochodzeniowo-§ledczych w przypadku cywilnych stuzb specjalnych
obu krajow gwarantuje spelnienie warunku polegajacego na zestawieniu w toku badan tych
samych jednostek 1 poje¢ oraz interpretacji ich w podobny sposob. Ponadto oba przypadki sa
badane w okresie od zmian ustrojowych w obu krajach po 1989 roku do czaséw obecnych.
W badaniach wykorzystano réwniez metodg systemowg oraz historyczng. Gléwna hipoteza ba-
dawcza sprowadza si¢ do stwierdzenia, iz réznice pomig¢dzy polskimi a czeskimi stuzbami spe-

cjalnymi w zakresie uprawnien dochodzeniowo-§ledczych wynikaja z faktu, iz wérdd polskich

4 M. Kolaszynski, Status ustrojowy polskich stuzb specjalnych, Krakow 2016, s. 157.

5 Zakon @ ¢&. 141/1961 Sb. - Zékon o trestnim  fizeni  soudnim  (trestni  fad),
http://www.psp.cz/sqw/shirka.sqw?r=1961&cz=141 (23.03.2025).

6 Zakon ¢&. 154/1994 Sb., o Bezpe¢nostni informaéni sluzbég, https://www.psp.cz/sqw/sbirka.sqw?cz=154&r=1994
(23.03.2025).

7 Zé&kon Bezpe¢nostni informaéni sluzbg, § 5.
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elit po 1989 roku brak bylo spdjnej wizji opartych o zachodnie standardy i warto$ci zmian stuz-
bach specjalnych.

MODELE SLUZB SPECJALNYCH WEDLUG DCAF — (GENEVA CENTRE FOR
SECURITY SECTOR GOVERNANCE)

Uprawnienia §ledcze w Polsce zostaty przyznane Resortowi Bezpieczenstwa Wewnetrz-
nego juz w roku 1944 przez Polski Komitet Wyzwolenia Narodowego w Moskwie, podobne
uprawnienia otrzymali rowniez zotierze Informacji Wojskowej. Do roku 1990 uprawnienia
dochodzeniowo-sledcze posiadata Stuzba Bezpieczenstwa. Podobnie byto w Czechostowackiej
Republice Socjalistycznej do roku 1990. Dzialajaca w komunistycznej Czechostowacji do
31 stycznia 1990 roku stuzba bezpieczefistwa (czes. Statni bezpe¢nost, stow. Statna bez-
pecnost) byta wyposazona w uprawnienia dochodzeniowo-sledcze i funkcjonowata w ramach
Ministerstwa Spraw Wewngtrznych.

Na $wiecie funkcjonujg réozne modele w zakresie systemu stuzb specjalnych. Podstawe
ich rozroéznienia mogg stanowi¢ dwa kryteria: przyjety model prowadzenia kontrwywiadu (czy
kontrwywiad funkcjonuje w jednej organizacji z pionem $ledczym) i posiadanie przez shuzby
specjalne funkcji dochodzeniowo-§ledczych oraz ich zakres. Tradycyjnie kontrwywiad defi-
niuje si¢ jako operacje wykonywane w celu ochrony interesow panstwa przed szpiegostwem,
sabotazem lub zabdjstwami, prowadzonymi przez zagraniczne mocarstwa, organizacje lub ob-
cych agentéw. Kontrwywiad zwigzany jest bezposrednio z pojeciem ,,bezpieczenstwa narodo-
wego”. Z kolei uprawnienia dochodzeniowo-§ledcze w wigkszym stopniu sg zwigzane z ,,po-
rzadkiem publicznym”. Podczas gdy funkcje kontrwywiadowcze s3 z natury przypisane do
stuzb wywiadowczych, uprawnienia $ledcze czy tez uprawnienia do egzekwowania prawa tra-
dycyjnie obejmujg rowniez policj¢, prokurature 1 sady.

Biorac pod uwage powyzsze kryteria migdzynarodowy osrodek analityczny DCAF —
(Geneva Centre for Security Sector Governance) zaproponowat nastepujaca klasyfikacje stuzb
specjalnych:

1. Model wyodrebniony (The Delineated Model) — w tym modelu stuzba wywiadowcza pra-
cuje wspolnie z innymi instytucjami wyposazonymi w uprawnienia dochodzeniowo-$led-
cze w celu wszczgcia postegpowania karnego. Agencje wywiadowcze (wywiad zewngtrzny
1 wewnetrzny) nie posiadajg uprawnien §ledczych lub posiadaja takie uprawnienia w nie-
wielkim zakresie, tylko w odniesieniu do kwestii bezpieczenstwa narodowego. Agencje
wywiadowcze dostarczajg tylko informacje, na podstawie ktorych instytucje wykonawcze,
posiadajace uprawnienie organdw S$cigania, prowadza dochodzenia. Informacje dostar-
czone przez agencje wywiadowcze nie mogg stanowi¢ dowodu w sadzie. W ocenie DCAF
ten model jest najbardziej zgodny z euroatlantyckim modelem politycznym.

2. Model zintegrowany (The Integrated Model) — w tym modelu agencja wywiadowcza po-

siada uprawnienia $ledcze, w tym do zbierania dowodow w procesie karnym, ale nie ma
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uprawnien do zatrzymywania, aresztowania i przesluchiwania. Te czynno$ci agencja wy-

wiadowcza zleca policji lub innej instytucji np. urzedom antykorupcyjnym.

3. Model hybrydowy (The Hybrid Model) — w tym modelu stuzby wywiadowcze majg upraw-
nienia do aresztowania i Scigania karnego. Wywiad ma pelne uprawnienia w zakresie eg-
zekwowania prawa i bezpieczenstwa (prewencja, postgpowanie przygotowawcze, docho-
dzenie, inwigilacja, przeszukania, przeshuchania i aresztowanie). Moze to by¢ samodzielna
instytucja lub czgs$¢ ministerstwa lub policji. Zdaniem DCAF jest to prawdopodobnie naj-
bardziej kontrowersyjny model, poniewaz grozi mu centralizacja. Nadzwyczajne upraw-
nienia w jednej agencji panstwowej zwigkszaja zagrozenia zwigzane z naduzywaniem wia-
dzy”®. Jest to model dziatania stuzb specjalnych przyjety m.in. w Rosji i na Biatorusi.

Jak pisze DCAF w swoim raporcie: ,,W sferze euroatlantyckiej stuzby wywiadowcze naj-
czesciej nie posiadajg uprawnien dochodzeniowo-$ledczych. Wyjatkiem jest tu amerykanskie
Federalne Biuro Sledcze (FBI), w ramach ktérego dziata kontrwywiad i piony $ledcze. Poza
FBI rowniez kilka agencji wywiadowczych (wywiad wewngtrzny) w Europie wykorzystuje
zintegrowany model dzialania, sa to np. Agencja Bezpieczenstwa Wewngtrznego (ABW)
w Polsce, Policyjna Stuzba Wywiadowcza (PET) w Danii i irlandzka An Garda Siochana’”®.
Mozliwosci prowadzenia czynno$ci procesowych nie posiadaja np. stuzby Wielkiej Brytanii
(Security Service), ktore musza w tym zakresie wspotpracowac ze specjalnym oddziatem Poli-
cji (Special Branch). Podobnie jest w Republice Federalnej Niemiec, gdzie Federalny Urzad
Ochrony Konstytucji (Bundesamt fur Verfassungsschutz — BfV) wykonywanie czynnosci
karno-procesowych zleca Federalnemu Urzedowi Kryminalnemu — Grupie Zapasowej (Bunde-
skryminalamt — Sicherungsgruppe). W przypadku ABW jej funkcjonariusze moga dang osobg
zatrzymac, ale zatrzymana osoba przebywa w policyjnym areszcie i m.in. to odréznia ABW od
rosyjskiej Federalnej Stuzby Bezpieczenstwa, ktora jeszcze w 2005 roku dysponowata wia-
snymi aresztami $ledczymi i wigzieniami'®. Funkcjonariusze ABW prowadza czynnoéci $led-
cze na polecenie albo za zgoda prokuratora, ale np. materiaty z techniki operacyjnej mogg sta-
nowi¢ dowdd w sprawie. Czeska Informacyjna Stuzba Bezpieczenstwa (BIS) rowniez moze
korzysta¢ z techniki operacyjnej. Jednak czeski kodeks karny wyklucza wykorzystywanie uzy-
skanych w ten sposob przez BIS informacji w procesie karnym.

POWOLANIE URZEDU OCHRONY PANSTWA (UOP)

Wygrywajac pierwsze czgsciowo wolne wybory parlamentarne w Polsce, strona solidar-

nosciowa nie posiadata szczegotowej wizji przemian w zakresie systemu bezpieczenstwa

8 DCAF Thematic Brief, Counterintelligence and Law Enforcement Functions in the Intelligence Sector, s. 2,
https://dcaf.ch/counterintelligence—and—-law—enforcement—functions—intelligence—sector (22.03.2025).

® Ibidem.

10 Rosja wskrzesi stalinowski system wieziennictwa. "Umozliwi poprawe skutecznosci Sledztw", Onet,
https://www.fakt.pl/wydarzenia/rosja-reaktywuje-wiezienia-fsh-nowe-przepisy-o-aresztach-sledczych/vrhzpjt
(26.03.2025).
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panstwa. W swoim exposé w dniu 12 wrze$nia 1989 roku premier Tadeusz Mazowiecki, poza
wieloma aktualnymi problemami, przedstawil wizje nowego ustroju panstwa. W zalozeniach
miato to by¢ panstwo suwerenne, demokratyczne i praworzadne, ktore wszyscy — bez wzgledu
na $wiatopoglad, ideowe i polityczne zréznicowanie — mogliby uwazaé za pafistwo whasnell,
Panstwo miato byé budowane na ,,fundamencie prawa”?, ktore ,,nie moze by¢ instrumentem
panowania aparatu pafnstwowego ani zadnej grupy politycznej nad obywatelami”®. Premier
zapowiedzial przyspieszenie prac nad nowymi modyfikacjami prawa karnego, procedury kar-
nej oraz prawa o wykroczeniach, ,,ktore muszg spetnia¢ wymagania Migdzynarodowego Paktu
Praw Obywatelskich i Politycznych, prawa do obrony i prawa do sadu”*. W zakresie zmian
prawa prezes Rady Ministrow zapowiedzial rowniez zmiany w prawie cywilnym oraz reforme
ustroju sadow, ktdra bedzie zmierza¢ do zagwarantowania niezawistosci s¢dziowskiej. Szef
rzadu zapowiedziat takze inicjatywe ustawodawcza w sprawie powotania Krajowej Rady Sa-
downictwa. Kontrolg sgdowa miaty zostac¢ objete wszystkie decyzje administracyjne.

Cze$¢ wystapienia zostata poswigcona zagadnieniom bezpieczenstwa wewnetrznego.
Premier Mazowiecki odniost si¢ do stuzby Milicji Obywatelskiej: ,,W milicji widzimy stuzbe,
ktoéra w ramach prawa strzeze porzadku publicznego dajac obywatelom poczucie bezpieczen-
stwa. Mamy zrozumienie dla trudnej, czesto niebezpiecznej pracy jej funkcjonariuszy”*®. Row-
nocze$nie Tadeusz Mazowiecki stwierdzil, Ze rzad dostrzega potrzebg zasadniczych reform,
»jakie powinny nastagpi¢ w zwigzku z zachodzacymi w kraju przemianami demokratycz-
nymi”*®. Celem tych reform miato byé poddanie dziatan milicji kontroli prawa i opinii publicz-
nej. Premier odnidst si¢ rowniez do Stuzby Bezpieczenstwa, o ktorej powiedziat: ,,Zmienic¢ si¢
réwniez musi rozmiar i rola Stuzby Bezpieczenstwa w sytuacji przemian demokratycznych
i przywracania praw obywatelskich™’. W przypadku resortow sitowych Tadeusz Mazowiecki
zapowiedzial poddanie ich cywilnej kontroli: ,,Zarowno w sitach zbrojnych, jak tez w resorcie
spraw wewnetrznych powinny by¢ stworzone warunki do stosownego udzialu reprezentantow
roznych sit spoteczno-politycznych w wytyczaniu polityki i ocenie dziatalnosci jego orga-
néw”!8. Cytowane stwierdzenie zawiera wasciwie same ogolniki. Wynikatoby z niego, ze kie-
rowanie resortami sitowymi bedzie si¢ odbywac kolektywnie z udziatem innych sit politycz-
nych. Zabraklto w tym przemdéwieniu odniesienia do demokratycznych wartosci, na ktorych
nowy rzad bedzie budowal. Premier nie odniost si¢ nawet w sposdb ogdlny do takich podsta-
wowych kwestii jak: usytuowanie nowych stuzb specjalnych i ich zakres dzialania, sposoby

11 Oswiadczenie premiera Tadeusza Mazowieckiego z dnia 12 wrzesnia 1989, The legal path of polish freedom, http://po-
lishfreedom.pl/dokument/oswiadczenie—premiera—tadeusza—mazowieckiego-wygloszone—w-sejmie (25.03.2025).

12 |bidem.

3 Ibidem.

14 1bidem.

5 1bidem.

18 1bidem.

7 Ibidem.

18 The legal..., op. cit., http://polishfreedom.pl/dokument/oswiadczenie—premiera—tadeusza—mazowieckiego—
wygloszone—w-sejmie (25.03.2025).
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cywilnej kontroli resortéw sitowych czy tez uprawnienie, jakimi stluzby specjalne demokra-
tycznego panstwa beda dysponowac. Premier nie musiat w tym wypadku tworzy¢ ad hoc no-
wych koncepcji, wystarczyto odnies¢ si¢ do funkcjonujacych juz woéwczas modeli stuzb spe-
cjalnych w takich panstwach jak np. Republika Federalna Niemiec czy Wielka Brytania. W obu
tych krajach juz wowczas funkcjonowat tzw. model wyodrgbniony stuzb specjalnych, w kto-
rym agencje wywiadowcze nie posiadajg uprawnien dochodzeniowo-§ledczych, a informacje
przez nie dostarczane nie mogg stanowi¢ dowodéw w sadzie. Poza tym stuzby sg kontrolowane
I nadzorowane przez specjalne komisje parlamentu.

Jeszcze przed ukonstytuowaniem si¢ rzadu Tadeusza Mazowieckiego latem 1989 roku
wznowito dzialalno§¢ Spoleczne Centrum Inicjatyw Ustawodawczych przy NSZZ ,,Solidar-
no$¢”. W ramach centrum zwigzany z opozycja demokratyczng profesor nauk prawnych Jan
Widacki stworzyt zespot, zajmujacy sie gigboka nowelizacja ustaw policyjnych. Zespét cheiat
przygotowac¢ dorazng nowelizacj¢ ustawy z 1983 roku ,,0 urzedzie Ministra Spraw Wewnetrz-
nych i zakresie dziatania podlegltych mu organéw”, ale ze wzgledu na fakt, iz ministerstwo
spraw wewnetrznych pod kierownictwem gen. Czestawa Kiszczaka rozpoczeto prace nie nad
nowelizacjami, ale nad zupelnie nowymi ustawami policyjnymi, zespét zdecydowat o przygo-
towaniu w tajemnicy autorskich projektow ustaw w tym zakresie. Do konca prac zespotu nie
byto decyzji, jaka ma by¢ nazwa nowego urzgdu zajmujacego ochrong panstwa. Niektorzy
Z cztonkdéw proponowali na wzdr niemiecki nazwe: ,,Urzad Ochrony Konstytucji”. Oceniajac
po latach koncepcje wypracowywane przez swoj zespot Jan Widacki stwierdzit: ,,z perspek-
tywy oceniam, ze juz wowczas ze struktury MSW nalezato wylaczy¢ wywiad”®. I dalej: ,,Nowa
ustawa nie do$¢ uwzgledniata specyfike wywiadu, nie regulowata, na przyktad, co mu wolno
w kraju, co za granicg (tej kwestii zresztg nie rozwigzano do dzi$), oficeréw wywiadu, nie wia-
domo po co, wyposazono w caty arsenal srodkow przymusu bezposredniego 1 przyznano im
prawo do uzycia broni palnej, tak, jakby wywiad byt jakas odmiang policji. Z catg jednak pew-
no$cig, ustawa stwarzala podstawe prawng do organizacji nowoczesnego 1 sprawnego urzedu,
dziatajacego w warunkach demokratycznego pafistwa prawa”?’. Trudno sie zgodzi¢ z ocena
J. Widackiego, bowiem juz w momencie tworzenia UOP dominujagcym modelem stuzb specjal-
nych w dojrzatych demokracjach zachodnich, takich jak np. Niemcy czy Wielka Brytania, byt
model zaktadajacy rozdzielenie stuzb wywiadowczych od stuzb policyjnych, tzn. stuzby spe-
cjalne byly pozbawione uprawnien dochodzeniowo-§ledczych i1 byty poddane kontroli parla-
mentu. Struktura i zadania nowo powotanego UOP-u byty wzorowane na Stuzbie Bezpieczen-
stwa, ktora realizowala zadania policji polityczne;.

Projekty ustaw przygotowane przez zespot J. Widackiego trafity do Sejmu 18 stycznia
1990 r. jako projekty grupy postow Obywatelskiego Klubu Parlamentarnego (OKP). W dniu

7.02.1990 roku do marszatka Sejmu trafity rowniez projekty ustaw policyjnych opracowane

19 J. Widacki, Prehistoria UOP, ,Przeglad Bezpieczenstwa Wewnetrznego. Wydanie specjalne: 20-lecie
UOP/ABW?” 2010, s. 21.
20 1hidem.
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przez ministerstwo spraw wewnetrznych. Po pierwszym czytaniu na posiedzeniu Sejmu w dniu
9 lutego 1990 roku wszystkie projekty zostaty przekazane do dwoch sejmowych komis;ji: ad-
ministracji i spraw wewnetrznych oraz komisji ustawodawczej. Ostatecznie projekty ustaw
byly procedowane w ramach utworzonej w tym celu podkomisji pod przewodnictwem posta
OKP Jerzego Zimowskiego. W trakcie prac komisji zdecydowano, iz nowa stuzba bedzie rea-
lizowata zaré6wno zadania wywiadowcze, jak i kontrwywiadowcze. Jednak nie brakowato zwo-
lennikéw wyodrebnienia wywiadu w samodzielng agencje?l. Kolejnym dylematem, jaki mu-
siata rozstrzygna¢ sejmowa podkomisja byta kwestia podlegtosci nowej stuzby. Propozycje
byty rézne, postulowano m.in. podporzadkowanie jej ministrowi obrony narodowej ze wzgledu
na tradycje II RP. Pojawila si¢ rowniez propozycja, zeby w ogdle zrezygnowac z cywilnego
wywiadu i kontrwywiadu, a zadania w tym zakresie powierzy¢ stuzbom wojskowym. Rozpa-
trywano ro6zne warianty, jednak jeden z nich w ogole nie byt brany pod uwage, nikt nie propo-
nowal podporzadkowania nowej stuzby prezydentowi, gldwnie ze wzgledu na fakt, iz prezy-
dentem byt wowczas Wojciech Jaruzelski??. Wielu zwolennikéw mial natomiast pomyst pod-
porzadkowania stuzb specjalnych prezesowi Rady Ministréw, jednak temu rozwigzaniu prze-
ciwstawial si¢ poset Jerzy Zimowski (Obywatelski Klub Parlamentarny), ktory grat gldowna role
w ramach komisji. J. Zimowski przekonywal, iz podporzadkowanie premierowi powoduje
pewne niebezpieczenstwa polityczne, gdyz sa to stuzby narazone na prowokacje. Kazdy pro-
blem w ramach stuzb powodowatby gleboki kryzys polityczny. Poglad ten zostal przyjety przez
pozostalych cztonkdéw komisji 1 az do 1 pazdziernika 1996 r. UOP funkcjonowat w strukturach
ministerstwa spraw wewnetrznych. Warto przytoczy¢ opini¢ Zbigniewa Siemigtkowskiego na
temat podporzadkowania UOP-u szefowi MSW: , Nowa solidarno$ciowa wtadza bardzo chet-
nie przejmowala tradycj¢ z minionego okresu. Wygodna wydawata si¢ jej sytuacja, w ktorej
w jednych rekach skupiona zostata wtadza nad calym systemem bezpieczenstwa panstwa. P6z-
niejsze wynaturzenia byly tego konsekwencjg”?3. | dalej: ,,Byt to model, ktéry wowczas nie
funkcjonowat juz nawet w Rosji”?,

Po dyskusji 1 zakonczeniu prac podkomisji projekty trzech ustaw: o Policji, o Urzedzie
Ochrony Panstwa oraz o Urzedzie Ministra Spraw Wewnetrznych zostaly uchwalone na posie-
dzeniu Sejmu w dniu 6.04.1990 roku?®. W dniu 10.05.1990 roku zostalo wydane zarzadzenie
nr 043/90 ministra spraw wewngtrznych, ktore stato si¢ podstawa do wstrzymania pracy Stuzby

Bezpieczenstwa?®,

21 7. Siemiatkowski, Transformacja stuzb specjalnych w latach 90. XX wieku. Dylematy rozwoju , [w:] Z. Na-
wrocki (red.), Urzqd Ochrony Panstwa 1990-2002, Agencja Bezpieczenstwa Wewnetrznego 2015, s. 154.

22 1bidem, s. 155.

23 7. Siemigtkowski, Ksztattowanie sie systemu cywilnej demokratycznej kontroli nad stuzbami specjalnymi RP,
[w:] D. Waniek (red.), Lewica w praktyce rzgdzenia, Torun 2010, s. 155.

24 1bidem.

%5 R. Leskiewicz, Od Stuzby Bezpieczenstwa do Urzedu Ochrony Panstwa, ,Dzieje Najnowsze” 2016, rocznik
XLV, s. 173, https://apcz.umk.pl/czasopisma/index.php/DN/article/view/DN.2016.1.09 (25.03.2025).

% Zarzadzenie nr 043/90 ministra spraw wewnetrznych z dnia 10.05.1990 r. w sprawie zaprzestania dzialalno$ci
Stuzby Bezpieczenstwa, [w:] A. Jusupovi¢, R. Leskiewicz (red.), Historyczno—prawna analiza struktur organéw
bezpieczenstwa panstwa w Polsce Ludowej (1944—1990). Zbior studiow, IPN, Warszawa 2013, s. 295-297.
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W wyniku dokonanych zmian Tadeusz Mazowiecki w dniu 11.05.1990 r. powotat do-
tychczasowego wiceministra spraw wewnetrznych wywodzacego si¢ z szeregdw solidarnoscio-
wej opozycji Krzysztofa Koztowskiego na stanowisko szefa Urzgdu Ochrony Panstwa. Podsta-
wowa kwestig podczas reformy stuzb specjalnych byto przyjecie koncepcji przeprowadzenia
zmian. Opcja zerowa zaktadata likwidacje wszystkich stuzb specjalnych odziedziczonych po
poprzednim systemie, potaczong ze zwolnieniem ze stuzby wszystkich funkcjonariuszy, model
mieszany z kolei zmierzat do pozostawienia czesci funkcjonariuszy bytej SB i przyjecie do
stuzby ludzi nowych. Taki wtasnie model dziatania przyjat Krzysztof Koztowski, ktory uwazat,
ze ,,opcja zerowa” doprowadzitaby do znacznego ostabienia bezpieczenstwa kraju: ,,Wyrzuci¢
wszystkich, to znaczy rozbroi¢ panstwo”?’,

Krokiem w strong kontroli politycznej nad resortami sitowymi bylo powotanie Politycz-
nego Komitetu Doradczego przy Ministrze Spraw Wewngetrznych i nadanie mu statutu na pod-
stawie Rozporzadzenia Rady Ministrow z dnia 9 lipca 1990 roku (Dz.U.90.47.279)%. Zadaniem
komitetu bylo ,,doradztwo i konsultacja w weztowych sprawach nalezacych do zakresu dziata-
nia Ministra Spraw Wewnetrznych oraz podleglych mu centralnych organdéw administracji pan-
stwowej”?°. W sktad komitetu wchodzito 7 do 9 cztonkéw powotywanych przez prezesa Rady
Ministrow na wniosek ministra spraw wewnetrznych, w tym Szef Urzedu Ochrony Panstwa
I Komendant Gtéwny Policji. Minister spraw wewngtrznych sktadal okresowe sprawozdania
premierowi z prac komitetu. Opinie komitetu nie miaty charakteru wiazacego, z tego tez po-
wodu jego rola byta symboliczna®.

Zgodnie z Ustawg o Urzedzie Ochrony Pafistwa z dnia 6 kwietnia 1990 1.3, chociaz Szef
UOP byt centralnym organem administracji panstwowej w sprawach ochrony bezpieczenstwa
panstwa, to podlegal ministrowi spraw wewnetrznych. Dopiero w roku 1996 sytuacja ulegla
zmianie 1 UOP zostat wytaczony ze struktur MSW 1 podporzadkowany bezposrednio prezesowi
Rady Ministrow. Struktura organizacyjna UOP zostata okreslona zarzadzeniem prezesa Rady
Ministrow??, w ramach urzedu funkcjonowaty jednostki organizacyjne w randze zarzadoéw
i biur. Wérod nich dziatat Zarzad Wywiadu i Zarzad Kontrwywiadu. Podstawe kadrowa nowej
stuzby stanowili pozytywnie zweryfikowani funkcjonariusze Stuzby Bezpieczenstwa. Zgodnie

z rozkazem personalnym nr 01 z dnia 12 lipca 1990 roku dyrektorami wigkszosci zarzadow

27 A Podolski, Stuzby specjalne demokratycznego panstwa. Cywilne stuzby specjalne III RP— préba bilansu, ,,\Wy-
danie Specjalne Przegladu Bezpieczenstwa Wewngtrznego”, Materialy konferencyjne, 5.12.2011,
https://www.zbfsop.pl/archiwum/index.php/archiwum/642—wydspec—prz—bezpwewn.html (20.03.2025).

28 A. Zebrowski, Ewolucja polskich stuzb specjalnych. Wybrane obszary walki informacyjnej wywiad i kontrwy-
wiad w latach 1989-2003, Krakow 2005, s. 294.

29 Rozporzadzenie Rady Ministrow z dnia 9 lipca w sprawie powotania Politycznego Komitetu Doradczego przy
Ministrze Spraw Wewnetrznych oraz nadania mu statutu, (Dz.U. z 1990 r. nr 47, poz. 279)
https://www.prawo.pl/akty/dz—u-1990-47-279,16793693.html (23.03.2025).

30 A. Zebrowski, Ewolucja..., op. Cit., s. 294.

81 Ustawa z dnia 6 kwietnia 1990 r. o Urzedzie Ochrony Pafstwa (Dz.U. z 1990 r. nr 30, poz. 180),
http://isap.sejm.gov.pl/isap.nsf/download.xsp/WDU19900300180/0/D19900180.pdf (23.03.2025).

32 7arzadzenie nr 39 prezesa Rady Ministrow z dnia 4 lipca 1990 roku w sprawie szczegbtowego okreslenia zadan
oraz struktury organizacyjnej Urzedu Ochrony Panstwa, [w:] A. Jusupovi¢, R. Leskiewicz (red.), Historyczno-
prawna..., op. Cit., s. 305-307.
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i biur zostali mianowani byli oficerowie SB, z wyjatkiem: Zarzadu Sledczego, Biura Koordy-
nacji i Prognoz, Biura Analiz i Informacji oraz Biura Kadr®. Jesli chodzi o sktad kadrowy, to
wiekszos$¢ funkcjonariuszy poszczegdlnych piondw stanowili oficerowie b. SB, jedynym wy-
jatkiem w roku 1990 bylo nowo powotane Biuro Analiz i Informacji. W pazdzierniku 1990
roku biuro zatrudniato okoto 80 0sob (stan etatowy okreslono na 125 pracownikow). Polowe
funkcjonariuszy stanowili nowi ludzie®*.

W chwili swojego powotania Urzad Ochrony Panstwa jako pierwsza cywilna stuzba spe-
cjalna demokratycznego panstwa posiadatl uprawnienia do wykonywania w granicach swoich
zadan czynnosci operacyjno-rozpoznawczych i dochodzeniowo-sledczych. Od poczatku tez ist-
nienia UOP jego funkcjonariuszom przy wykonywaniu czynnosci dochodzeniowo-§ledczych
przystugiwaly uprawnienia procesowe policjantow wynikajace z przepisOw Kodeksu postepo-
wania karnego. Szczegoétowe uprawnienia procesowe funkcjonariuszy UOP zostaly opisane
w art. 7.1. ustawy, zgodnie z ktérym mieli oni prawo do:

1. legitymowania os6b w celu ustalenia ich tozsamosci,

2. zatrzymywania osob w trybie 1 w wypadkach okreslonych w przepisach Kodeksu po-
stepowania karnego,

3. przeszukania 0s6b i pomieszczen w trybie i wypadkach okreslonych w przepisach Ko-
deksu postepowania karnego i1 innych ustawach,

4. dokonywania kontroli osobistej, a takze przegladania zawarto$ci bagazy i1 sprawdzania
tadunku w portach i na dworcach oraz w srodkach transportu ladowego, powietrznego
I wodnego w razie istnienia uzasadnionego podejrzenia popelnienia czynu zabronio-
nego pod grozba kary,

5. zadania niezbednej pomocy od instytucji panstwowych, organéw administracji rzado-
wej i samorzadu terytorialnego oraz jednostek gospodarczych prowadzacych dziatal-
nos$¢ w zakresie uzytecznosci publicznej; wymienione instytucje, organy i jednostki ob-
owigzane s3, w zakresie swojego dziatania, do udzielenia tej pomocy, w zakresie obo-
wigzujacych przepiséw prawa,

6. zwracania si¢ o niezb¢dng pomoc do innych jednostek gospodarczych i organizacji spo-
tecznych, jak réwniez zwracania si¢ w nagtych wypadkach do kazdej osoby o udzielenie
doraznej pomocy w ramach obowigzujacych przepisow prawa®.

W teks$cie jednolitym wyzej wymienionej ustawy wprowadzono rozréznienie na czyn-
nos$ci operacyjno-rozpoznawcze (w konkretnych sprawach — dopisek moj W.G.) i dochodze-
niowo-§ledcze w celu rozpoznania, zapobiegania i wykrywania przestgpstw, a takze czynnos$ci
operacyjno-rozpoznawcze prowadzone w celu uzyskania informacji istotnych dla ochrony bez-

pieczefstwa panstwa.

33 Rozkaz personalny nr 01 z dnia 12 lipca 1990, [w:] K. Koztowski, Rewolucja po polsku, ,,Przeglad Bezpieczen-
stwa Wewnetrznego. Wydanie specjalne: 20—-lecie UOP/ABW” 2010, s. 16-17.

3 K. Miodowicz, Wszystko zaczeto sie w Krakowie, ,,Przeglad Bezpieczefstwa Wewnetrznego. Wydanie spe-
cjalne: 20-lecie UOP/ABW” 2010, s. 56.

3 Dz.U. z 1990 r. nr 30, poz. 180 z pdzn. zm.
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Kwestia posiadania przez Urzad Ochrony Panstwa uprawnien dochodzeniowo- $led-
czych stanowita jeden z gtéwnych problemow, ktory stangt przed tworcami reformy stuzb spe-
cjalnych w roku 1990. Parlamentarzysci zgtaszajacy projekt poselski ustawy o ochronie bez-
pieczenstwa 1 porzadku publicznego oraz bezpieczenstwa obywateli i organach wlasciwych
w tych sprawach z dnia 18.01.1990 r.*® sami okre$lali w uzasadnieniu do projektu kwestie przy-
znania nowemu urzedowi uprawnien $ledczych jako ,,dyskusyjng”. Postanowili jednak wypo-
sazy¢ UOP w takie uprawnienia, jako uzasadnienie wskazali, iz nieprzyznanie uprawnien pro-
cesowych skutkowatoby m.in. ograniczeniem pracy UOP do wykonywania czynno$ci opera-
cyjnych, ktore pozbawione by byly kontroli prokuratorskiej i sadowej, co w domysle mogto
prowadzi¢ do naduzy¢. Rozpoczete sprawy urzad musiatby ponadto przekazywaé Policji, co
doprowadzitoby do $cistej wspotpracy miedzy tymi instytucjami i zdominowania Policji przez
UOP, czego autorzy projektu sie obawiali *’.

Dylemat ten byt tym wigkszy, iz cztonkowie zespolu opracowujacego zatozenia reformy
musieli zdawaé sobie sprawe, iz w zasadzie zadna z zachodnich stuzb ochrony panstwa nie
posiada takich uprawniefn. Po wielu dyskusjach zdecydowano, ze UOP bedzie jednak stuzba
0 charakterze $ledczym. Przewazyty tu argumenty posta J. Zimowskiego (OKP), ktore sprowa-
dzi¢ mozna do pogladu, iz nowa stluzba powinna nie tylko rozpoznawaé zagrozenia i informo-
wac o nich, ale rowniez aktywnie §ciga¢ ich sprawcow. W przeciwnym razie moze nastgpi¢
pomieszanie odpowiedzialnosci. ,,Nastgpi — argumentowat poset J. Zimowski — pewne pomie-
szanie, zatarcie 1 jednocze$nie rozmycie odpowiedzialnosci. Ten, kto wykryl przestepstwo,
ujawnit je, niechze juz odpowiada za caty efekt swojej pracy; niech nie bedzie tak, ze ten, kto
btednie prowadzit §ledztwo w przypadku niepowodzenia stwierdzi, Ze nie jego wina, tylko
urzedu, ktory zle sprawe rozpoczat. Z kolei urzad, ktory sprawe rozpoczat, moze powiedziec:
ja dobrze zaczalem, ale tamci nie potrafili przeprowadzi¢ tego do konca. W zwiazku z tym
zatarlaby si¢ rOwniez granica odpowiedzialnosci za merytoryczny wynik dziatan. Przyjelismy
wigc, ze Urzad Ochrony Panstwa rowniez powinien by¢ wyposazony w mozliwo$¢ prowadze-
nia czynnosci procesowych”®,

Urzad Ochrony Panstwa zostal zlikwidowany w roku 2002 i w jego miejsce powolano
w dniu 29 czerwca 2002 roku Agencje Bezpieczenstwa Wewnetrznego 1 Agencje Wywiadu.
Nad zalozeniami dwczesnej reformy pracowat zespdt zwigzany ze srodowiskiem Sojuszu Le-
wicy Demokratycznej. Efektem pracy tego zespohu byt dokument analityczny pt. Opcja 2001%.

W zakresie bezpieczenstwa wewnetrznego panstwa projekt zaktadal powotanie nowej agencji

3 Poselski Ustawy o ochronie bezpieczenstwa i porzadku publicznego oraz bezpieczenstwa obywateli i organach
wlasciwych  w  tych sprawach z dnia 18.01.1990 r. (druk 202), https://orka.sejm.gov.pl/Dru-
kiXka.nsf/0/E06461C74FOFE271C12589DA004128EE/$file/202.pdf (28.08.2025)

37 Por. S. Hoc, Geneza ustawy o Urzedzie Ochrony Panstwa, ,,Przeglad Bezpieczenstwa Wewnetrznego. Wydanie
specjalne z okazji 80. rocznicy urodzin Krzysztofa Koztowskiego, pierwszego Szefa Urzedu Ochrony Panstwa”
2011, s. 99-111.

3. Zimowski, Wystgpienie parlamentarne z dnia 6 kwietnia 1990 r., ,,Przeglad Bezpieczenstwa Wewnetrznego.
Woydanie specjalne. 20—lecie UOP/ABW” 2010, s. 29.

3 Opcja 2001. Przyszto$é polskich stuzb specjalnych, Warszawa 2001.
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bezpieczenstwa wewnetrznego. Agencja miala by¢ powolana ustawa jako centralny organ ad-
ministracji panstwowej wlasciwy w sprawach bezpieczenstwa wewngtrznego i ochrony po-
rzadku konstytucyjnego. Zadania agencji mialy si¢ koncentrowa¢ na wykrywaniu i zwalczaniu
najciezszych przestepstw przeciwko panstwu, czyli przeciw porzadkowi konstytucyjnemu, su-
werennosci, tajemnicom panstwowym, interesom ekonomicznym, politycznym i wojskowym.
Agencja miata si¢ rowniez zajmowac przestepczoscig zorganizowang i korupcyjng. Realizacja
tych zadan byla zwigzana z koniecznoscig dziatania w strukturach agencji pionu $ledczego,

ktéry wspotpracowatby z prokuratura.

CYWILNE SLUZBY SPECJALNE A SYSTEM POLITYCZNY CZECHOSLOWACJI
W LATACH 1989-1992

Poczatek aksamitnej rewolucji (sametova revoluce) wigze si¢ z powotaniem w dniu 19 li-
stopada 1989 roku Forum Obywatelskiego (OF). Forum w dniach 26.11. — 28.11.1989 przyj¢to
dwa gtéwne dokumenty programowe: ,,Co chceme” (podstawy programowe) oraz ,,Co jsme”
(dokument okre$lajacy strukture organizacyjna ruchu)*®. Zgodnie z programem OF Republika
Czechostowacka miata by¢ demokratycznym panstwem prawa w duchu tradycji panstwowosci
czechostowackiej i w duchu miedzynarodowych zasad, ogtoszonych w Powszechnej Deklaracji
Praw Czlowieka 1 Migdzynarodowym Pakcie Praw Obywatelskich i1 Politycznych. W duchu
tych deklaracji miata by¢ wypracowana nowa konstytucja. W dniu 29 grudnia 1989 roku Zgro-
madzenie Federalne jednoglo$nie wybrato Vaclava Havla na prezydenta Czechostowackiej Re-
publiki Socjalistycznej. Od tego momentu Havel i zwigzane z nim $rodowisko stat si¢ jednym
z gtownych czynnikow sprawczych zmian w federalnym Ministerstwie Spraw Wewngetrznych
i czechostowackich stuzbach specjalnych.

W dniach 8-9 czerwca 1990 odbyty si¢ pierwsze wolne wybory po upadku komunizmu
w Czechostowacji. W obu izbach parlamentu federalnego, w ich czeskiej czgsci Forum Oby-
watelskie zyskato bezpieczng przewage nad innymi podmiotami**. Nowe Zgromadzenie Fede-
ralne w dniu 5 lipca 1990 roku ponownie wybrato Vaclava Havla na urzad prezydenta republiki.
Weczesniej, w dniu 27.06.1990, Zgromadzenie Federalne powierzylo misje utworzenia rzadu
federalnego Marianowi Calfie. W swoim expose premier stwierdzit: ,,Polityka bezpieczenstwa
panstwa bgdzie respektowac i chroni¢ prawa cztowieka. W interesie ochrony obywateli zostaty
zniesione wszystkie struktury StB i niektore inne oddziaty struktur Federalnego Ministerstwa
Spraw Wewnetrznych. Rownoczesnie powotuje si¢ Urzad ds. Ochrony Konstytucji i Demokra-
cji” 1 dalej: ,,Urzad bedzie dziata¢ poza strukturami Federalnego Ministerstwa Spraw We-
wnetrznych, a jego dyrektor bedzie odpowiedzialny za wypetnianie swojej funkcji przed Zgro-
madzeniem Federalnym. Jeszcze w trakcie tego roku zostanie stworzony nowy model dziatal-

nosci tej sluzby informacyjnej. Do konca roku begda przygotowane nowe ustawy dotyczace

40 J. Bure$, Obcanské forum, Plzet 2007, s. 127.
4 K. Vodicka, L. Cadaba, Politicky systém Ceské republiky, Praha 2011, s. 273
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ministerstwa spraw wewnetrznych, ktore zapewnia prawna kontrole tej instytucji”’*2. Na temat
koncepcji zmian w stuzbach specjalnych wypowiadat si¢ rowniez prezydent Vaclav Havel,
ktory w przemoédwieniu przed Zgromadzeniem Federalnym w dniu 29.06.1990 r. wskazal naste-
pujace kierunki zmian: ,,Wazng ingerencja do struktury organow federalnych miatoby by¢ po-
wotanie federalnego Urzedu Ochrony Konstytucji i Demokracji. Urzad ten miatby by¢ samo-
dzielng i niezalezng od rzadu cze¢sécig wladzy wykonawczej, odpowiedzialng przed Zgromadze-
niem Federalnym w ten sposéb, ze jego pozycja bytaby porownywalna z pozycja Prokuratury
Generalnej CSFR. Po tym, kiedy system totalitarny skoncentrowal ogromna cz¢$¢ legalne;j
I nielegalnej wtadzy w ramach federalnego ministerstwa spraw wewnetrznych, wydaje mi si¢
rzeczg praktyczng i bardzo wlasciwa rozdzieli¢ niektore jego funkcje poprzez wzmocnienie
narodowych ministerstw spraw wewngtrznych i uproszczenie ich relacji z ministerstwem fede-
ralnym, jak réwniez usamodzielnienie federalnego Urzedu Ochrony Konstytucji i Demokracji
jako relatywnie matej, ale za to bardzo efektywnej i nowoczesnie zaprojektowanej jednostki,
ktora by skutecznie rozpoznawata wywiadowczo niebezpieczenstwa ze strony krajowego i mig-
dzynarodowego terroryzmu, szerzenia rasizmu, nienawisci 1 przemocy mi¢dzy narodami, mig-
dzynarodowego handlu narkotykami itp. Instytucji, ktéra by proponowata ministerstwu spraw
wewnetrznych sposoby czynnego przeciwstawiania si¢ tym niebezpieczenstwom’*,

Jak pisze Jan Civin: ,,Decydujaca rol¢ w czechostowackiej transformacji odegrali Marian
Calfa i Vaclav Havel. Calfa miat jako funkcjonariusz Komunistycznej Partii Czechostowacji
(KSC) bezposrednie doswiadczenia z funkcjonowaniem resortow sitowych. Znat wzajemne
stosunki 1 powigzania kluczowych os6b wewnatrz elity rzadzacej. Innymi stowy: miat poli-
tyczne ,,know how”, ktdrego nie posiadat ruch demokratyczny”*,

W przeciwienstwie do Polski elity polityczne w Czechostowacji wlasciwie od poczatku
zmian ustrojowych wyrazaty wspdlne stanowisko w zakresie budowy nowych stuzb specjal-
nych demokratycznego panstwa. Przedstawione w stanowiskach obu politykow szczegoty tych
koncepcji wskazuja na przyjecie docelowego modelu funkcjonujacego w takich krajach jak
Wielka Brytania i Niemcy. W obu tych krajach juz woéwczas funkcjonowat tzw. model wyod-
rebniony stuzb specjalnych, w ktorym agencje wywiadowcze nie posiadajg uprawnien docho-
dzeniowo-sledczych 1 sg zlokalizowane poza resortem spraw wewnetrznych. Charaktery-
styczna jest tu zwlaszcza proponowana nazwa nowej stuzby, ktéra wprost nawigzuje do nie-
mieckiego Urzedu Ochrony Konstytucji.

Mimo faktu, iz wybory w roku 1990 do Zgromadzenia Federalnego wygraty ugrupowania

opozycji demokratycznej, zgromadzeniu nie udato si¢ uchwali¢ nowej czechostowackiej

42 programové prohldsent viady, Vidda Maridna Calfy (27.06.1990-02.07.1992), https://www.vlada.cz/assets/cle-
nove-vlady/historie-minulych-vlad/prehled-vlad-cr/1990-1992-csfr/marian-calfa-1/ppv-1989-1990-calfal.pdf
(17.03.2025).

% V. Havel, Projev prezidenta CSFR Viéclava Havla ve Federdlnim shromdzdeni z 29.06.1990,
https://www.vaclavhavel.cz (17.03.2025).

4 ]. Civin, Rdmcovd charakteristika Geskoslovenské tranzice 1989 — 1990, https://journals.muni.cz/cepsr/arti-
cle/view/4031 (17.03.2025).
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konstytucji. Stalo si¢ tak glownie ze wzgledu na narastajace réznice dotyczace wizji przysztosci
wspolnego panstwa pomiedzy Czechami a Stowakami. Jednak parlament federalny przyjat inny
wazny dokument, ktory od uchwalenia 9 stycznia 1991 roku do rozpadu federacji stat si¢ swego
rodzaju konstytucja. Chodzi tu o Kart¢ Podstawowych Praw i Swobdd (Listina zakladnich prav
a svobod,)*. Dokument ten powstal m.in. na podstawie ,,0golnej deklaracji praw cztowieka”
(1948), ,,Miedzynarodowego uktadu o prawach ekonomicznych, socjalnych i kulturalnych”
(1966) 1 ,,Europejskiej konwencji o ochronie praw cztowieka i praw podstawowych” (1950)
I ,,Europejskiej karty spotecznej”. Jak podkreslono we wstepnych przepisach Karty, panstwo
jest ufundowane na warto$ciach demokratycznych i1 nie moze by¢ zwigzane na wylacznos¢

z 7zadng ideologig ani religia.

POWOLANIE FEDERALNYCH, CYWILNYCH SLUZB SPECJALNYCH
— KONTRWYWIADU | WYWIADU

W dniu 31 stycznia 1990 roku zostat wydany rozkaz ministra spraw wewnetrznych CSSR
nr 16/1990, na mocy ktdérego zostala zlikwidowana czechostowacka Stuzba Bezpieczenstwa
(StB) i rownoczesnie wprowadzono nowa strukture organizacyjna ministerstwa“*®. Na mocy tego
rozkazu jako czgs¢ MSW zostal powotany Urzad Federalnego Ministerstwa Spraw Wewngtrz-
nych ds. Ochrony Konstytucji i Demokracji (Ufad Federalniho Ministerstva Vnitra na Ochranu
Ustavy a Demokracie — UOUD), pozniejszy kontrwywiad cywilny oraz Stuzba Wywiadowcza
Federalnego Ministerstwa Spraw Wewnetrznych (Zpravodajska sluzba Federalniho Ministerstva
V/nitra) — wywiad cywilny. Do czasu rozpadu wspolnego panstwa Czechéw i Stowakow stuzby
te kilkukrotnie zmienity nazwy. Z dniem 15 lutego 1990 StB zostata zniesiona jako organizacja.
W tym dniu jej funkcjonariusze musieli zamkng¢ prowadzone sprawy 1 odda¢ bron stuzbowa.

W roku 1990 dyrektor Urzgdu Federalnego Ministerstwa Spraw Wewngetrznych ds.
Ochrony Konstytucji i Demokracji (UOUD) Jifi Miiller rozpoczal prace nad projektem ustawy
o shuzbach informacyjnych. Jako podstawowa zasad¢ budowy nowej stuzby przyjeto pozba-
wienie jej wszelkich uprawnien policyjnych 1 $ledczych. Stuzba miata by¢ ponadpartyjna.
Glownym jej zadaniem miata by¢ obrona interesow panstwa. Apolitycznos¢ miata by¢ zagwa-
rantowana instytucjonalnie poprzez podporzadkowanie stuzby parlamentowi, w ktorym repre-
zentowane sg wszystkie sity polityczne, w tym réwniez aktualna opozycja. Panowala wowczas
obawa, ze ewentualny jednopartyjny rzad mogtby wykorzysta¢ stuzbe do walki polityczne;.
Dyrektor stuzby mial by¢ powolywany przez prezydenta republiki na wniosek rzadu federal-

nego, ktéry roéwnocze$nie decydowalby o strukturze organizacyjnej i1 stanie etatowym

4 Listina zakladnich prav a svobod, Ustavni zdkon & 2/1993 Sb., Ustavni zdkon & 23/1991 Sb,
https://www.psp.cz/docs/laws/listina.html (20.03.2025)

4 K. Zetocha, Zpravodajské sluzby v nové demokracii: Ceskd republika, Brno 2008, s. 42, https://is.muni.cz/th/id-
fhl/Zetocha-Disertace_2008.pdf (20.02.2025).
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instytucji. Stuzba miata przetwarza¢ informacje pochodzace nie tylko ze zrédet otwartych, ale
réwniez agenturalnych oraz pochodzace z techniki operacyjnej*’.

Jak pisal Petr Zeman, ktory w latach 1998-2001 petnit funkcje dyrektora czeskiego wywiadu
cywilnego (UZSI): ,,0 cywilng shuzbe wewnetrzng zostata stoczona zacieta i we wlasciwym tego
stowa znaczeniu — polityczna walka — chodzito o to, czy uda si¢ ta stuzbg zakotwiczy¢ poza mini-
sterstwem spraw wewnetrznych i w ten sposob odrézni¢ ja od modelu komunistycznego™.

Mozna stwierdzi¢, iz jeszcze za czaséw wspolnego panstwa Czechow i1 Stowakow stuzby
miaty by¢ kontrolowane przez parlament, a ich dziatalno§¢ miata by¢ ograniczona do groma-
dzenia informacji, bez uprawnien dochodzeniowo-§ledczych. Ten typ organizacji wywiadow-

czej jest charakterystyczny dla liberalnej demokraciji.

CYWILNE SLUZBY SPECJALNE | ROZPAD CZESKIEJ | SLOWACKIEJ
REPUBLIKI FEDERACYJNEJ (1992 -1994)

Z koncem 1990 roku rozpoczety si¢ dwa wazne procesy polityczne, z jednej strony byt
to powolny rozpad Klubu parlamentarnego Forum Obywatelskiego, z drugiej za$ stopniowe
rozchodzenie si¢ drog politycznych Czechéw i Stowakéw. Do podziatu Czechostowacji doszto
z dniem 1 stycznia 1993 roku. Najwazniejszym wydarzeniem, ktére miato miejsce jeszcze
przed formalnym rozwigzaniem wspolnego panstwa Czechow i Stowakoéw, byto uchwalenie
Konstytucji Republiki Czeskiej w dniu 16 grudnia 1992 roku. Ustawa zasadnicza RC weszta
w zycie z dniem 1 stycznia 1993, kiedy formalnie zostalo proklamowane czeskie panstwo.
Rownoczesnie Czeska Rada Narodowa przyjeta do porzadku konstytucyjnego uchwalong juz
w czasach federacji Karte Praw Podstawowych i Wolnosci. ,,Konstytucja w wezszym tego
stowa znaczeniu 1 Karta Praw Podstawowych 1 Wolnosci jako katalog podstawowych praw
i wolnosci — tworza jadro porzadku konstytucyjnego Republiki Czeskiej*°.

W roku 1994 zostaty uchwalone dwie ustawy, ktore staty si¢ podstawg dziatania stuzb
specjalnych w Czechach: Ustawa Nr 153/1994 o stuzbach wywiadowczych Republiki Czeskiej
(Zakon ¢&. 153/1994 Sb., Zakon o zpravodajskych sluzbach Ceské republiky)® i Ustawa Nr
154/1994 o Informacyjnej Stuzbie Bezpieczenstwa (Zakon ¢. 154/1994 Sb., Zakon o bez-
pecnostni informaéni sluzbg&)®. Ustawa z dnia 7 lipca 1994 roku o stuzbach informacyjnych
Republiki Czeskiej w § 3 powotata dwie cywilne stuzby wywiadowcze Republiki Czeskiej:
Informacyjng Stuzbe Bezpieczenstwa (Bezpecnostni informacni sluzba —BIS) 1 Urzad Stosun-

kow Zagranicznych i Informacji (Utad pro zahraniéni styky a informace —UZS]I).

47 Ibidem.

48 p, Zeman, Historie a limity debat o reformé zpravodajskych sluzeb v CR aneb umime si uz nalit ¢istého vina?,
Europeum, http://old.europeum.org/doc/pdf/Petr_Zeman_zari_final.pdf (25.03.2025)

49 K. Vodicka, L. Cadaba, Politicky systém Ceské republiky, Praha 2011, s. 169.

5 7zakon & 153/1994 Sb., Zaikon o zpravodajskych sluzbach Ceské republiky, —https://www.za-
konyprolidi.cz/cs/1994-153 (23.03.2025).

51 Zakon ¢&. 154/1994 Sb., Zakon o bezpecnostni informaéni sluzbg, http://www.epi.sk/zzcr/1994-154
(23.03.2025).
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Nowo powotane stuzby informacyjne Republiki Czeskiej zostaty bardzo wyraznie od-
dzielone od Policji. ,,Podstawg do zrozumienia pozycji i mandatu stuzb informacyjnych, na
ktorym opiera si¢ ich rola w systemie organéw panstwa Republiki Czeskiej, jest tzw. zasada
koniecznego rozdzielenia (oddélovaci imperativ). Zasada ta rozwigzata problem stosunku stuzb
informacyjnych i policji ustanowieniem zasadniczego postulatu nietaczenia wywiadowczych
sposobow uzyskiwania informacji z uprawnieniami wykonawczymi (policyjnymi), zwigza-
nymi z mozliwoscig stosowania przymusu bezposredniego. Zasada koniecznego rozdzielenia
wyraza zatem postulat jednoznacznego oddzielenia uprawnien wywiadowczych od uprawnien
do stosowania przymusu bezpo$redniego™>2.

Uchwalona w 1994 roku Ustawa o stuzbach wywiadowczych Republiki Czeskiej szcze-
gotowo opisywata kontrole stuzb informacyjnych. Zgodnie z § 12 dziatalno$¢ stuzb podlegata
kontroli rzadu 1 parlamentu. Do kontroli stuzb parlament miat utworzy¢ specjalng komisjg, kto-

rej rzad miat przekazywac¢ informacje o dziatalnosci stuzb specjalnych.

WNIOSKI

Podsumowujac mozna stwierdzi¢, iz nowo powstate cywilne stuzby specjalne w Polsce po
roku 1989 zostaty powotane w oparciu o pomysty organizacyjne z poprzedniej epoki panstwa au-
torytarnego, gdzie w jednej strukturze organizacyjnej funkcjonowat wywiad, kontrwywiad i pion
Sledczy. Stuzba zachowala uprawnienia dochodzeniowo-$ledcze. UOP do roku 1996 funkcjonowat
w ramach ministerstwa spraw wewngtrznych podobnie jak w przesztosci komunistyczna Stuzba
Bezpieczenstwa. Reforma z roku 2002 niewiele w tym zakresie zmienita. Agencja Bezpieczenstwa
Wewngtrznego (ABW) pozostata stuzbg dysponujaca uprawnieniami $ledczymi.

Czechostowacja stanowita przyktad kraju o podobnej kulturze 1 historii zwigzanej z od-
rzuceniem komunizmu, przy czym podobnie jak Polska nie nalezata do ZSRR. Zmiany poli-
tyczne po obaleniu komunizmu w obu tych krajach sg czgsto zestawiane w badaniach nauko-
wych. W Czechostowacji w proces zmian w stuzbach specjalnych byli zaangazowani najwy-
bitniejsi przedstawiciele tak Komunistycznej Partii Czechostowacji, jak rowniez strony opozy-
cyjnej. Kierunki zmian w shuzbach specjalnych w Czechostowacji zostaty wytyczone juz
w 1990 roku 1 byly zupetnie rézne od przyjetych w Polsce. Mozna stwierdzié, iz przyjete roz-
wigzania byly blizsze niz w przypadku Polski ideom demokracji liberalnej. W tym systemie
z zasady zapobiega si¢ zbytniej koncentracji informacji i kompetencji w ramach jednej instytu-
cji, co mogloby rodzi¢ zagrozenia dla porzadku demokratycznego panstwa prawa. Cywilne
stuzby specjalne w Czechach nie posiadaja uprawnien policyjnych. Czeski porzadek prawny
bardzo wyraznie rozdzielit stuzby wywiadowcze od organow policyjnych, nadajac jedynie tym
drugim uprawnienia procesowe. Oparcie modelu nowych shuzb specjalnych najpierw w Cze-

chostowacji, a p6zniej po jej rozpadzie w Republice Czeskiej na tzw. modelu wyodrgbnionym,

52 M. Fliegel, J. Chrobak, L. Pokorny, Zdkon o zpravodajskych sluzbdach Ceské republiky, Praha 2018, s. XXIV.
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zwigzane jest prawdopodobnie z faktem, iz znaczng czegs¢ elity politycznej Czech cechuje
wspolnota wartos$ci zbudowana wokot Powszechnej Deklaracji Praw Cztowieka.

Wydaje si¢, iz podstawowym powodem tak réznego rozwoju cywilnych stuzb specjal-
nych w obu krajach byl wystepujacy w Polsce brak wizji i zaangazowania w kwestie reformy
stuzb ze strony najwyzszych czynnikow politycznych reprezentujacych strong opozycyjna.
Praktyczne koncepcje reformatorskie dotyczace modelu stuzb zostaty w Polsce wypracowane
na poziomie komisji sejmowych. W Czechostowacji, a pdzniej w Republice Czeskiej od po-
czatku zmian w roku 1990 w proces zmian w stuzbach byl zaangazowany wywodzacy si¢
Z opozycji prezydent, ktory reprezentowatl szczegdtowa koncepcje zmian, nawigzujaca wprost

do zachodniego modelu stuzb specjalnych.
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MUCCHS EBPOITEHCKOI'O COIO3A ITO OKA3AHHIO
MPUT'PAHUYHOM NIOMOIIA PECIIYBJIMKE MOJIJIOBA U YKPAUHE
(EUBAM). OCHOBHBIE HAITPABJIEHUS EE JESITEJIBHOCTH
B IEPUO/JI POCCUNCKO-YKPAUHCKOM BOMHBI B 2022-2024 TOJAX

AHHOTALIMS: B crarbe Ha npumepe muccuun EBponelickoro Coro3a o 0Ka3aHUIO NPUrpa-HUYHON TOMOIIH
Peciyormike MommoBa u  Ykpaune (EUBAM) mnpoaHaim3upoBaHbl €€ TeHE-3MC, MEXaHWU3M
(YHKIIIOHUPOBAHUSI 1 OCHOBHBIC HAIPABICHUS ICSITENHHOCTH B TIEPUOM POC-CHICKO-YKPAUHCKOW BOWHBI
2022-2024 rogoB. CtaThsi HOCUT TEOPETUKO-OIMCATENIBHBIA Xa-pakTep U OCHOBAaHA HA KCIOJIb30BAHUU
O0IIeHAYyYHBIX METOIOB HCCJICMOBAHMWS, TaKMX KaKk aHajln3, CHUHTE3, NCAYKIHMS, MHIYKIHS, a TakkKe
WCTOPUYECKUI METOI M METOJ TepMEHEBTH-KH. KpoMe Toro, B paMKax BbIIIEyKa3aHHOW MpOOIeMaTHK!
aHaJM3y W OLICHKE MOABEPTralCh HAyYHBIE NCCIEIOBAHMUA, IIPABOBBIC aKThI, & TAKXKE €KETOTHBIE OTYETHI
MHCCHH O €€ Jes-TeNIbHOCTH. B cTarhe npexncranieH aHanu3 GakTopoB, KOTOPBIE TOBIHSUIN Ha IPUHATHE pe-
mennst EC o co3mannm MUCCHH TI0 OKa3aHHUIO TPUTPaHUIHOM oMot Pecry6nmuke Momngoa 1 Ykpause.
Kpome Toro, Oblin paccMOTPEHBI IPABOBBIE OCHOBBI €€ (DyHKIIMOHUPOBAHUS, CTPYKTypa, LIE/I1, MaHAaT,
(MHAHCHpOBaHKE, a TAaK)Ke OCHOBHBIC HampaBlieHWs nesrensHo-cth B 2022-2024 romax. Pesymerarsr
MIPOBEIEHHOTO HCCIIEIOBAaHNUS CBHUIETENLCTBYIOT O TOM, 4TO co3nanue muccud EUBAM 6buto peakimeit
Egporeiickoro Coro3a Ha yrpo3bl, BOHHUK-IIHE B pe3yibrare KoHduukra B [IpuaHecTpoBbe, U Ha IPOCHOY
YKPauHCKOM M MOJJABCKOW CTOPOH 00 OKa3aHMHM KOHCY/IBTaTUBHO-TEXHWYECKOW MOMOIIM B CO3JaHHU
3 PEKTUBHOM CUCTEMBI IOrPaHUYHOTO KOHTPOJIst. B 2022-2024 romax 0CHOBHBIC HAIPABJICHUS JCATEIBHO-
CTH MHCCHH OBUIH COCPEOTOYEHBI, TOMUMO peali3aliy [eiel MaH/IaTa, Ha ajanTalyi K HOBBIM BbI30BaM,
BO3HUKIIINM B pe3yJbTaTe POCCUICKO-YKPAaHCKOM BOMHBL. B aHanm3upye-MoM Meprosie BpEMEHH MUCCHS
Obuta a(exTMBHA B pealM3alMyd CBOMX KOHCY/JIBTaTUBHO-TEXHMYECKHX 3aad, OJHAKO HMela
OrpaHMYCHHbIE BO3MOXXHOCTH TPH BBIIOIHEHHH CBOMX TMOJUTHYECKHMX 33/1ad. DTHU OTrpaHUYeHHs] ObLIA
00yCIJIOBIIEHBI, B YaCTHOCTH, CIIOKHOM MONMU-THUeCcKol cutyanueit B [IpunHecTpoBbe 1 cutyarmeii B cepe
OezonacHocTy B pervoHe. [Ipobnemarnka, nccnenyemasi B JaHHOW CTaThe, OCOOEHHO Ba)KHA M aKTyaJlbHa
B YCJIOBUSIX MPOIOJDKAIOIIETOCS KOH(IIMKTAa B YKpauHe, B KoTopoM ombIT Muccun EUBAM moxker ObITh
UCTIONIB30BAH ISl YPETYJIHPOBaHUST TOCTKOH(IMKTHOM CHUTYyallMH, B YIpPaBJICHHH TPAHHUIAMH MEXITY
YkpanHOU U ee OKKynupoBaHHbIMU PD TeppuTOpUsaMu.

KIrO4EBBIE CJIOBA: EUBAM, mnpurpannuHas nomoulp, EBponeiickuii Coro3, Ykpauna, PecryOnuka
Momngosa

EUROPEAN UNION BORDER ASSISTANCE MISSION FOR THE REPUBLIC
OF MOLDOVA AND UKRAINE (EUBAM). MAIN DIRECTIONS OF ITS
ACTIVITY DURING THE RUSSIAN-UKRAINIAN WAR IN 2022-2024

ABSTRACT: In the article, using the example of the European Union Border Assistance Mission to the
Republic of Moldova and Ukraine (EUBAM), an analysis of the factors that determined the Union's deci-
sion to establish the mission, the mechanism of its functioning and the main directions of its activities
during the Russian-Ukrainian war in 2022-2024 was conducted. The article is of a theoretical and descrip-
tive nature, using general scientific research meth-ods, including analysis, synthesis, deduction, induction,
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the historical method and the her-meneutic method. In addition, within the framework of the above-men-
tioned issues, scien-tific and journalistic research, legal acts and annual reports of the mission on its activ-
ities were subjected to a detailed analysis and assessment. This study analyzes the conditions of the Euro-
pean Union's decision to establish the mission. The legal basis of its functioning, structure, goals, mandate,
financing, as well as the main directions of its activities during the Russian-Ukrainian war in 2022-2024
were characterized. The results of the conducted research indicate that the establishment and launch of the
EUBAM mission was the Europe-an Union's response to threats resulting from the conflict in Transnistria
and to the request of the Ukrainian and Moldovan sides for advisory and technical support in establishing
an effective border control system. In the years 2022-2024, the main directions of the mission's activities
were focused, in addition to the implementation of the mandate objectives, on adapting to new challenges
resulting from the Russian-Ukrainian war. In the analyzed time period, the mission was effective in im-
plementing its advisory and technical tasks, while in implementing its political tasks it had limited possi-
bilities. These limitations resulted, among others, from the complex political situation in Transnistria and
the security situation in the region. The subject of the article is particularly important and current in the
context of the war in Ukraine. The experience of the EUBAM mission can be used to solve the post-
conflict situation, in the field of border management between Ukraine and its territories oc-cupied by the
Russian Federation.

KEYWORDS: EUBAM, border assistance, European Union, Ukraine, Republic of Moldova

BBEJEHUE

OaHMM M3 OCHOBHBIX HHTEPECOB KaXJIOTO TOCYAApCTBa SBISIETCS oOOecredeHue
cOOCTBEHHOM 0€30MacHOCTH U O€30I1aCHOCTH CBOMX I'pakJaH. B pamkax koonepaTuBHON MoJienu
6e3onacHoctn EBpomeiickoro Coro3a, ero rocyaapcTBa-4ieHbl CTpeMSTCs OObEAUHUTH CBOU
YCUIMST A NPOTUBOACMCTBUS IMOTEHUMAIBHBIM YIpO3aM €LI€ Ha JajbHUX MOJCTyHax
K COOCTBEHHBIM rpaHuiiaM. B 3ToMm KoHTekcte, monuTuka Oe3zomacHoctu EC 3akmouaercs
B OKa3aHWM TOMOUIM NPUIPAHUYHBIM CTpaHaM B pa3pelieHUH KOH(MIMKTOB, IMPEOA0JIEHUU
KPHU3UCOB M MPOTUBOJEHCTBUN KaK Y)K€ CYLIECTBYIOIIUM, TaK U NOTEHIIMAJIbHBIM HCTOUHUKAM
yrpo3. s peanusanyi BellleyKa3aHHOM IOJIUTHKH, EBPOCO03 MPOBOAUT ClIELIMATIbHBIE MUCCHN
(TpaxJaHCKHME W/WIIM BOCHHBIE), KOTOpBIE OCYIIECTBIIIOTCS B paMKax oOIIeld BHEIIHEH
HNOJUTUKK U nonuTHKH Oe3omacHocty (OBIIB). DT Muccuun MoOryt mpuHUMarh pasindHbIe
(OpMBI, HO MX TJIaBHOM LIEJBIO BCET/Ia ABIISETCS pellieHHe KOHKPETHOM MpoOieMbl 6€3011acHOCTH
B OIpeNeNEHHOM perruoHe. OQHOM M3 TpyNN TPaKAAHCKUX MUCCHM SABIIAIOTCS MHUCCUH T10
OKa3aHMIO MPUTPAHUYHOM MOMOIIH, 11€1b KOTOPBIX 3aKIII0YaeTcsi B 00ecrieueHMH KOHTPOJIS Ha
HanOosiee YSA3BUMBIX IOTPAaHUYHBIX IYHKTaX, B TOM YHCJIE€ IyTeM OOY4YeHHsS MECTHBIX
MOTPaHUYHBIX CITYKO0 3 (EKTUBHOMY YIIPABICHUIO IPAHUIIEH CBOEH CTPaHBI, a TaKXKe Nepeiaun
eBPOIIEHCKOro ONbITA B 00JACTH CTAHAAPTOB U TIPOLEAYP MOMPAHUYHOTO KOHTPOJIS-.

B cBs3u ¢ 3armannpoBanHbIM pacimpernremM Epponerickoro Coro3a Ha BocTok B 2004 rony
Y PUOJIMKEHUEM TaKUM 00pa3oM ero TpaHuIl K 30He KoH(paukTa B [IpumHecTpoBbe, Bo3pocia
3aMHTEPECOBaHHOCTh EBpOCOI03a K YperyIupoBaHUIO 3TOT0 KOH(DIMKTA MIIM MUHUMU3ALUH €T0
nocneactsuil. C sroit nensto EC npeanpuHsut psan JeWCTBHMA, cpely KOTOPBIX HEOOXOAUMO

OTMETUTh co3gaHue B KoHie 2005 roma MHCCHMM TO OKa3aHUIO NPUTPAHUYHOM TMOMOIIA

1 B. Przybylska-Maszner, Misje cywilne Unii Europejskiej, Poznan 2010, s. 8.
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Pecny6iinke MonmoBa u Ykpaunne. EUBAM Bce emie OCYIIECTBISIET CBOKO JESTEIHHOCTD,
[I03TOMY Ha JJaHHOM 3Tare HEBO3MO>KHO IPOBECTH €€ MOJIHBIN aHAJIN3, OJJHAKO 1BaATHIICTHUI
OTIBIT MUCCHUHU TIO3BOJISIET C/IEIATh PEABAPUTEIHHYIO OLICHKY €€ PaOOTHlI.

OCHOBHOM 1I€TBI0 JIAHHOM CTaTbU SIBJISIETCS aHANM3 TeHEe3uca U MeXaHu3Ma
¢dyukmonnposannus mMuccun EBpomnetickoro Coro3a 1Mo OKa3aHUIO NPUTPAHUYHON TTOMOIIN
Pecny6bnuke MonioBa u Ykpause. J[OMOTHUTENBHOM 1ETbIO UCCIIEAOBAaHMS BBICTYNAET aHATIU3
OCHOBHBIX HalpaBJICHUH €€ ACSITeIbHOCTH B X0i¢ BOWHBI Poccuiickoit @eneparuu (PD) npotur
VYkpaunb! B 2022-2024 ronax. ABTOp CTaTbU MPEANPHUHSI HOIBITKY JaTh Hay4yHbIH OTBET Ha
Borpoc: Kakue dakropsr mopnusuin Ha pemieHrne EC 0 co3maHUM MUCCHH, KaK BBITJISIIAT
MeXaHu3M ee (DYHKIIMOHUPOBAHMUSI, a TAK)KE KaKe OCHOBHBIC HAMPABJICHUS €€ JIeSTeIbHOCTH B
2022-2024 ropmax? CtaTbs HOCHUT TEOPETHUKO-OMHMCATENBbHBIA XapakTep W OCHOBaHa Ha
MCIOJIb30BAaHMH OOIIIEHAYYHBIX METOJOB UCCIICIOBaHMS, TAKUX KaK aHAJIU3, CHHTE3, ACTyKIIHS,
WHIYKIMSI, a TaK)K€ UCTOPUYECKHI METOJI M METOJ TepMeHeBTHMKH. Kpome Toro, B pamkax
BBIILICYKA3aHHON MpOOJIeMaTUKN aHAIM3Y W OIIEHKE IMOJABEPrajrch HaydHbIE HCCIIEOBAaHUS,
MIPABOBBIE AaKThl, A& TAK)KE E€XKETrOJAHbIE OTYETbl MHUCCHUM O €€ JeATeNbHOCTH. B naHHOM
MCCJICIOBAaHUH TTPOAHATU3UPOBAHBI ()aKTOPHI, OBIUABILKE Ha perienne EBpocoro3a o cozmanuu
muccum. Takxke, ObUTH pacCMOTPEHBI MTPABOBBIE OCHOBBI €€ (PYHKIIMOHUPOBAHUS, CTPYKTYpa,
1IeJTH, MaHJ1aT, GPMHAHCUPOBAHUE U OCHOBHBIC HAIpaBiIeHH AesTeabHocTH B 2022-2024 ronax.
[Ipobnematuka uccienyeMas B JaHHOM CTaTbe, OCOOCHHO BaKHA M aKTyallbHa B YCIOBHSIX
MPOJIOHKAIOIIETOCs] KOH(INKTA B YKpauHe, B KoTopoM onblT muccun EUBAM moxer ObITh
WCIIOJIb30BaH ISl YPETryJIHUPOBaHUS MOCTKOH(MIMKTHOW CHUTYyallud, B YIPABJICHUU TPAaHUIIAMHU

MEXIY YKPaHOH U €€ OKKynUupoBaHHbIMU PD Teppuropusmu.

I'EHE31C MAUCCHUH U TIPABOBBIE OCHOBBI EE ®YHKIIMOHUPOBAHUS

Cnenyer ormetuth, uto ¢ 2014 roma EBpomneiickuii Coro3 OCYIIECTBISET HECKOJIBKO
IpaXIaHCKUX U BOEHHBIX MHUccuil 111 Ykpaunsl. [locne annekcnn Kpeimckoro nomyocrposa PO
B 2014 rony u pa3Bs3biBaHus €10 BOMHBI B JloHOacce, 1o npock0e ykpanHckoi ctoponsl EC
C03/1aJ1 KOHCYJIbTAaTHBHYIO MUCCHIO 10 Pe(POPMHUPOBAHUIO IPAXkKTaHCKOTO CEKTOPa 0€3011acCHOCTH
Vkpaunbl (EUAM Ukraine). OCHOBHOM LieNbI0 3TOM MHCCHM SBISI€TCSl TPEIOCTaBICHUE
CTpaTEern4ecKuX KOHCYJIbTAIMHA U MPAKTUYECKOW MOAICP)KKU YKPAUHCKUM BJIACTAM B 00JIaCTH
pedopMHpOBaHIs CEeKTOpa IpaXkIaHCKoil GesomacHocTH?. B xoHite 2022 roma EBpocoros cosman
ellle OJIHY MHUCCHIO, Ha 3TOT pa3 BOCHHYIO, 8 IMEHHO MHUCCHIO II0 OKa3aHUI0 BOCHHO-TEXHUYECKON
oMo Ykpanne (EUMAM Ukraine), co3ganne KOTOPOi ObIJIO OTHUM U3 KOCBEHHBIX OTBETOB
EBporeiickoro Coro3a Ha nmoaHomacirabnoe Bropxenue PO B YkpanHy u IpsiMbIM OTBETOM Ha
npoch0y YKPaMHCKOM CTOPOHBI O BOCHHOW MOMOIIM. [ TaBHOM cTpaTrernyeckor IeNbio ATON

MUCCUHN ABJSICTCA IIOBBINICHHEC BOCHHOI'O IIOTCHIIHAJIa YKpaHHCKOfI apMHU I 3alllUTBL

2 A. Stawinski, Misja doradcza Unii Europejskiej na rzecz reformy cywilnego sektora bezpieczernstwa na Ukrainie
(EUAM Ukraine), ,,De Securitate Et Defensione. O Bezpieczenstwie i Obronnosci” 2023, 9(2), 93-107.
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TEPPUTOPUATBHON IEJIOCTHOCTH YKpauHbl, €€ CYBEPEHHUTETa M TPAKIAHCKOTO HACEIEHUsl OT
MPOJIOJDKAIOIEICS BOEHHOM arpeccuu PD3.

Opnnaxko, ucropuuecku nepoit Muccuert EBpomneiickoro Coroza B YkpanHe Obluia MUCCHS
M0 OKa3aHWIO MPUTpaHUYHON momoru PecnyOimke MongoBa u YkpauHe. DT1a Muccusi Obuia
CO3/1aHa, B [IEPBYIO OYEPE/Ib, B OTBET HAa YIpo3bl Oe30macHocTH EBpocoro3a, KOTopble BO3HUKAIU
u3-3a koHpnukTa B [lpumHecTpoBbe, SBISIONIMMCA OJHUM M3 PETMOHAIBHBIX Hacienui
OKOHYAHHUS XOJIOJHON BOHHBIY. Vike mout 33 rona BEIYTCSl JIJTUTENbHBIE MEXKIYHAPOIHbBIC
TIEPErOBOPHI 110 YPETYIUPOBAHUIO TIPUIHECTPOBCKOTO KOH(DIUKTA M YCTAHOBICHUIO TIPABOBOTO
craryca, Tak HasbiBaeMoi I[lpuanectpoBckori Mommasckoir Pecniyomuku (ITMP). De iure
IpumHecTpoBbe sBIsieTCsl YacThio Pecrybmuku Mommosa, HO de facto ¢ mavama 90-x romoB
B pe3yJIbTaTe BOOPYKEHHOTO KOH(DIMKTAa U TOMOIIM OKa3biBaeMoi P® cemapaTtucram wu3
[puaHecTpoBbs®, y3Kas MOJI0CA TEPPUTOPHH IUPHHOH oT 12 10 30 KunomeTpoB u amuHOM 200
KWJIOMETPOB, PACIIOJIOKEHHAsi Ha JIEBOM Oepery peku JlHecTp, HaxXOgUTCs IMOJ KOHTPOJIEM
caMonpoBo3rIamenHoro pexuma’. HecMotps Ha To, uto IIMP o6nagaer Bcemn aTrpuOyTamu
rOCyJapCTBEHHOCTH, OHa HE MOJy4uaa O(QUIMAIBHOTO MEXKIYHAPOIHOTO MPU3HAHUS HHU OT
omHOrO rocynapcrea-wiena OOH’. B mepsyio ouepens, Ykpamna u Pecrybmuka Momnmosa
3aMHTEPECOBAHBI B CKOPEWINIEM YPETyJIHMpPOBAHUU JTOTO ,,3aMOPOXKCHHOTO KOH(DIIHMKTA,
MOCKOJIBKY OH SIBIISIETCA MPEMATCTBHEM Uil HATAKUBAHHUS HOPMAIBHOTO MPUTPAHUYHOTO
coTpyaHuyectBa Mexnay aByms crpaHamu. C 2003 roma EC mnposBisim Bce OoJbIIyIO
3aMHTEPECOBAHHOCTD B COACUCTBUM YPETyIUPOBAHUS ATOr0 KOH(IIMKTA, YTO ObLIO 00YCIOBIEHO
TIaHUpyeMbIM paciupernreM Coro3a Ha BOCTOK, M TEM CaMbIM MPHUOIMKEHHEM €ro TPaHUIl
K TEPPUTOPUH HEMpH3HAHHOTO quasi-rocymapctBa [IMP, BOCIpPHHMMAEMOro Kak HCTOYHHK
yrpo3, TaKUX Kak HelerajabHas MUTpaIus, KOHTpabaHaa, TOPTOBIS OPYXHEM U T. 1. B cBs3u
C 9TUM, pazpeunieHne kKoHpaukra B [IpugHecTpoBbe WM MUHUMHU3UPOBAHHE €TI0 HETaTUBHOTO
BIUSTHUS Ha 6e301macHOCTh EBpOCOI03a, CTamo paciieHUBaThCs Kak OHA U3 IPUOPUTETHBIX 3a1a4
s OBIIB. 31o 6bU10 EpBEIM UMIYIBCOM K OIMPEIEIICHUI0 HEOOXOIUMOCTH CO3[]aHNsI MUCCUN
MPUTPAHUYHOM MOMOIIM HAa YKPAaUHCKO-MOJIJIaBCKOW I'paHuIIE.

B cBsi3u ¢ BeimeykazanuabsiM, EBpornetickas komuccus (EK) mposemna B mapte 2003 rona
u ssHBape 2004 roga KOHCYIbTALMK C NPEACTABUTENSIMA YKPAMHCKOM M MOJIAABCKOM CTOPOH 10

BOIIpoCaM  AeMapKaluun YKpaI/IHCKO-MOHZ[aBCKOﬁ T'panunbl W BBCIACHUA COBMCCTHOI'O

3 Council Decision (CFSP) 2022/1968 of 17 October 2022 on a European Union Military Assistance Mission in
support of Ukraine (EUMAM Ukraine) (OJ. L. 270, 18.10.2022), art. 1. par. 2.

4 A. Dias, The EU's post-liberal approach to peace: framing EUBAM's contribution to the Moldova—Transnistria
conflict transformation, “European Security” 2013, 22(3), pp. 338-354.

5 M. Goldysiak, Dziatalnos¢ Misji Unii Europejskiej o pomocy granicznej dla Ukrainy i Motdawii (EUBAM) na
tle naddniestrzanskiego konfliktu, ,,Dialogi polityczne” 2007, No 8, s.71.

® D. Gajos, Udziat Rzeczypospolitej Polskiej w rozwigzywaniu konfliktu naddniestrzanskiego i dziatalnosci Misji Po-
mocy Granicznej Unii Europejskiej dla Motdawii i Ukrainy (EUBAM), ,,Studia Wschodnioeuropejskie” 2019, 11, s. 25.
" A. Miarka, Stosunki motdawsko-rosyjskie w drugiej dekadzie XXI wieku, ,,Przeglad Wschodnioeuropejski” 2018,
IX/1,s. 133.
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TIOrPaHMYHOT0 KOHTposis®. 2 urons 2005 rofa npe3uaentsl Ykpaunbl 1 Pecybnuku Mongosa
HAaIlpaBWIM COBMECTHOe oOpareHue k npencenarento EK ¢ mpocbk0oil oka3aTh TEXHHUYECKYHO
HOMOILb B CcO31aHUU 3()(HEKTUBHOM CHUCTEMBbI IOTPAaHUYHOIO KOHTPOJIS Ha MPUAHECTPOBCKOM
y4acTKe yKPaHHCKO-MOJIIABCKON IPaHHIIB. JTO obpaiieHue 6bL10 (OPMATbHBEIM OCHOBAHHEM
i cozpanus muccun EUBAM, no npurnamenuto yKpauHCKOM U MOJIIaBCKOM cTOpoH. B oTBer
Ha IPOCcKOy MPE3HUICHTOB 00eUX CTpaH, B KoHIle aBrycta 2005 roga EBpocoro3 HarpaBmi Muccuto
0 YCTAHOBIEHHIO (DAKTOB B TPUIHECTPOBCKYIO HacTh YKPAMHCKO-MOJIIABCKOM TpaHHIIbI’.
OCHOBHO# 3amaueil KOTOpOil OBUIO yCTAaHOBJICHHE (DAKTHUECKOTO ITOJIOKCHUS JIeT Ha MECTe
¥ BO3MOKHOCTH Hadasia paboTh 110 CO3aHHUIO CrieluatbHoM Muccun EBponeiickoro Corosall. ITo
pe3yabTaTaM paboTel Muccuu 1O YCTaHOBJIEHHIO (DaKTOB, ObLT C/A€NaH BBIBOJ O HEOOXOIUMOCTH
CO3JaHusl IIOCTOSIHHO JeicTByromel muccun EC 1o oka3aHHIO NPUTPaHUYHOM ITOMOIIM Ha
YKPaHHCKO-MOJIaBCKOi Tpanuie'?. Bple n3ioxkeHHbIe (AaKTOPHI, MOBIHABIINE HA PEIIEHHE
EBporneiickoro Coro3a o co3nanuu muccun EUBAM He sABISIIOTCS MCUEPHBIBAIOIIMMHU, OJJHAKO
MI03BOJISIOT ITOHATh MOTUBBI, KOTOPBIMH PYKOBOACTBOBAICS CO03 B 3TOM acIEKTe.

IIpaBoBOE peryiupoBaHUE JEATEIBHOCTH MHCCHUM OCYLIECTBISIETCA HA Pa3IMYHBIX
YPOBHSIX, @ MMEHHO Ha ypoBHe EBponeiickoro Coro3a, myTeM 3aKiIr0ueHUs COIJIAlIeHU MEXIY
EC c omHo# cToponbl U YKpanHo# u/umu PecriyOnukoit MongoBa ¢ Apyroi CTOPOHEL, Ha YpOBHE
OunarepasbHBIX COMIAIIEHUH Mexy YkpauHoil u Peciyomukoit MosijioBa, a Takke Ha ypOBHE
YKPAaWHCKOTO M MOJIJIABCKOTO HAIMOHAIBHOIO 3aKOHOJATENbCTBA, YTO CO3AAET JTOCTATOYHO
MHOTI000pa3HyI0 MO3auKy MpaBOBBIX akTOB. ClieyeT TakKe€ OTMETUTb, YTO B BBIIIEYKa3aHHBIX
IIPABOBBIX OTHOILEHUSX MPUCYTCTBYET HEMPU3HAHHOE 00pa3oBaHue, KOTOpbIM siBisiercss [IMP.
Muccust EUBAM 6bu1a pazBepHyTa B paMKax MexaHu3ma Obictporo pearnpoBanus (MBP) EC,
LeJIbI0 KOTOPOTo sBisieTcs ObIcTpoe M 3(h(eKTHBHOE pearMpoBaHHE Ha 4Ype3BbIUAiHbIE WM
KPU3HCHBIE CHTYallnu >, B ()opMalbHOM ITaHe MPaBOBOIl OCHOBOM CO3JAHUS MUCCHH SIBISETCS
MeMopanaym 0 B3auMONOHMMaHMHM Mexnay llpaBurensctBom VYkpaunsl, IIpaButenscTBom
PecniyOnmukn MongoBa u EBponeiickoit Komuccuelr o Muccun Epponeiickoit Komuccun no
OKa3aHUIO IPUrpaHn4HON oMoty Pecrydiarke MongoBa 1 YkpauHe, NOJMUCAHHBINA 7 OKTAOps
2005 roma'*. B memopaHmyMe, CpelM TIpodero, MpeCTaBICHBI MaHIAT MHCCHH, e IeH,

MCXaHU3Mbl KOOpAWHALIUK MCKAY CTOPOHAMHU, IPUBUICTUM W HMMYHUTCTHI IICPCOHAJIA

8 B. Koanbckas, Jesmenvrocms cneyuanviwix muccuti EC 6 Vipaune na npumepe EUBAM u EUAM, Legea si
Viata 2016, No 3/2, c. 23.

® Ibidem. c. 23.

10 G. Dura, The EU Border Assistance Mission to the Republic of Moldova and Ukraine, in: European Security
and Defence Policy; The first 10 years (1999-2009), EUISS, Paris 2009, p. 277.

% B. Kouyp, Emmuononimuunuii xougnixm y Ipuonicmpog’i y Kowmexcmi yKpaiHCbKO-MOIOOECHKUX
migcoeporcasrux gionocun, ITNEH] im. 1. ®@. Kypaca HAH Vkpainu 2013, c. 119.

12 X, Kurowska, EU Border Assistance Mission: Beyond Border Monitoring?, “European Foreign Affairs Review”
2009, No. 14, pp. 47-64.

13 Council Regulation (EC) 381/2001 of 26 February 2001 creating a rapid-reaction mechanism, http://eur-lex.eu-
ropa.eu/legal-content/EN/TXT/?uri=CELEX%3A32001R0381 (7.01.2025)

14 The Memorandum was signed by the EU Commission and by the Moldovan and Ukrainian foreign affairs min-
isters on 7 October 2005 at the Palanca border crossing, http://www.eubam.org/files/0 99/73/memorandum_of_un-
derstanding_en.pdf (22.01.2024).
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EUBAM, a Takke BPEMEHHBIE pPaMKHM JeATenbHOCTH Muccuu. [lomuMo memopanayma,
MEXyHapOAHBIMU ITPABOBBIMU aKTaMH, PErJIaMEHTUPYIOLIMMH AEATEIBHOCTh MUCCUH, CIELYET
CUNTaTh Pa3IMYHbIC BBl TEXHUYECKMX COIVIAILICHUH, MOAIMCAHHBIE CTOPOHAMH, KOTOpBIE

B OCHOBHOM KacaroTcs POJIEHNs WK paciiupenus manaata EUBAM.

CTPYKTYPA, LIEJIU, MAHJIAT U PUHAHCUPOBAHUE MUCCHUHU

[Tocne Toro, kak B EBpocoro3e ObLI TOCTUTHYT KOHCEHCYC, OTHOCUTENILHO pa3MeIleHus
MUCCHH T10 OKa3aHMIO IPUTPAaHUYHON ITOMOIIM HAa MOJIJABCKO-YKPAUHCKOM TpaHULIE, BO3HUKIIA
HEOOXOAMMOCTh B YCTAHOBJICHHH WHCTUTYTOB OTBETCTBEHHBIX 32 €€ JeATeIbHOCTb
U (QyHKIIMOHMpOBaHUE. DTOT Mpolecc ObLI OBOJBHO HETPUBHAIBHBIN H3-3a yalbHOTO
XapakTepa MHCCUH, KOTOpas BKJIIOYasa B ce0si KaK OKa3aHHE KOHCYJIbTaTHBHO-TEXHHUYECKOU
MOMOIIH, TaK W NoJuTH4eckue acnektbl. C ogHoM cToponsl, emnie ¢ 2003 roga EBpoxomuccus
y4acTBOBajJa B TPEXCTOPOHHUX IIEpEroBopax IO MOrPAaHUYHBIM BOIpOCaM C YKpauHOW Hu
PecniyOnukoit Monnosa. C ipyroii CTOpOHBI, aCIIeKT MOJIUTUYECKUH MUCCUN ObLT OYEBUEH U3-
3a crpemiieHust EBpocoro3a k yperynupoBanuio koHduukra B [IpunHecTpoBbe U TpeOGoBam
yuactus Cosera ECY. B pesynbraTe BBINIEH3I0KEHHOTO, OBLIO NPUHSTO pEIICHHE, YTO
EBpokommccust BO3bMET Ha ceOsi OTBETCTBEHHOCTh 3a YIIPaBJICHUE, (UHAHCHPOBAHHWE U
peanu3ano MUCCHH, HO 3TO OYyAET OCYLIECTBIIATHCS 0] MOJIUTHYECKUM KoHTposieM CoBeTa
EBpocoro3a M B TECHOM COTPYJHHYECTBE C OTHEJIBHBIMU TrocynapcTBamu-wieHamu EC,
YYaCTBYIOIIMMH B €€ JeATeqbHOCTH . COrnacHo Takoi crienupuIeckoil apTUKyIISIHT MEKITY
POJISIMU M BKJIaZlaMu UHCTUTYTOB EBpornetickoro Coro3a u ero rocyaapcT-uyieHoB, muccuto EU-
BAM MOXHO 0XapakTepu30BaTh KaKk HHCTUTYLIMOHATIBHO-THOPUIHYIO.

PykoBossimum opranom muccun sisiercsi Koncyneratuabeiii Coser (KC), B cocras
KOTOPOT'O BXOJAT MpPEACTaBUTENH MMHUCTEPCTB MHOCTPAHHBIX Jesl YKpauHbl U PecnyOmuku
MonznoBa, TaMOKEHHBIX U MOTPAaHUYHBIX CIYKO 06enx crpaH, CrnenuaabHOro IpefcTaBUTeNs
EC B Pecniy6niuke Monnosa, EK, EBporneiickoil cimyx0bl BHEIIHUX CBsi3ei, MexayHapoaHoH
OpraHM3alMy M0 MUTrpanud 1 OpraHu3aluy Mo G6e30MacHOCTH U cOTpyAHUYecTBY B EBpomnel’.
Craryc wHaOmojgaTeneli B MHCCHM TakkKe WMEIOT MUHHCTEPCTBA BHYTPEHHUX JIET
U MunuctepctBa roctuiuu YkpauHel U PecnyOnmuku Mongosa, Cnyxb6a 06e3omacHOCTH
Vkpaunsl, Cnyx0a pasBenku u OezomacHoctH PecnyOnmuku MongoBa, ['eHepanbHble
IPOKypaTypsl 06eux cTpaH, a Takke KomcynpratueHas muccus EC B VYipamme'!. KC

Bo3mIapisieT CrnernuanbHblil mpencenarens EBpocoroza B Pecrybnmuke Mommoa. Muccus

15 K. Mazurek, WPBIO na wschodzie-dotychczasowy bilans misji EUMM Gruzja i EUBAM Motdowa/Ukraina,
Kwartalnik Naukowy OAP UW ,.e-Politikon” 2012, No 2, s. 239-251.

6 G. Dura, op. cit., p. 277.

7 L. Golovataia, Cooeiicmeue muccuu EUBAM Mondoge 60 6neOpenuu KoHyenyuu UHMePUpOEaHHO20
YNPpaseHus 2PAHUYAMU Ha HayuoHaibHoM yposHe, Institutul de Relatii Internationale din Moldova” 2016, No 2,
c. 114.

18 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2007, https://eubam.org/publica-
tions/eubam-annual-report-2022/ (1.03.2025).
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EUBAM peamuzyer posib Cekperapuara KC. Lensto KC siBnsiercst paccMoTpeHue J0CTHXXKEHUMA
MUCCHH, OIICHKH €€ COTPYJHHYECTBA C MAPTHEPCKUMH CIIyKOaMH, a Tak)Ke IMpeloCTaBICHUE
peKOMeHIaluii TI0 y/TydmeHnio ee neatenbHoctn'®. Ha omepaTMBHOM ypOBHE MOBCEIHEBHOM
paboToii MUCCUU PYKOBOJIUT €€ I1aBa.

Henssmu muccun EUBAM B COOTBETCTBUM C €€ MAaHJATOM SIBJISIFOTCSI: BHEIPEHHE
KOHLENIUU UHTETPUPOBAHHOIO YIIPaBJICHUs IpaHULIaMU Ha OCHOBe cTannaptoB EC, okazaHue
COJICHCTBUS TPAaBUTEILCTBAM YKpauHbl U Pecriybmuku MomgoBa B 60ps0e ¢ TpaHCTpaHUYHOMN
NPECTYIHOCTBIO, CO/ICHCTBUE MOBBIIEHUIO 3(h(hEeKTUBHOCTH U PO(ECCHOHATTI3MA TAMOKEHHBIX
U TOTPAHUYHBIX CIY’KO, a TakkKe YKPEIUICHHE TPAHCTPAHUYHOTO COTPYAHHYECTBA MEKIY
MOTPaHUYHBIMU CTYX0aMu U TMPaBOOXpPAaHUTEIbHBIMH OpraHamu obeux crpaH. Kpome Toro,
MHUCCHUSI CTaBUT CBOEW ILIEJIbIO COJECHCTBUE MHMPHOMY YPETYIMPOBAHHUIO MPUIHECTPOBCKOTO
KOH()IIMKTA TTOCPEACTBOM MEP IO YKPEIUICHHUIO JOBEPHs M MPUCYTCTBUSA €€ HaOJto1aTeNneld Ha
TIPHIHECTPOBCKOM YYaCTKE MOJIIABCKO-YKPAHHCKON TpaHHIEZY. ClIelyeT OTMETHTb, 4TO HeIn
MUCCHUH 33aKpEIUIEHHBIC B €€ MaH/1aT€ OCTAIOTCSI B OCHOBHOM HEM3MEHHBIMH, B TO BPEMsI KaK €€
3aJaui, peajiu3yeMble B paMKaxX 3TUX LN, HE SBJISIFOTCS CTATUYHBIMHU U 3BOJIOLUOHUPYIOT
BMECTE C pa3BUTHEM KaK CaMOW MUCCHH, TaK U POCTOM €€ BO3MOKHOCTeH. [Ipumepom 3Toro, Ot
MePex0]i MUCCUH OT MPOCTOr0 MOHUTOPUHTA YKPAUHCKO-MOJIAABCKOM IPaHUIIBI K COBMECTHBIM
OTepalysM IO KOHTPOJIO TPAHHUIBI C MOTPAaHUYHBIMU CIyk0amu YkpauHsl u PecrmyOmuku
MonnioBa, OT KOHCYIbTUPOBAHUS MOTPAHUYHBIX CIYk0 00enx cTpaH K 0Oy4eHHIO MepcoHala
ATUX CIIy’K0, OT MOHHUTOPHHTA MpOTpecca B ypPEryJIUPOBAaHUH MPHIHECTPOBCKOTO KOH(IMKTA
K COZICHCTBUIO B YCTAHOBJIEHMH KOHTAaKTOB MEXIy cTopoHamm>l. HamGonee cCymiecTBEeHHBIE
W3MEHEHHs B MaHJaTe MHUCCHUU Mpou3omnuiu B HosaOpe 2015 roga B oTBET Ha HeCTaOWIBHYIO
CUTYyaIlMIO OE€30MacCHOCTH B PETHOHE, BBHI3BAHHYID BOOPYKEHHBIM KOH(MIMKTOM Ha BOCTOKE
VYkpaunbl. B cOOTBETCTBUU ¢ MPUIIOKEHUEM K MEMOPAHAYMY, MUCCHs Hadaja OCYIIECTBISATh
CBOIO JIEATEIIbHOCTh HE TOJIBKO TOoJA mpeacenarenbctBoM EK, HO ¥ BO B3aMMOAEHCTBUU
c BepxoBHeM mpezacraButeneM EBpocoro3a 1O MHOCTpaHHBIM — JieaM M TOJMTHUKE
6esomacuocTi??. Kpome Toro, 3amaun EUBAM G6bIIH OMOTHEHB OKAa3aHHEM MOMOIIN 00enM
CTpaHaM B MPEJAOTBPAIICHHH OPTaHU30BAHHON TPAHCTPAHWMYHOM MPECTYIMTHOCTH, B YAaCTHOCTH,
KOHTpabaHAbl OPYXKUsS M OOEMPUTIACOB, HENETATHHON MUTpAllid, TOPTOBIHU JIFOJBMH, & TaKKe

COJICCTBUEM B 60pB6C C Koppyr[m/leﬁ B  YKPaWMHCKHUX W MOJIAJABCKUX TaMOXKXCHHBIX

19 B. Kosanbckast, Mescoynapoono-npasossie ochoewl cozdanus muccuu Esponetickozo Coroza no oxazanuio
nozpanuunou nomowu Monoose u Yxpaune (Muccuu EUBAM): cmanoenenue u pazsumue, CydacHi npoOiemu
MOPIBHSUILHOTO MPAaBO3HABCTBA; 30IpHUK HAYKOBUX Tpallb, Yxropoja — Kuis 2015, c. 189.

20 C. M. ®unumonos, O. 10 Muxanes, OcrosHble umozu pabomvl 2pajcOAHCKUX MUCCULL e6PONELiCKO20 COol03d
6 Ykpaune, COIMaTbHO-TIOJTMTHYCCKUE TIPOIIECCHI B COBPEMEHHOM MHUPE: B3IV MOJIOAbIX, Boponex 2019, ¢. 153.

2l European Union EUBAM to Moldova and Ukraine, Progress Report 2005-2010, https://eubam.org/publica-
tions/eubam-annual-report-2022/ (15.03.2025).

22 Addendum to Memorandum of Understanding between the European Commission, the Government of the Re-
public of Moldova and the Government of Ukraine on the European Commission Border Assistance Mission to
the Republic of Moldova and Ukraine of 7 October 2005, http://eubam.org/wp-content/uploads/2015/12/Adden-
dum-1-to-MoU-EC_English-version.pdf (25.01.2025).

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 113



¥ HOrpaHIYHBIX cITyk6ax?3. [Tocneyromnye n3MeHeH s B MaH aTe ObLIM BHECEHBI B MioHe 2022
rojla B OTBET Ha HOBBIE BBI30BbI, C KOTOPHIMHM CTOJIKHYJIACh MHCCHUSl B PE3yJIbTaTe Hayala
noJiHoMacmTabHod BoWHBI P® mpotuB VYkpaunsl. [Ipexkne Bcero, MaHmaT MHUCCHU OBLI
pacIlMpeH 3a CYET MPEIOCTaBICHHS UCTIOHUTENbHBIX noHoMounid EUBAM u Bo3MOXKHOCTH
OKa3aHUs TEXHUYECKOW IMOMOIIHM, & TAaKXK€ Pa3BUTHUS MOTEHIMAIA YKPAUHCKUX U MOJIJTABCKUX
TAMOKEHHBIX M MOTPAaHMYHBIX CIyk62!. Bonee TOro, B COOTBETCTBHH C MAHaTOM MICCHH €€
COTPYJIHUKH UMEIOT JOCTaTOUYHO HIMPOKUH CIIEKTP KOHCYJIbTaTUBHBIX MOJTHOMOYHN, TAKHX Kak
HaIpUMep, OCYIIECTBJICHWE BHE3AIHBIX BU3UTOB BJOJb MOJJIABCKO-YKPAMHCKOW T'PaHUIIbI
BJIIOOOM TIIyHKTE TIPOIyCKa, a TaKKe HaOMIOAEHHEe 3a TAaMOXXEHHBIM O(opMIICHHEM
¥ IOrPaHIMYHBIM KOHTPONEM>,

Muccust Hadana cBoro paboTy coriacHo Memopanaymy 1 nexadps 2005 roxa. Ee mannat
npojsieBalics yxke cemb pas B 2007, 2009, 2011, 2015, 2018, 2020, 2023 rogax, a AEUCTBYIOMUN
ucrekaer 30 HosiOpst 2025 roma. IlltaG-kBaprupa EUBAM Haxomutcs B Opecce, a ee
npezacTaButenibcTBa B Onecce n KummneBe, KpoMe TOro KItO4eBble pabodre MYHKThl MHCCH
PACIIONOKeHbI Ha YKPaUHCKO-MOJIABCKO# rpaHuIie?®. 30Ha OTBETCTBEHHOCTH MHCCHH OXBATHIBACT
B 00LIeH crokHOCTH 1222 KuiioMeTpa YKpaumHCKO-MOJIAABCKOM TIpaHMIbl, U3 KOTOpbIX 955
KUJIOMETPOB - CyXOITyTHasl TpaHulla U 267 KWIOMETPOB - pedyHas rpanuiia. Ha HauanbHOM dTare
nearensHocT EUBAM ee mitar HacuuthiBan 6osee 200 coTpyaHukoB, ¢ 2014 roga 4ucieHHOCTh
NepCoHasa MOCTENEHHO COKpallaiachk U 1o coctosiHuto Ha 2024 rox cocraBuia 82 yenoBeka, U3
KOTOPBIX 35 SBIISIIOTCS SKCTIEpTaMu U3 9 pasnuynbix rocygaapctB-wieHoB EC, a 47 — mecTHBIMU
COTPYITHAKAMH, BBITOIHSIOMIAMHA ITPEUMYILIECTBEHHO TEXHUYECKUE Q)yHKuI/H/Iﬂ. Pacxonp! na EU-
BAM mnokpsiBaroTcst u3 6ropkera EBpocoroza. B TedueHre rnepBoro noayrous cBoei JesaTeTbHOCTH
muccHs OblTa uHaHcHpoBaHa B pamkax MBP, B mocnemyromme roasl — B paMkax EBporeiickoro
MHCTPYMEHTa J100pOcoceicTBa M mapTHepcTBa’S. KpoMe Toro, Muccust (pMHAHCHpYETCS 3a CUET
B3HOCOB OT/IENBHBIX rocyaapcrs-uwieHoB EC, yyacTByromux B Heil B popMe cOPHUHAHCUPOBAHUS

pa6OTBI ACIICTUPOBAHHBIX COTPYAHUKOB TaAMOKCHHBIX U IIOTPAHNYHBIX CJ'Iy>K6.

OCHOBHBIE HAITPABJIEHU S JESTEJBHOCTH MUCCUU EUBAM B 2022-
2024 TOogAX

B ¢espaine 2022 roga ¢ HayanaoMm nogHomMacmtabHoro Bropxenus PO B Ykpauny muccus

EUBAM croskHynach C HOBBIMH BBI30BAMU, TAKUMH KaK, MUTPAllMOHHBIN KPU3UC YKPAUHCKHUX

23 |bidem.

24 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2022, https://eubam.org/publica-
tions/eubam-annual-report-2022/ (15.02.2025).

%5 European Union EUBAM to Moldova and Ukraine, Who we are?, https://eubam.org/ua/who-we-are/
(11.02.2025).

% |bidem.

27 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2024, https://eubam.org/publica-
tions/eubam-annual-report-2024/ (26.03.2025).

28 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2005/06, https://eubam.org/publi-
cations/eubam-annual-report-2022/ (05.03.2025).

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 114



OC)KEHIIEB, 3HAUUTEIBHOE YBEJIMYEHHUE HArpy3Kd Ha KOHTPOJIbHO-TIPOIYCKHBIE ITYHKTBI
U TaMO’KEHHOE O(OpMIICHHE, a TaKXKe POCT TPAHCTPAHUYHOM IPECTYNHOCTH, B YAaCTHOCTH
HE3aKOHHOI'0 MepeceueHMs I'paHUIbl U KOHTpaOaH/bl OpYyXkHsl, OOCNPHUIIACOB U B3PbIBUATHIX
BemiectB. Crenyer Takxke OTMETHTh, 4To ¢ 24 ¢eBpansa 2022 rona COTPYIHHKH MUCCHU
BBINOJIHSAIOT CBOM 33/1a4U B YCJIOBUSX BBEJIEHHOTO BOEHHOTI'O IIOJIOKEHHS B Y KDAaUHE, UTO BJICUET
3a 000 BO3HMKHOBEHHUE Pa3IMYHbIX TPYIHOCTEN U orpaHuyeHuil. bonee Toro, Ha HaYaIbHOM
oTane OO0eBBbIX AEHCTBUN MHOI'ME€ MHUIMATHBBI U IPOEKTHl pealu3yeMble MHCCHEH ObLIM
NpUOCTaHOBIEHB. B cBsa3u ¢ crnoxuBmueiics curyauuei, EUBAM Obula BbIHYXZIEHA
a/IalITUPOBATh CBOIO JICSITEIBHOCTh K HOBBIM BBhI30BaM. C 3TOi 1EJIbI0 €€ MaH IaT ObLT pacuIupeH
32 CYET BKJIIOYEHUS MCIIOJIHUTEIBHBIX IOJHOMOYMH, 4YTO IIO3BOJIWJIO IIEPCOHAIY MHCCUU
OCYILECTBJIATh TOIPAaHUYHBI KOHTPOJIb B UYPE3BbIYAMHBIX ClIydasX, a TaKXKE BO3MOYKHOCTHU
OKa3aHMsI TEXHUYECKOW IOMOUIM M PAa3BUTHUA MOTEHLMANa YKPaMHCKMX W MOJIABCKHUX
TIOTPAHMYHBIX U TAMOKEHHBIX CITyKO02>,

[TonHomacmitaOHast BoopykeHHast arpeccuss PO npotuB YkpauHbl NoBjekiIa 3a co0oil
TaKxke KpynHeiimmii B EBpore €X0dus rpask1IaHCKOro HaceIeHus CO BpeMeH OKOH4YaHus1 Bropoit
MupoBoii BoiHbL. B 2022 rogy yKpamHCKO-MOJIABCKYIO TIpaHUIy nepeceknu Ooinee 4
MHJITHOHOB 4eNioBeK, uTo B 1,6 pasa Gonbmre, uem B 2021 roay®. B cBsi3u ¢ MUrparMoHHBIM
KpU3HCOM O€XKEHIIEB Ha YKPauHCKO-MOJIIABCKOW TIPAHUIIE MHCCUS PEOpraHu30Baja CBOIO
JIeATeNIbHOCTb, MEpEeHaNpaBuB CBOMX COTPYJHHMKOB B HauOosee 3arpy>KeHHble KOHTPOJIBHO-
nporyckHble MyHKTBL. [lepconan EUBAM ydacTBOBan B peryavMpoBaHUM MOTOKA YKPAWHCKHUX
GeskeHneB M oOPMIEHHM MOCTyHameil B YKpauHY TI'yMaHHTapHOH momomm .. BoeHHo-
MoOpcKasi 0JI0KaJla YKpauHCKUX NMOpToB PD 1 paspylieHne ero xKeae3HOA0POKHOTO COOOIIEeH S
B Ozecckoil 001acTH HAPYIIWIN TPAAULMOHHBIE TOPIOBBIE MYTH VIS YKPAUHCKOM MPOTYKIIUH.
B 3TOM KOHTEKCTE OJJHMM U3 TJIaBHBIX IPUOPUTETOB MUCCUU OBLJIO COAECHCTBUE B peaTU3aliu
uannmatueel EK ,,Solidarity Lanes EU-Ukraine”, menpio KOTOpoO SBISETCS ONTHMH3AIMS
HKCIIOPTA YKPAUHCKOM CENbCKOXO03SMCTBEHHON MPOIYKIIMA ¥ UMIIOPTa TYMaHUTAPHON TIOMOLIU
aNbTepHATHBHEIMKM MapipyTamuc2, B aprycte 2022 rofa COTPYAHHKM MHCCHM C LETbIO
MOBBIIIEHUS! A3(PQPEKTUBHOCTH YNPABICHHUS WHTEHCHBHBIM TPAHCIOPTHBIM IOTOKOM Ha
YKpaUHCKO-MOJIIABCKOW TpaHuIle pa3paboTaid W HANpaBWIM YKPAMHCKOW W MOJIJABCKOM
CTOpPOHAaM PEKOMEHIALUH 110 ONITUMM3ALMU JIOTUCTUYECKUX MapILIPYTOB M YCTPAHEHUIO 3aTOPOB
B MyHKTaxX mpomycka>. Kpome TOro, mepcoHal MHCCHH TPHHSAI ydacTHe B COAEHCTBUM
TEXHUYECKOMY AMAJIOTy MEXIY CTOPOHaMM MO pealH3alliy BBIIICYKAa3aHHON WHUIMATHBBI.

Boennble neiicTBys B YKpanHe TaKKe YBEIUYUIN PUCK POCTa OPraHU30BaHHOW TPAHCTPAaHUYHON

2% European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2022, op. cit.

30 |bidem.

31 Directorate-General for Neighbourhood and Enlargement Negotiations, The EU steps up support to border man-
agement on the Moldova-Ukraine border, https://neighbourhood-enlargement.ec.europa.eu/news/eu-steps-sup-
port-border-management-moldova-ukraine-border-2022-06-02_en (03.02.2025).

%2European Commission, EU-Ukraine Solidarity Lanes, https://commission.europa.eu/topics/eu-solidarity-
ukraine/eu-assistance-ukraine/eu-ukraine-solidarity-lanes_en (05.04.2025).

33 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2022, op. cit.
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npectynHoctu. Ilpexne Bcero, ydacTWIIMCh Clydad HE3aKOHHOIO IEPECEUEHMsI YKPAaUHCKO-
MOJIIAaBCKOM IpaHulpl. [[ONBITKM HENETaNBHOIO MEPEeCeUYeHUsl IPaHULbl IPEANPUHUMAINCE B
OCHOBHOM TIpaXJIaHaMHM YKpauHbl - MYKYMHaMHU IIPHU3BIBHOIO BO3pacTa, IOJb3YIOIIMMUCS
ycayramu KoHTpabanaucToB. C MOMEHTa BBEICHHUS BOGHHOTO MOJOKEHHUs B YKpauHe u 1o 31
Masi 2024 roxa, okono 23 500 yKpaHCKUX MYKUYMH HE3aKOHHO NEPECEKIIn YKpPauHCKO-
MOJIIaBCKyI0 Tpanuity>t. Takke yBeTMUMINCH CIydad KOHTPaGaHabl OPYKHs, GOSHPHIIACOB U
B3pbIBUATBIX BeIECTB. B acnekre OOppObI € TpPaHCIPAHWYHOW IPECTYNHOCTbIO MHUCCHS
BO300HOBHJIA PEATN3AIMIO MHULIUATUB 10 ONIEPATHUBHON MOAJCPIKKE YKPAUHCKUX U MOJITABCKUX
NOTPAaHUYHBIX M TAMOKEHHBIX CIIYKO, KOTOpbIe OBbUIM NMPUOCTAHOBIICHBI Ha HAYaJIbHOM 3Tarie
BOMHBI. OJJHUM U3 IPUMEPOB TAKUX MHUIUATUB sBJsieTcs: co3nanHass EUBAM Pabouas rpymma
1o 60pbOe ¢ HE3aKOHHOM TOProBiel opyxueM. B pamkax AesTeTbHOCTH 3TOM IpyMIibl yIaJI0Ch
aKTyaJIM3UpoBaTh  ONEpPAaTUBHYIO  KapTUHY  yrpo3  TPAHCIPAHUYHOW  IPECTYIHOCTU
Y CKOOPAMHHUPOBAaTh MEphl IO MPENOTBPAILIECHUI0 HE3aKOHHOTO 000pOTa OrHECTPEIbHOIO
OpYXKHUsl B IIYHKTax IEPECEUCHUs YKPAaMHCKO-MOJIAABCKOM TIPAHMLBI M HAa IPUIPAHUYHBIX
Tepputopusx>". K ToMy e B Ie/IAX pearupoBaHKs Ha H3MEHEHHUs CUTYaluH 6€30TacHOCTH Ha
yKpanHCKO-MoJiaBckoit rpanute B 2022 rony EUBAM mnipoBena ceputo u3 18 yaeOHBIX KypcoB
i 351 coTpyAHMKA IPaBOOXPAaHUTEIbHBIX OPraHOB OOEUX CTpaH IO AKTyaJIbHbIM yrpo3am
6€30MacHOCTH Ha TpaHuIe>’. DKCepThl MUCCHH TaKkKe MPOBETH MEPONPHUATHS MO PA3BUTHIO
NOTEHLIMalla YKPaMHCKUX M MOJIJABCKUX TIOIPAaHUYHBIX U TAMOMKEHHBIX CIYXO myTeMm
peanm3anmnl42 mpakTHYECKUX 3aHATHH it 247 COTPYIHUKOB.

B 2023 romy ocHOBHOE BHMMaHHUE MHCCUU OBUIO YAEIEHO INPOTHO3UPOBAHUIO U
3(QPEKTUBHOMY TPOTHBOAEHCTBUIO YIpo3aM, CBS3aHHBIM C CUTyalMed O0e30HacHOCTH Ha
YKPanHCKO-MOJIIABCKOM TpaHule. Mmuccus NpoAoIDKWIA COACHCTBOBATh YKPAaWHCKUM U
MOJIIaBCKUM CIIy’k0aM B pealM3allii pa3iIMuHbIX MEpOIpHUITUH B paMkax HMHUIMATHBB EK
,»Solidarity Lanes EU-Ukraine”. CoxpaHuiack Takxe TeHICHIHS K POCTY CIIy4aeB HE3aKOHHOTO
nepecevdeHusl TpaHuIbl U KOHTpaOaHIbl OpYyXkHs, OOEMPHUIIacOB M B3pPbIBUATHIX BellecTB. (s
OKa3aHUs MOJJIEPKKU TaMOKEHHBIM M TOIPaHUYHBIM CIyx0aM 00eMX CTpaH B pa3BUTHUH UX
MOTEHIIMAa U pemeHuu mpodiem Oe3omacHoctu rpanull, EUBAM yBennunna o0beM cBoei
orepaTuBHON nomomy. B oktsa6pe 2023 roxa, npuHUMas BO BHUMaHKE JUHAMUKY U BBI30OBHI B
KOHTEKCTE PErHMOHAIBbHON CUTYAIlUH, MUCCHUSI BO30OHOBMIIA I€ATEILHOCTh MeXBeIOMCTBEHHON
PETMOHAIBHON AHATMTUYECKON TPYMIIBI ISl PETYJISPHON OLIEHKH PUCKOB M yrpo3 B Oxecckoi
obmactr®’. B KOHTeKCTe TOMOIIM B MOJAEPHM3ANMM W  yIydIIeHHH IIOTPAHMYHOIN

UHPPACTPYKTYpbl, MHCCUSl TNpeNnpuHsia psja JCUCTBUH 1O OINpPEAETICHUI0 M PELICHUI0

3411, Hepmenmxi, Jecamxku mucau yKpaiHCobKuX UONO6IKIE «HENe2anbHO» emekau 6i0 ilinu 0o Mondoeu,
https://www.radiosvoboda.org/a/tysiachi-ukrayinskyh-cholovikiv-vyyihaly-moldova/33029793.html
(02.12.2024).

35 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2022, op. cit.

% |bidem.

37 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2023, https://eubam.org/publica-
tions/annual-report-2023/ (15.02.2025).
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KPUTHUYECKNX MH(PACTPYKTYPHBIX MOTPEOHOCTEH B KIIOYEBBIX MyHKTax mpomycka. EUBAM
CIOCOOCTBOBANA MPOBEACHUIO, a TAK)KE y4acTBOBAJa B HECKOJBbKHMX payHIaX TEXHHYECKUX
KOHCYJITAllMil ¥ OLIEHOYHBIX BU3UTOB HAa YKPAMHCKO-MOJIIAaBCKOM I'PAaHUIIC B PAMKAX IPOEKTa
texHuueckon mnomomu ,EU4BS”, peanuzyemoro MexyHapoaHON oOpraHuzauuen 1Mo
Murpanunce, OIHOH U3 OCHOBHBIX 33a1ad MHCCHH B cepe IesTebHOCTH HAIpaBIEHHOH Ha
peanu3aliio KOHLEMIMH HHTErPUPOBAHHOIO YIIPABJICHUS TpaHULAMHU, ObUla ONTUMM3ALUS
IPaBOBOr'O PEryJIMPOBAHUS U IPOLEAYP TOTPAHUYHOI0 KOHTPOJIst 00enx cTpaH. C 3Toil Lenblo B
maprte 2023 roaa criermanuctsl EUBAM nipuHsuM y9acTie B pOJIM KOHCYJITAHTOB B Pa3paboTKe
NpeIOKEHUI 10 BHECEHHIO M3MEHEHHH B 3aKOH O roCyIapCTBEHHOH rpanuie PecmyOmmku
MonnoBa u TaM0keHHBIN KOJEKC, € LIEIbI0 aalTaliul 3TUX IPAaBOBBIX aKTOB K €BPONEHCKUM
crangaptam. [lomumo storo, B 2023 rony EUBAM mnposena ceputo yueOHBIX KypcoB aist 433
COTPYIHHKOB YKPAaMHCKHX U MOJJABCKHX NOTPAaHWYHBIX W TaMOXKEHHBIX CIY)KO B oOiacTu
aHaIN3a PUCKOB, OLEHKH YIPO3, IOCMOTPA TPAHCIIOPTHBIX CPEICTB U MPOBEPKH JOKYMEHTOB Y,
OnepatuBHble TpYINIbl MHUCCHM TaKKe MpPUHSUIM YydacThe B peanuzauuuu O6osee 600
NPAaKTHUYECKUX 3aHATHH U1 MOTPaHUYHUKOB M TaMOXXEHHUKOB OOEMX CTpaH, MOCBSIIEHHBIX
BOIIPOCAM TaMOYKEHHOTO O(hOPMIICHHS ¥ TOTPAHMYHOTO KOHTPOJIS.

B coorBercTBUM ¢ pacummpeHHbIM MaHaaroM wmuccud, B 2024 rony EUBAM
COCPEOTOYMIIA CBOM YCHJIMSI IPEUMYLIECTBEHHO HAa OKa3aHUM TEXHUYECKOM IMOMOLIM U
Pa3BUTUM MOTEHIMAIA YKPAUHCKUX U MOJIJIABCKMX TAMOKEHHBIX U MOTPaHUYHBIX CTyX0. C 3TOoi
LEJIbI0 3KCIIEPThl MUCCUU TMpOoBeNH 18 ydueOHBIX KypcoB st 533 COTpYIHUKOB TaMOXKEHHBIX
U MIOrpaHUYHBIX CITYK0 00eux cTpaH, a Taxke 6onee 700 mpakTUUECKUX 3aHATUI Ha MecTax JJIs
1700 coTpynHukoB —mapTHepckux —cayx6?. Kpome 2Toro, ObUIM  OpraHH3OBAHbI
o3HaKoMuTenbHble BU3UTHI B OkcneptHbli neHTp CELBET B I'manbcke Uil yKpamHCKHX
Y MOJIJTaBCKUX TaMOXXEHHHUKOB, C LEJIbI0O COBEPUIEHCTBOBAaHMUS METOJOB HEHMHBA3HUBHOI'O
KoHTponsA*l. OTenbHbI 03HAKOMUTENBHBIH BU3UT B JlenapTaMeHT MOMUIMK U TIOTPAHHYHOMN
OXpaHbl DCTOHHMHU OBbLI OPraHW30BaH MHUCCHUEH Ui COTPYTHHMKOB MOJJIAaBCKOW HMOrpaHUYHON
CITy’KOBI, C LIENbI0 00CYKJICHUsI BOIIPOCOB MPOTHUBOJICHCTBUS J1e3UH(POpMaINK, KOMMYHUKAIIUN
B KPH3HCHBIX CHTYAIUAX, a TAK)KE CTPATETHH YKPEIUIEHHs OOIIECTBEHHOTo AoBepus 2, Takxke
MHCCHUSI aKTHBU3UPOBAja MEpPhI 10 COAEHCTBUIO OE30MACHOCTH U YIPABJICHUIO TPAHUI] ITyTEM
OpPEeIOCTABICHUs] YKPaWHCKMM W MOJJIaBCKMM TOTPAaHMYHBIM  CIyX0aM TEXHUYECKOTO
obopynoBanus, Ha cymmy Oomee 600 000 eBpo, ¢ IENbIO YBETUYCHUS BO3MOKHOCTEH

TIPOBENIEHNs MHPOBEPOK M COBEPIICHCTBOBAHMS Mep KOHTPOJIS B ITyHKTAaxX mpormycka®,

38 |bidem.

39 |bidem.

40 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2024, op. cit.

41 Press release EUBAM, Study visit to the X-ray Image Analysis and Training Center in Poland, https://eu-
bam.org/newsroom/study-visit-to-the-x-ray-image-analysis-and-training-center-in-poland/ (10.02.2025).

42 Press release EUBAM, Moldovan Border Police Communications Officers gain valuable insights from Estonian
colleagues, https://eubam.org/newsroom/moldovan-border-police-communications-officers-gain-valuable-in-
sights-from-estonian-colleagues/ (10.02.2025).

43 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2024, op. cit.
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[Torpannyna cimyx6a PecniyOnuku MomgoBa mnonydmna oOopymoBanue aist 3((GEKTHBHOTO
obecrieyeHMsl HaAJeKalllel CBA3M MEXIY OINEpaTUBHBIMU HOJAPA3AEICHUSIMU B pEXKUME
peansHoro Bpemenn®®. IOKHOE pervoHanbHOE YHpaBIeHHE MOTPAHHYHON CIyKObl YKpauHbI
MOJTYYMIIO KOMIUIEKTHI JUIS OOE€3BPEKHMBAaHMs B3PHIBOOMACHBIX IMPEIMETOB M aBTOHOMHBIC
KaMephl BUICOHAOIONEHHUs sl YCHIIEHHs Ge30MacHOCTH M ONepaTHBHON ycToitumBoctu®. B
acleKTe OKa3aHUs NOMOILIM B O0opbO€ € TPaHCTPAaHUYHOM IPECTYMHOCTBIO HA YKPaUHCKO-
MOJIJIJaBCKOM TpaHMIIE, MHUCCHS OCYIIECTBIIUIa KOOPAMHAILMOHHYIO DPOJIb B OIpENEIeHUH
TEHJEHUMI TpaHcrpaHnyHoil mpectynHoctu. Ilon mnpencenarensctBom EUBAM  PaGouas
rpymmna 1o 60pbp0e ¢ He3aKOHHOM TOProBIICH OpyKHUEM MPOAHAIN3NPOBajIa HOBbIE TEH/ICHIINU
BBI30Bbl B BBISIBIICHHM HEJETaJIbHOIO OpPYKHUsS, OTMETHB TaKXKe HEOOXOAMMOCTh YCHIICHHS
MEXAYHAPOAHOTO COTPYJHUUYECTBA B 3TOH 00J1acTH, 0OMEHa pa3BeIbIBaTeIbHON HHpOpMalyei,
a TaKKe NMPEBEHTHBHBIX Mep 10 Oophbe ¢ KoHTpabaHmoil opyxua’®. B 2024 romy mocie
MHOTOMECSTYHBIX COOEB B JAeATEIHHOCTH OIECCKHX MOPCKUX IOPTOB OHU BO3OOHOBHIIM CBOIO
paboTy, YTO CTaJl0 HOBOPOTHBIM MOMEHTOM B BOCCTaHOBJICHUU TPAJULMOHHBIX YKPAaMHCKHX
9KCMOPTHBIX MapiIpyToB. OJJHAKO cleqyeT OTMETUTh, yTo PD npogomkuiia peanusanuio cBoeH
CTpaTeruv HaHECEHHs yIapoB 10 TOPTroBOM MHQpacTpykType YKpaunbsl. HecMoTpst Ha TO, 4TO
B0300HOBIICHHE paboThl OJeCCKUX MOPTOB CHU3WIIO JIABJICHHE HA TEPErpy>KCHHbIC Ha3eMHBIC
TPAHCIIOPTHBIE CETH U YKPEIUIIO SKCIIOPTHBIN MoTeHIman Ykpaunsl, naunuatusa EK ,,Solidarity
Lanes EU-Ukraine” mo-mpexxHeMy MMeeT KIIOYEBOE 3HAYCHHE Ul YKPAUHCKOTO HMIIOPTA.
BcBa3u ¢ atMM, MuHCCHS TNPOAODKWIA MOJJIEPKHUBATh PEATU3AMIO  BBIIICYKAa3aHHOM
uHUIMATUBBL. Clienyer Takke MOJYEpPKHYTh, YTO BBEJACHHAS B KAaueCTBE HIKCTPEHHON MeEphl B
OTBeT Ha OJIOKaay YyKpauHCKUX NopToB, mHMnMatuBa EK co BpemMeHeM MpeBpaTWiINCh B
CTpaTEernyecKyl0 OCHOBY JUIsl YCWJIEHHUS cCBs3edl VYkpaunel u PecnyOamku MonmoBa ¢
EBpocorozom.

B pamkax peanu3zaruu 13-ro srana [Inana neiictuit EUBAM na 2022-2025 roas! Muccus
COCPEIOTOUMIIACHh HA PeaIM3allMd TPEX OCHOBHBIX IIEJEH, a UMMEHHO: COJEHCTBHE MHUPHOMY
yperyaupoBaHuio kKoHGuukTa B IlpuaHecTpoBbe, BHEIpEHUE KOHLEMIMM MHTEIPUPOBAHHOTO
yIIpaBJICHUs] TPaHUIAMH U OKa3aHUE MOMOIIM B OOphOE C TpaHCTPaHUYHOM MPECTYIMHOCTHIO.
Crnenyer ormeTuTh, uTO MHccHA 3(QeKkTuBHa B peaaM3aldd CBOUX KOHCYJIbTaTHBHO-
TEXHUYECKHX 3aJay, B YaCTHOCTH B cdepe BHEAPEHUS HHTETPUPOBAHHOTO YIPaBIICHHS
TpaHUIIAMHA U OKa3aHHUsS MOMOIIM B OOphOE C TpaHCIPaHWYHOW MPECTYIMHOCTHIO, OJHAKO €€
JOCTIDKEHUS B peaju3ali TMOJIUTUYECKUX 337ady B AaCHEKTe COACMCTBUS MHUPHOMY
YPEryJIUPOBaHUIO MPUIHECTPOBCKOTO KOH(MIIMKTA HE SBISIFOTCS CTONb 0HO3HaYHbIMI. EUBAM
IBITAETCS TIOBJIUATH Ha pa3pelieHre 3TOro KOH(PIMKTa KOCBEHHO, ITOCPEICTBOM HSKOHOMUYECKUX

" IIOJIUTHYCCKHUX I[@I\/’ICTBI/Iﬁ. CTpaTeFI/Iﬂ MUCCHUH 3aKJIIFOHYAa€TCA B TOM, YTOOBI KaK MOXKHO TECHEE

4 1bidem.

4 Press release EUBAM, Ukraine’s border security boosted by EUBAM with equipment donation, https://eu-
bam.org/newsroom/ukraine-s-border-security-boosted-by-eubam-with-equipment-donation/ (16.02.2025).

4 European Union EUBAM to Moldova and Ukraine, EUBAM Annual Report 2024, op. cit.
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ces3arh [IPM ¢ PecriyGnukoit MonoBa B 5)KOHOMHUYECKOM IIJIaHE U B MOIEPIKKE Pa3BUTHUS MEP
[0 YKpEIUIEHUIO n0Bepus B IIpuaHecTpOBCKOM pErmoHe, HECMOTPS HA TO, YTO 3TH MEpPbI
HalpsIMyt0 HE BEAYT K NOJUTUYECKOMY PEILICHUIO KOH(IUKTA, OHU MOT'YT CO3/1aBaTh JJIsl 3TOrO
ycnoBus. CylIeCTBEHHBIM OIPaHMYEHHMEM MMCCHU B 3TOM KOHTEKCTE SIBJISIETCS CIJIOMKHAs
nonutuueckas curyanuss B [IPM u cutyanuss O€30MacHOCTM B PErMOHE, 4YTO TIPHBEJIO
K IIPUOCTAaHOBKE MHOTMX WHHLMATHB, B TOM 4YMCJIE KIIOYEBOW IIPOLECC YPEryJIUpPOBaHUS
KoH(IHKTa B hopmate «5+2»*. Koppymius B morpaHMYHBIX CiTyxk0ax YKpaunsl n PecryGmmikn
MonoBa Takke ocTaercs (yHAAMEHTAIRHOW MpOOJIEeMOW, SBISISICH  CYIIECTBEHHBIM
npernsTcTBIeM Ui 3G GEKTUBHON peanu3anui peopM MorpaHudHoro yrnpasieHus. bonee Toro,
B 00eux CTpaHax HaOJIOAAIOTCS CYLIECTBEHHBIE pa3lWyMs B YPOBHE Pa3BUTUS TaMOKEHHBIX
U [IOTPaHUYHBIX CIyXO0, HOpUMEpOM 4Yero sBiseTcs YKpauHa, KOTOopas B pe3yibTaTe
MPOJIOJDKAIOIIEHCS BOIHBI UCIIBITBIBAET MPOOJIEMBI KaK ¢ (PMHAHCHPOBAaHHEM pedopMaToOpCKux
MHHIIMATUB B 9TOH cdepe, Tak U ¢ JePUIUTOM KaJIpOB B 3TUX CITyx0ax.

ToT dakr, 4To MaHAAT MUCCHU MTPOJIEBANICS YK€ CEMb Pa3, CBUJIETEIbCTBYET O TOM, UTO
EC mno-npexHeMy BHIUT HEOOXOIUMOCTb B IPEJOCTABICHUM JalbHEHIIeH MpUrpaHUYHOM
nomou Ykpaune u Pecriybmuke MomnoBa. CiemyeT Takke OTMETHTb, YTO MUCCHS SIBJISICTCS
OJIHUM W3 BaKHBIX AJIEMEHTOB O0Jiee MIMPOKOM cTpaTerud EBpocoro3a 1o okazaHUIO MTOMOIIH
0o0enM cTpaHaM B UX YCUIIHSIX 110 BeryruieHuto B EC. YuuTsiBas pemenue Epponeiickoro Coro3a
0 mpenocTaBieHnu YkpauHe u PecriyOnuke MonnoBa craryca kanauaara B EC, coxpanutcs
HE00XO/IMMOCTh B MPOJOJKEHUN KOMIUIEKCHBIX pedopM, B TOM 4uciie B cpepe TaMOKEHHOTO
Y TIOTPAHUYHOTO KOHTPOJIA, B CBSI3U C YE€M CIIEAYeT OXHMAATh IPOJJICHWS MaHAAaTa MHCCHU.
B 0603puMom OyayiiieM MUcCcUsi BEpOSTHO MPOAOIDKUT KOHIEHTPUPOBATh CBOM YCHUJIMS Ha TpeX
BBILICYTIOMSIHYTBIX LIENAX onucaHHbIX B 13-M stane [1nana neiicreuit EUBAM. Hapsny ¢ stuwm,
B paMKax paciypeHHoro manjaata muccun, EUBAM Oyner npo1omxkarh OKa3bIBaTh MOJIEPIKKY
TaMOXXEHHBIM U TIOTPAaHUYHBIM CiIy’k0aM 00€eux CTpaH, IMOCPEACTBOM IPENIOCTABICHUS
TEXHUYECKOH IMOMOIIM W Ppa3BUTHA MX MOTEHIMaNa. DT YCWIMA OyIyT MO-TIpeKHEMY
COCPEOTOYEHBI, NPEUMYILIECTBEHHO Ha MPUAHECTPOBCKOM YYacTKE YKPaWHCKO-MOJIIABCKON
TpaHUIIbl, KOTOPBIA SIBISIETCS HCTOYHMKOM BBI30BOB U YIpo3, MPEXIE BCEro B 00JacTH

MOrpaHUYHOTO0 KOHTPOJIA U TPAHCT paHHqHOﬁ MPECTYIMHOCTH.

3AKJIIOUEHUE

Coznanne muccun Esponeiickoro Coro3a MO O0Ka3aHUIO NPUTPAHUYHON TOMOIIHU
Pecny6niuke MonnoBa u Ykpaune B konue 2005 roga crano, ¢ OJHONH CTOPOHBI KOCBEHHBIM
orBetoB EC Ha yrpossl uisi cOOCTBEHHOW O€30MacHOCTH, KOTOPBhIE BO3HHUKIIM BCIEICTBUE
pacupenusi Coro3a Ha BOCTOK M MPUONMKEHHS] TEM CaMbIM €ro TpaHHll K KOH(IIUKTY B
[TpunnectpoBckoM perrone. C Apyroit CTOpoHbI, CO3aHNE MUCCUU OBLIO MPSIMBIM OTBETOM Ha

npoceOy mpesuneHTa YkpauHbl Bukropa FOmenko u mpesugenta Pecrnybnmku Mommosa

47 Monnosa, [Ipunnectposse, Ykpauna, Poccus, OBCE u, B xauectse Habmongarencii, CILIA u EC.
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Brnagumupa Boponuna 06 oka3zaHMM KOHCYJTaTUBHOM M TEXHHUYECKOH MOMOIIU B CO3JAaHUU
3G GEeKTUBHONW CUCTEMBI MOTPaHUMYHOrO KOHTposisi. HecMoTpst Ha TO, YTO NpPUAHECTPOBCKUI
KOH(JIMKT He NMpeacTaBIisi npsmMoi yrpo3sl 1uid EC, oH BocipyHUMACs KaK HCTOYHUK OMACHBIX
SIBJICHUH, TAaKUX KaK HeJlerajibHas MUTpalysi, KOHTpaOaH/1a, TOPTOBIISL OPYKUEM U T. . B aToM
KOHTEKcTe, Oe3omacHOCTh EBpocoro3a 3aBucena OT €ro  CIIOCOOHOCTH — Pa3pelinuTh
BBIIIICYKa3aHHBINH KOH(MDIUKT WJIM MUHUMHU3HPOBATh €ro nocieactsus, a muccuss EUBAM Obuia
OJTHUM M3 OCHOBHBIX HHCTPYMEHTOB B JIOCTH)KEHHH 3TOM LIEJIH, KOTOpas Obula CO3/1aHa B PaMKax
OBIIb c ucnonb3oBanueM MexaHu3Ma ObicTporo pearupoBanusi EC. IIpaBoBoil ocHOBOM
CO3/IaHUsI MHUCCHM siBiIsieTcss MeMmopaHayMm O B3auMONOHMMaHuU Mexay [lpaBurenbcTBom
Yxpaunsl, [IpaButensctBom Pecnyonuku MomnnoBa u EBponeiickoit Komuccueil. Onnum u3
BRXHEHIIMX ITyHKTOB MEMOpaHAyMa SBIIETCS ONPEACICHHUE LENed MHUCCUHM, KOTOpPbIE B
3HAYUTEIbHON CTENEHH OCTAIOTCS HEM3MEHHBIMM, B TO BPEMsI KaK €€ 3a/laul, pealu3yeMble B
paMKax IOCTaBJIEHHBIX Liesel, co BpemeHneM nestenbHocty EUBAM spomononuposainu. 1o
CBOCH CYTH MHCCHS HOCHT StriCte KOHCYNbTaTHBHO-TeXHUUeCKHi xapakrep. EUBAM MoHO
TaK)KE€ OXapPAKTEpU30BaTh KaK HMHCTUTYLHUOHAIbHO-TUOPUIHYIO MHCCHIO, H3-32 JOBOJBHO
CeU(pUUIECKOTO pa3eNieHnus] PoJiell M BKJIAJ0B MHCTHTYTOB EBpPOCOI03a M OTHENBHBIX €r0
rocyJIapcTB-wieHOB B ee jaearesnbHOocTh. B 2015 m 2022 romax mnpowusonun Haumbosee
CYLIECTBEHHBIE M3MEHEHHMS B MaHJATe€ MHCCHHU, C LEJIBI0 €r0 ajalnTalud K MEHSIOIIENcs
cUTyaluu 0e30macHOCTH B peruoHe. llepBoHauasbHOE OTCYTCTBHE HCIIOJHUTENIBHBIX
MOJTHOMOYUIT MHCCHM KOMIEHCHPOBAJIOCh JOCTAaTOYHO IIHPOKUMHU KOHCYJIbTaTUBHBIMU
MOJTHOMOYHSIMH, YTO MO3BOJISUIO IIEPCOHALY MUccHu Oosee 3¢ (EeKTUBHO JIeHCTBOBAaTh HA MECTAX.
Muccus EUBAM sBisiercss XOpOIIMM IPUMEPOM  HCIOJIB30BaHUS IIMPOKOIO CIIEKTpa
uHcTpymMeHToB  EBponeiickoro Coro3a, BKIIIOYas COBMECTHbIE JielicTBUS, 0OOy4eHue,
KOHCYJIbTaTUBHO-TEXHHUYECKYIO TIOMOIIb, @ TaKXKe MPUKOMAaHIUPOBaHHUE MEPCOHANA, KOTOPbIE
UCHOJNB3YIOTCS JUIsl JOCTHXKEHHUS] KOHKPETHBIX BHEIIHENOJUTHYECKUX HHTEPECOB, a MMEHHO
obecriedyeHnst CTabUIBHOCTU U 6€30MaCHOCTH Ha BOCTOUHBIX rpanunax EC.

B 2022-2024 rogax 0CHOBHBIE HAIPaBJIECHUS ISSITEILHOCTH MUCCHU OBLITH COCPEIOTOYEHBI Ha
MPEIOCTABIEHUY TTOMOIIM YKPAaMHCKUM M MOJIIaBCKMM TOTPaHUYHBIM U TAMOKEHHBIM CITyK0am
B YIIPaBJICHUH TIOTOKOM OeskeHIieB 1 noepxku nauiuaTtuebl EK ,,Solidarity Lanes EU-Ukraine”.
Kpome TOro, B pamkax pacmmpeHHoro manzara muccud, EUBAM oka3biBana NOJIEPXKKY
YKpaHCKOM M MOJIJAaBCKOM CTOPOHaM B pealu3allid COBMECTHBIX C MEXKIYHApPOIHBIMU
Y €BpPOINEHCKUMHU MapTHEpAaMU MEpPONPUATHI, NPOEKTOB W WHUIMUATUB 110 BHEAPEHUIO
KOHLICMIIMM WHTETPUPOBAHHOTO YIMPABJICHUS TPaHUIAMU M OKa3aHHMIO TOMOIIM B 60prOe
C TPaHCTPAaHUYHOM TPECTYMHOCTbIO. JlaHHbIE WHHUIMATUBBI OBUIM PEATN30BAHBI IyTEM
MIPOBEIEHUS YUEOHBIX KYPCOB JUISl COTPYAHUKOB TAMOYKEHHBIX M IOTPAHUYHBIX CITY>KO Y KpauHbI
u PecriyOnuku MonyoBa, a Takke IMyTeM aJlalTallid MPaBOBBIX aKTOB B cepe ymnpaBieHus
rpanunamMu obeux crpad K cranzaptam EC. Muccust Takxke oka3blBasa TOAJICPKKY B OILICHKE
PUCKOB M YIpo3 Ha YKPaMHCKO-MOJIJABCKOW TpaHHUIE, MOJEPHU3ALUH IOIPAaHUYHOU

UHPPACTPYKTYPbI, PA3BUTUU NOTEHIMATA CIYXKO M MPEIOCTaBICHUU TEXHUUYECKOW MOMOIIIH.
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B paccmarpuBaemom mnepuone EUBAM Obuta BecbMa 3(QeKTHBHA B pealn3allddl CBOUX
KOHCYJIbTaTUBHO-TEXHUUYECKUX 3a]1a4, OJHAKO B BBIIOJIHEHUM CBOMX ITOJIMTHMYECKUX 3a/1ad I10
COACUCTBUIO MHUPHOMY YpPEryJupoBaHui0 KoH(pmukTa B [IpuaHecTpoBbe MHCCHUS HMeENa
OTpaHMYECHHBIE BO3MOXXHOCTU. DakTopamMH OrpaHHMYMBAIOLMMU 3()(HEKTUBHOCTH MHUCCHU
SIBJISIFOTCS, CPE/IM TIPOYETO0, CIOKHAsI HoMuTHYecKast cutyanus B [IPM, cutyanus Ge3onacHocTH
B PEruoHe, KOPPYIIMS B YKPAUHCKUX U MOJIJABCKUX ITOTPAaHUYHBIX U TAMOKEHHBIX CIIyXk0ax, a
TaK)K€ HEPABHOMEPHBINA YPOBEHb PA3BUTHSI ITUX CILYXkKO.

Muccus EUBAM Bce erie npopoinkaercs, a BAXXHOCTb U 3HAYMMOCTD €€ JIeATENIbHOCTH
BO3pACTaEeT B CBSA3H C MPOJIOJKAIOIICICS pOCCUIMCKO-YKPAUHCKOW BOMHOM. OMBIT HAKOILJICHHBIN
EUBAM 3a J1BaJuaTWIETHIONO JAEATEIbHOCTh MHUCCHUHM, MOXKET OBbITh HCIOJIB30BaH JUIs
yperyaupoBaHusi MOCTKOH(IMKTHOMN CUTyalluy B Y KpauHe B KOHTEKCTE yIpaBJICHUs IPaHULIAMU

MEXy YKPaHHOH U €€ OKKynupoBaHHbIMU P® Teppuropusmu.
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MODELING THE RISKS OF SOCIOENGINEERING ATTACKS
ON THE INFORMATION SYSTEM BASED ON THE METHOD
OF COGNITIVE MAPPING

ABSTRACT: The article explored the key methods of social attacks, including phishing, vishing, spear phishing,
and trust manipulation, which allow attackers to bypass even the most sophisticated defense mechanisms.
Special attention is focused on analyzing the human factor as a critical element of security. The research shows
that about 70% of incidents are related to the actions of users themselves, who may be unaware, psychologically
vulnerable, or subject to external influence. The practical significance of the study is to develop strategies
to minimize the risks of social engineering. The proposed measures include comprehensive staff training, the
use of multi-level authentication, restriction of access rights, implementation of software monitoring of
suspicious actions, and threat modeling based on cognitive analysis. The presented results may be useful for
security policy makers, information security professionals, and researchers in the field of cyber defense.

KEYWORDS: social engineering, information security, human factor, cognitive mapping, mathematical
modeling

MODELOWANIE RYZYKA ATAKOW SOCJOINZYNIERYJNYCH
NASYSTEM INFORMATYCZNY W OPARCIU O METODE
MAPOWANIA KOGNITYWNEGO

ABSTRAKT: W artykule przeanalizowano kluczowe metody atakow spoteczno$ciowych, w tym phishing,
vishing, spear phishing i manipulacje zaufaniem, ktére pozwalajg atakujacym oming¢ nawet najbardziej
wyrafinowane mechanizmy obronne. Szczegodlng uwage skupiono na analizie czynnika ludzkiego jako
krytycznego elementu bezpieczenstwa. Badania pokazuja, ze okoto 70% incydentow jest zwigzanych
Z dziataniami samych uzytkownikéw, ktorzy mogg by¢ nieSwiadomi, podatni psychologicznie Iub podlegaé
wplywom zewnetrznym. Praktyczne znaczenie badania polega na opracowaniu strategii minimalizujgcych
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ryzyko inzynierii spotecznej. Proponowane srodki obejmuja kompleksowe szkolenia personelu, sto-
sowanie wielopoziomowego uwierzytelniania, ograniczanie praw dostgpu, wdrazanie oprogramowania
monitorujacego podejrzane dziatania oraz modelowanie zagrozen w oparciu o analize kognitywna. Przed-
stawione wyniki moga by¢ przydatne dla osob odpowiedzialnych za polityke bezpieczenstwa, specjalistow
ds. bezpieczenstwa informacji i badaczy w dziedzinie cyberobrony.

SLOWA KLUCZOWE: inzynieria spoleczna, bezpieczenstwo informacji, czynnik ludzki, mapowanie kogni-
tywne, modelowanie matematyczne

INTRODUCTION

In today's digital environment, information security is becoming a critical issue for any
organization or individual user®. One of the most dangerous methods of gaining unauthorized
access to data is social engineering, which is based on the manipulation of human psychology
and behavioral traits. Unlike traditional attack methods, such as exploiting software vulnerabil-
ities or using malware, social engineering bypasses technological safeguards by forcing users
to disclose confidential information or perform actions that threaten system security?.

Research into social engineering is relevant due to the rapid growth in the number of
attacks that exploit the human factor as a weak link in cybersecurity systems. According to
statistics, about 70% of information security incidents are caused by social attacks rather than
technical vulnerabilities. Attackers use a variety of methods, including phishing (manipulation
via email)?, vishing (attacks via voice)*, spear phishing (targeted attacks on specific individu-
als), as well as more sophisticated techniques that include long-term information gathering and
psychological influence on the victim®.

L A. Gajewska, H. Noga, M.K. Grzegorzewska, Bezpieczeristwo i porzqdek publiczny w systemie funkcjonowania
panstwa na przykiadzie dziatan w dzielnicy Krakow Nowa Huta jako wyzwania edukacji dla bezpieczenstwa,
“Edukacja Ustawiczna Dorostych”, 2023(2), s.167-175; A. Gajewska, H. Noga, T. Piotrowski, Kompetencje
funkcjonariuszy Policji w zakresie bezpieczenstwa i porzqdku publicznego na przykladzie dzielnicy Krakow Nowa
Huta wobec wyzwar edukacji dla bezpieczenstwa, “Edukacja Ustawiczna Dorostych”, 2022(4), s. 95-105;
S. Batuszynski, K. Kluczewska-Chmielarz, D. Lis, Contemporary Hazards for Drivers, ,,Zeszyty Naukowe
Wyzszej Szkoty Finanséw i Prawa w Bielsku-Biatej”, 2024 28(4), s. 40-46; P. Czaja, Kamila Kluczewska-
Chmielarz, J. Porebska, H. Noga, B. Szczypka-Brodzinska, Techniki informacyjne w zarzqdzaniu szkolq,
“Edukacja Ustawiczna Dorostych”, 2024, 2, s. 79-95.

2 A.A. Melnychenko, The Problem of the Relationship Between Social Engineering and Social Management:
A Philosophical Reflection, “Bulletin of NTUU "KPI". Philosophy. Psychology. Pedagogy”, 2008, (1)22, p. 40-
43; A. Naz, M. Sarwar, M. Kaleem, M.A. Mushtag, S. Rashid, A comprehensive survey on social engineering-
based attacks on social networks, “International Journal of Advanced and Applied Sciences”, 2024, 11(4), p. 139—
154; M.A. Siddiqgi, W. Pak, M. Siddiqi, A Study on the Psychology of Social Engineering-Based Cyberattacks and
Existing Countermeasures, “Applied Sciences” 2022, 12(12), 6042;

3 M. Butavicius, K. Parsons, M. Pattinson, A. McCormac, Breaching the human firewall: Social engineering in phishing
and spear-phishing emails, “Computers & Security”, 2016, 57, p. 70-87; P. Unchit, S. Das, A. Kim, L.J. Camp, Quan-
tifying susceptibility to spear phishing in a high-school environment using signal detection theory, “Journal of Cyberse-
curity”, 2020, 6(1); M. Schmitt, I. Flechais, Digital deception: Generative artificial intelligence in social engineering
and phishing, “Artificial Intelligence Review”, 2024, 57, 324; F. Salahdine, Z. El Mrabet, N. Kaabouch, Phishing attacks
detection: A machine learning-based approach, “Computers & Security”, 2022, 118, 102720.

4 A, Triantafyllopoulos, et al., Vishing: Detecting social engineering in spoken communication — A first survey & urgent
roadmap to address an emerging societal challenge. Computer Speech & Language, 2025, 94, 101802; F. Toapanta, et
al., Al-Driven Vishing Attacks: A Practical Approach, Engineering Proceedings 2024, 77(1), p. 15.

> M.A. Siddigi, W. Pak, M. Siddigi, A Study on the Psychology of Social Engineering-Based Cyberattacks and
Existing Countermeasures, “Applied Sciences” 2022, 12(12), 6042; A.A. Melnychenko, Social Engineering as
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Despite the development of security technologies®, any security system cannot guarantee
complete protection against attacks that exploit human weaknesses. The concept of “candy secu-
rity,” which implies strong external protection with a weak internal structure, illustrates a real prob-
lem in modern organizations: even the most advanced encryption and access control systems can
be useless if employees or users are not aware of the risks and do not follow security rules’.

This article discusses not only the methods of social attacks, but also suggests ways to
model and analyze them mathematically. Particular attention is paid to cognitive mapping of
the impact of social engineering on users, which allows visualizing and assessing the cause-
and-effect relationships between behavioral factors and the probability of attack success. The
use of cognitive maps allows not only to predict the vulnerability of the system to attacks, but
also to develop strategies to minimize risks.

In addition, the article proposes a probabilistic model for assessing the risks of social
engineering attacks, which takes into account such parameters as the level of user awareness,
attacker skills, and the availability of technical means of protection. The author analyzes critical
risk factors and opportunities for implementing effective countermeasures, including staff train-
ing, implementation of multi-level authentication, development of corporate security policies,
and use of specialized software and hardware solutions.

In summary, the goal of this research is to identify the mechanisms of social engineers'
influence on information systems, assess the risks of such attacks, and develop effective meth-
ods of counteraction. The presented results may be useful for cybersecurity professionals,

a Factor in Ensuring the Sustainable Development of Social Systems, “Bulletin of NTUU "KPI" Political Science.
Sociology. Law”, 2012, (1)13, p. 73-78; V.V. Vyshnovskyi, L.M. Tkachuk, Social Engineering as a Means of
Influencing Human Consciousness, XLVII Scientific and Technical Conference of the Institute for Integration of
Learning with Production, https://studies.in.ua/lekcii-sociologija/4443-socalna-nzhenerya.html; R. Montafiez-Ro-
driguez, E. Golob, S. Xu, Social engineering cyberattacks and human cognition: A psychology perspective, “Fron-
tiers in Psychology”, 2020, 11, 1755; M. Sh. Tsauri, Human Vulnerabilities to Social Engineering Attacks: A Sys-
tematic Literature Review for Building a Human Firewall. “Journal of Applied Informatics and Computing
(JAIC)”, 2025, 9(4), pp. 1127-1136.

¢ T. Darbek, A. Mukasheva, A. Bissembayev, S. Gnatyuk, D. Mukammejanova, Research and development of
two-factor authentication methods using neural networks, Proceedings of the IEEE 4th International Conference
on Smart Information Systems and Technologies (SIST 2024), 2024, pp. 340-345; Z. Avkurova, S. Gnatyuk,
B. Abduraimova, K. Makulov, Targeted Attacks Detection and Security Intruders Identification in the Cyber
Space, “International Journal of Computer Network and Information Security”, 2024, 16(4), pp. 144-153; S. Gnat-
yuk, R. Berdibayev, M. Aleksander, et al., Software System for Cybersecurity Events Correlation and Incident
Management in Critical Infrastructure, “Lecture Notes on Data Engineering and Communications Technologies”,
2024, vol. 213, pp. 247-269; R. Ziubina, G. Litawa, R. Szklarczyk, P. Biel, O. Veselska, J. Nikodem, Detection of
viruses using machine learning method, In: Proceedings of the Pacific Asia Conference on Information Systems
(PACIS 2020) (Paper 9). Association for Information System, https://aisel.aisnet.org/pacis2020/9;
M. Kasianchuk, M.P. Karpinski, R.V. Kochan, V. Karpinskyi, G. Litawa, I. Shylinska, I. Yakymenko, Developing
symmetric encryption methods based on residue number system and investigating their cryptosecurity, “IACR
Cryptology ePrint Archive”, 2020, 589, https://eprint.iacr.org/2020/589.

7M. Sh. Tsauri. Human Vulnerabilities to Social Engineering Attacks: A Systematic Literature Review for Building
a Human Firewall, “Journal of Applied Informatics and Computing (JAIC)”, 2025, 9(4), pp. 1127-1136.; V.L.
Buryachok, V.B. Tolubko, V.O. Khoroshko, S.V. Tolyupa, Information and Cybersecurity: A Socio-Technical
Aspect: A Textbook. Kyiv 2015; Y.O. Nikitina, D.S. Timofeev, Social Engineering in the Information Security
System, Youth: Science and Innovation — 2017: Proceedings of the VV All-Ukrainian Scientific and Technical Con-
ference of Students, Postgraduates, and Young Scientists (Dnipro, November 28-29, 2017), Dnipro 2017.
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business executives, and researchers in the field of information security. Understanding the
principles of social engineering and methods of protection against it will significantly reduce
the risks of compromising information resources and increase the overall level of cyber resili-
ence of organizations.

OBJECT, SUBJECT, GOAL AND OBJECTIVES OF THE RESEARCH

Obiject of research: the process of targeted influence on a person for the purpose of un-
authorized access to information resources.
Subject of research: forms and methods of influence of a social engineer on the user of
an information system.
Goal of the research: to determine the factors that lead to violations of information secu-
rity by employees under the influence of actions (methods) by a social engineer.
Obijectives of the research:
Analysis of the boundaries of the subject area of social engineering.
Defining the roles of “social engineer” and “information system user”” within the subject
area.
3. ldentification of tactical tasks and opportunities for the use of social engineering.
4. Analysis of forms and methods of attacks, in particular attacks aimed at the qualities of
human nature.
5. Analysis of the stages of social engineer's actions.
6. Building a cognitive map of the impact on the object using social engineering methods.

RESEARCH METHODS

The research of social engineering requires an interdisciplinary approach®, that combines
knowledge in the fields of information security, social psychology, cognitive science, and cy-
bernetics. Given the complexity of the phenomenon, the study uses a comprehensive

8. Sageer, et al., An interdisciplinary view of social engineering: A call to action, “Computers & Security”, 2021,
114, 102556, https://doi.org/10.1016/j.cose.2021.102556.
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methodology that includes literature analysis, cognitive modeling®, mathematical modeling®,
and empirical research??,
The main goal of the methodology is:
— systematization of mechanisms of social engineering influence;
— mathematical modeling of attack risks;
— assessing the vulnerability of users to social engineering attacks;
— development of strategies to minimize risks and increase cyber resilience of information
systems.
The following research methods have been used to achieve the set objectives:
— At the first stage of the study, we analyzed the literature on social engineering and its
methods. The main focus is on the following aspects:
— Theoretical foundations of social engineering in the field of information security.
— The concept of “weak security”, which explains why the external protection of infor-
mation systems can be reliable, while the internal structure remains vulnerable.
— Methods of social manipulation based on cognitive biases and psychological characteris-
tics of a person.
— Mathematical models for assessing the risks of social engineering attacks.
— The analysis of the literature allowed us to form a knowledge base for building mathe-
matical models for assessing the risks of attacks.
Cognitive mapping of social engineering
To visualize the mechanisms of influence of social engineering, a cognitive map has been
developed that allows assessing the cause-and-effect relationships between the attacker's ac-
tions and the victim's reaction.
Stages of cognitive mapping:
Key concepts are identified:
— Victim of the attack (user, employee of the organization).
— Attacker (social engineer, cybercriminal).
— Methods of influence (phishing, vishing, trust manipulation, social pressure).

® K. Yesypovych, The Phenomenon of Cognitive Mapping in the Modern Linguistic Paradigm, ,,Studia Lingui-
stica”, 2013 (7), 254-257; D.G. Udochukwu, A. Bode-Asa, An overview of social engineering: The role of cogni-
tive biases towards social engineering-based cyber-attacks, impacts and countermeasures, Preprint on Re-
searchGate.

10 A. Sandor, G. Tont, E. Simion, A mathematical model for risk assessment of social engineering attack, ,,SSRN
Electronic Journal”, 2021; J. Meyer, O. Levin, Using machine learning to predict social engineering susceptibility,
»~Behaviour & Information Technology”, 2022, 41(3), p. 321-338; T. Konrad, O. Pysarchuk, H. Noga, A. Gajew-
ska, V. Volkogon, D. Baran, Method of Multifactor Analysis of the Alternatives Using the Example of Multi-
criterial Selection of the Optimal Cargo Transportation Route, In: Proceedings of Ninth International Congress
on Information and Communication Technology. ICICT 2024 2024, Lecture Notes in Networks and Systems,
London, Volume 6, p. 73-85; V. Volkogon, T. Konrad, O. Kolganova, L. Tereshchenko, Situational Synthesis of
Algorithmic Support of Regional Transport Systems based on Expert System, In: Proceedings of the International
Workshop on Advances in Civil Aviation Systems Development (Kyiv, May 30, 2023), Kyiv, 2023, p. 100-114.
11V/. Greavu-Serban, C. Floredana, N. Sabina-Cristiana, Exploring heuristics and biases in cybersecurity: A factor
analysis of decision-making in social engineering contexts, “Systems”, 2025, 13(4), p. 280.
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— Vulnerability factors (low level of cyber literacy, stressful situations, lack of security proto-
cols).

— Consequences of an attack (compromise of information, financial losses, reputational risks).

— A cognitive model of the interaction between a social engineer and a victim is created
that reflects the dynamics of the attacker's influence and the weaknesses of users.

— Graph analysis methods are used to determine the most critical points of influence, which
allows to estimate the probability of a successful attack.

This research considers social engineering as an interdisciplinary phenomenon that com-
bines sociological, psychological and information technology aspects of influencing users to ob-
tain confidential information. According to the concept developed by one of the founders of social
engineering, K. Popper, this approach in applied social sciences is focused on modifying behav-
ioral attitudes, adapting social systems and solving social problems. In the modern scientific dis-
course, social engineering is developing in two directions: as a mechanism for the formation and
improvement of social institutions and as a tool for manipulating information security2.

In cybersecurity terms, social engineering is interpreted as a method of gaining unauthor-
ized access to information systems through psychological influence on users. The use of ma-
nipulative technologies allows attackers to bypass technical security measures by exploiting
human weaknesses, cognitive biases, and lack of awareness of information security.

Key aspects of social engineering in information security

The main factor that determines the vulnerability of a system to social engineering attacks
is the human factor. The study identified the following critical aspects®®:

— Psychological influence and manipulation — exploitation of the victim's trust, fear, desire
for gain, or uncertainty.

— Use of deception and persuasion — creating scenarios that force users to disclose confi-
dential data or perform harmful actions.

— Understanding of cognitive biases — the use of natural features of information perception,
such as the effect of authority, the principle of social proof, or cognitive laziness.

— Knowledge of information technology is a combination of psychological influence and
modern technological tools to collect information and prepare attacks.

Social engineering is implemented through various forms of interaction with the victim,
which fall into three main categories:

1. Physical methods — manipulation through personal contact, creating situations that force
the victim to act in favor of the attacker.

2. Psychological methods — influence on the emotional state of the victim through fear, trust,
urgency or a sense of gain.

3. Technical methods — the use of fake web resources, emails, phishing attacks, etc.

12 A A. Melnychenko, Social Engineering as a Factor in ..., op. cit.
18V.V. Vyshnovskyi, L.M. Tkachuk, Social Engineering as a Means of Influencing..., op. cit.
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The success of each of these methods is determined by two variables: the level of training

of the attacker (A) and the level of awareness of the victim (R).

The study found that social engineering can be used not only to directly gain access to

information, but also as an intelligence tool. The main tasks of this area are:

Research of complex social and sociotechnical systems to identify potential weaknesses
in cybersecurity.

Studying the impact on the human factor as the main tool of social engineers' attacks.

To accomplish these tasks, various methods of information collection are used:
Intelligence of information systems — open source research (OSINT), metadata analysis,
identification of vulnerabilities in corporate infrastructure.

Network intelligence and cyber intelligence — searching for vulnerabilities in security
systems through automated or manual means of collecting information.

Analysis of user behavioral factors — assessment of interaction patterns with the system
to predict potentially dangerous scenarios.

According to the results obtained, from 35% to 95% of confidential information can be

collected without the use of technical means of hacking, which confirms the high efficiency of
social engineering methods®*.

The role of the human factor and cognitive vulnerabilities™:
One of the most important elements in the context of social engineering is the human

factor, which determines the effectiveness of attacks. To assess the vulnerability of users, the
following aspects are analyzed:

Values and moral principles — determine the user's willingness to comply with security
policies.

Level of knowledge and awareness — affects the likelihood of error when interacting with
an attacker.

Social skills and attitudes — can help or hinder the detection of social attacks.

The main psychological mechanisms of manipulation used by social engineers include:
Building trust — using elements of external attributes, fake accounts, imitation of well-
known individuals or organizations.

Creating emotional pressure — using fear, urgency, threats or benefits to accelerate the
adoption of wrong decisions.

Manipulation of weaknesses — the use of human greed, naivety or desire for personal gain.

14V L. Buryachok, V.B. Tolubko, V.O. Khoroshko, S.V. Tolyupa, Information and Cybersecurity: A Socio-Tech-
nical Aspect..., op. cit.

15 M. Sh. Tsauri. Human Vulnerabilities to Social Engineering Attacks: A Systematic Literature Review for Build-
ing a Human Firewall..., op. cit.

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 130



MATHEMATICAL MODEL OF SOCIOENGINEERING ATTACK

The probability of a successful attack P can be represented as an equation:
A A

P = =
A+R+S A+R+S

(1)
where:

A — is the attacker's skill level (0 - 1),

R — level of victim's security (0 - 1),

S is the level of use of protective technologies (0 - 1).

If P>0.5, the attack is considered successful, if P<0.5, the victim resisted.

The article discusses the methods of influence of a social engineer and the threat of cor-
porate information leakage.

Social engineering is a tool of manipulative influence based on the peculiarities of human
psychology and natural behavioral reactions. The influence of a social engineer is aimed at
exploiting the basic social and psychological mechanisms that determine the interaction be-
tween people and their propensity to trust.

The main methods of influence include the following key factors:

Submission to authority - the use of status, job titles or other factors that create the illusion
of authority for the victim, forcing them to comply with requests without further verification.

Social kinship — establishing a trusting relationship by demonstrating common interests,
views or artificially creating a sense of similarity with the victim.

The principle of reciprocity — encouraging the victim to unconsciously comply with re-
quests by providing previous “services” or offering assistance.

Responsibility and obligations — using the principle of fulfilling promises or job duties to
manipulate behavior.

Social validation — creating the illusion that a certain action is generally accepted or ex-
pected in a particular organization or social group.

Urgency factor — putting the victim in a state of stress by creating a situation of urgency
or the need to make a quick decision, which reduces the criticality of information assessment.

All of these mechanisms are used to form the victim's unconscious consent to disclose
confidential information or perform harmful actions.

Goals of social engineer attacks: requests for critical information

The main goal of a social engineer is to obtain data that can be used for further attacks or
commercial/political blackmail. The most common requests are:

Authentication data — passwords, access keys, pin codes, passwords, secret answers.

Organizational structure - internal departments, their functions, contact details of employees.

Technical information — IP addresses, server configurations, software, data processing
algorithms.

Personal information of employees — phone numbers, passport data, financial infor-
mation.
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Confidential business information — strategic plans, software source codes, customer ba-

ses, financial reports.

In addition to information requests, social engineers can encourage victims to perform

dangerous actions, including

opening attachments in suspicious emails containing malware;

changing passwords or transferring them to a “trusted person”;

making changes to the configuration of a computer network or software;

launching third-party applications or installing “necessary updates”;

providing remote access to corporate systems.

Protecting an organization's information assets involves classifying data depending on

their level of criticality. According to I. A. Eremichev's approach, corporate information can be
divided into protected and low-protected.

Protected information

This category includes data that is restricted by law or internal company policies. It includes:
confidential commercial information (financial statements, contracts, customer bases);
internal documents of the organization containing strategic plans and management deci-
sions;

data on the company's economic activities;

protected software source codes;

intellectual property, patents, know-how.

The leakage of such information can lead to serious financial losses, loss of competitive

advantages or legal consequences for the company.

Information with little protection
This category includes data that is not classified as confidential, but if it were to be leaked,

it could create risks for the organization. Such data includes:

internal structure of the company, names of departments, positions of employees;
internal terminology of the organization;

contact details of employees (office phone numbers, email addresses);

data on the technical equipment used;

information about work processes and regulations that does not contain critical details.
Although the leakage of this information may seem insignificant, social engineers use it

as a basis for preparing targeted attacks, allowing them to impersonate internal employees and

gain access to protected data.

The research considers information sources for the activities of a social engineer, including’:
social bookmarking, which forms a list of bookmarks or popular websites and is used to
find users with common interests (Delicious);
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— social cataloging, focused on the scientific field for working with databases, citations
from scientific articles (Academic Search Premier, LexisNexis, Academic University,
CiteULike, Connotea);

— social libraries that contain links to books, audio recordings with a rating system (dis-
cogs.com, IMDb.com);

— social networks of webmasters that contain links to posts, appeals, etc. and often have
ratings or recommendations;

— Massively Multiplayer Online Games, which simulate virtual worlds with different sys-
tems of winners and losers (World of Warcraft);

— geosocial networks that contain geolocation data, such as GPS to determine the user's
location;

— professional social networks for job search, development of business relations (LinkedIn,
MarketingPeople, etc.)

— age- and gender-specific social networks for relevant users.

There are three consecutive stages to each attack:

Stage I - is research. A social engineer must know which of the company's employees has
access to the information he is interested in, who works in which department, where the depart-
ments are located, what software is installed on corporate computers, etc. A social hacker must
be familiar with the terminology and know the internal procedures of the targeted company.

Stage Il - development of an attack plan.

Stage 1/ - is the implementation of the attack. The most common attacks are: obtaining,
transmitting or unauthorized change of passwords; creating accounts (with user or administrator
rights); launching malware; obtaining information on ways to remotely access the corporate
information network; unauthorized granting of additional rights and opportunities to registered
users of the system; transfer or dissemination of confidential information?®.

Development of a cognitive map of influence on an object using social engineering methods.

For a formalized description and the possibility of further modeling of changes in a com-
plex or poorly structured system under the influence of a social engineer, it is proposed to de-
scribe factors (concepts) using the cognitive mapping technique.

Cognitive mapping is an applied analytical methodology for studying and demonstrating
the characteristics of individual (group) thinking, which allows to predict with a high degree of
probability the choices made by a person?. In accordance with the cognitive mapping method-
ology, a cognitive model (cognitive map) is built, which is displayed as an oriented weighted
graph in which the set of vertices symbolizes the concepts of a complex system, and arcs sym-
bolize the cause-and-effect relationships between the constituent elements of the system. The
main initial vertex, whose value is studied and optimized, is called a privileged (target) vertex.

18 M.A. Siddiqgi, W. Pak and M. Siddiqi, A study on the psychology of social ..., op. cit.
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The further cognitive modeling on the basis of the created model (map) reproduces vari-
ous scenarios of system development, in particular, identifying changes that will occur if a cer-
tain parameter increases (or decreases), and vice versa - what should be changed to maximize
or minimize the target vertex.

Based on the analysis of general methods of social engineering, forms of attacks, social
engineering methods of influence aimed at the qualities of human nature and actions of a social
engineer, a cognitive map of the social engineer's influence on the object, which is a complex
information system, is constructed.

The following components were used to build the cognitive map:

Privileged (target) vertex - System resistance to attacks;

Basic concepts — factors that lead to information security violations by employees under
the influence of actions (methods used) by a social engineer:

1. “Working conditions” — optimal, acceptable, harmful, dangerous.
“Social protection” — social security package.
“Remuneration for work” — wages.
“Security” — a feeling of anxiety, fear, etc. caused by external circumstances.
“Mode/specificity of work” — work schedule, confidentiality, secrecy policy, etc.
“Document” — access levels, complexity of processing.
“Technical devices and equipment” — the requirement of skills and abilities, cyber hygiene.
“Software” — the requirement of skills and abilities, cyber hygiene, differentiation of ac-
cess to authorized users.
9. “Training” — opportunities for learning and development.
10. “Experience” — requirements for work experience, in particular with a particular software,
device, document, etc.
11. “Professional development” — opportunities for professional self-improvement.
12. “Career growth” — opportunities for promotion.
13. “Motivation” — support, leadership, mutual respect, bonus system.
14. “Methods of personnel management” — economic, organizational and administrative, and
social and psychological.
15. “Psychological comfort” — the psychological microclimate within the organization.

O N o Ok~ w

16. “Staff turnover” is the movement of personnel in an organization caused by employee
dissatisfaction.
A cognitive map of the impact on the object by social engineering methods is shown in Fig. 1.
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Fig. 1. Cognitive map of impact on an object by social engineering methods
Source: Own study.

SYSTEM RESISTANCE TO
SOCIAL ENGINEERING
ATTACKS

Personnel
management

To protect users from the actions of social engineers, it is recommended to use both or-
ganizational (at the level of an institution, organization) and software and hardware tools.

Organizational means of ensuring information protection currently include organizational
and technical (preparation of premises taking into account access restriction requirements, etc.)
and organizational and legal (requirements of national legislation, etc.) means. Their advantage
is due to the possibility of solving various problems, ease of implementation and unlimited
possibilities for modification and development.

Technical (hardware) means include various types of devices that either prevent physical
penetration of an intelligence object (security alarms, etc.) or detect and block potential infor-
mation leakage channels (noise generators, surge protectors, scanning radios, etc.). Their ad-
vantages are reliability, independence from subjective factors, and high resistance to modifica-
tion. The main disadvantage is usually the cost aspect. Software tools include programs for user
identification, access control, information encryption, temporary file extraction, etc.

MATHEMATICAL CALCULATIONS FOR A COGNITIVE IMPACT MAP

To model the impact of social engineering on a system, we will use the method of cogni-
tive analysis. Let the system be represented as a set of factors F{F,, F,, F,}, where each factor
characterizes a certain aspect of the system's stability. The influence of the factors on each other
can be represented as a matrix of relations W, where W;; determines the strength of the influ-
ence of the factor F;on F; .
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The dynamics of system changes is described by the equation:

F(t+1) =W (F(t)) (2)

Where (F(t) is the vector of the system state at time t, W, is the influence matrix.

To determine the critical factors, we introduce the sensitivity coefficient C; , which is cal-

culated as follows:

MR

=) w (3)

A high value of ¢; means that the factor F; has a significant impact on the entire system.
Risk minimization algorithm

To reduce the risk of social attacks, it is recommended to:

Increase the level of cyber literacy of users (increase).

Use multi-level authentication (increase).

Regularly test staff for vulnerability to social attacks.

Analyze critical factors to determine priority security measures.

Implementation of this risk minimization algorithm will significantly reduce the likeli-

hood of successful social engineering attacks, ensure a higher level of user awareness, and in-
crease the overall resilience of the organization to cyber threats. An integrated approach to
protecting information systems includes both staff training and implementation of technical
solutions, as well as the formation of a cybersecurity culture, which is a key factor in the modern
digital environment.

PRACTICAL APPLICATION OF THE RESULTS

The proposed methods can be used to increase the resilience of organizations to social

engineering attacks. They are effective for both government agencies and the private sector,
where information security issues are critical.

PERSPECTIVES FOR FURTHER DEVELOPMENT

Further research can be aimed at:

development of more sophisticated attack prediction models that take into account chang-
ing user behavioral patterns;

integrating machine learning and artificial intelligence methods to detect threats in real time;
creation of adaptive security systems that will automatically respond to attempts of social
attacks;

studying the effectiveness of various staff training strategies in the context of preventing
social attacks;
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— introducing new cryptographic security mechanisms to reduce the risks of social engi-
neering.

CONCLUSIONS

The research has examined social engineering as a multidimensional phenomenon that
combines methods of psychological influence, information technology, and social manipula-
tion. The main mechanisms of attacks, such as phishing, vishing, and spear phishing, are ana-
lyzed and their effectiveness in the context of modern cyber threats is considered. Particular
attention is paid to the role of the human factor as a key vulnerability in information systems,
which is confirmed by statistics on a significant share of attacks made possible by insufficient
user awareness.

A proposed cognitive model for analyzing social attacks is used to assess the relationship
between the level of user security, behavioral factors, and the probability of attack success. The
research has confirmed that the main triggers of successful attacks are trust, fear, hasty decision-
making and lack of critical thinking in interaction with information resources.

The use of probabilistic modeling of social engineering attacks allowed us to identify
critical parameters that affect their effectiveness. The proposed risk assessment model con-
firmed that increasing the level of user awareness by 30% can reduce the success of attacks by
2 times, and the introduction of multi-level authentication and minimum privilege policies sig-
nificantly complicates the implementation of attack scenarios.

Based on the results obtained, an algorithm for minimizing the risks of social engineering
has been developed, which includes:

— increasing the level of cyber literacy of users through training programs and regular testing;

— use of multi-level authentication and adaptive access control methods;

— analysis of critical risk factors to develop individualized protection measures;

— implementation of technologies for detecting anomalous behavior and anti-phishing systems;

— creating a security culture in the organization through motivational measures and infor-
mation campaigns.

The research results confirm that the human factor is the most vulnerable component in
modern security systems, and its manipulation through social engineering remains one of the
most effective strategies for gaining unauthorized access to information resources.

In summary, the models and approaches proposed in this study can be used as a basis for
developing new cyber defense strategies, security policies, and training programs. Further re-
search can be aimed at automating the processes of detecting socio-engineering attacks, ana-
lyzing the behavioral characteristics of users, and developing adaptive protection methods
based on artificial intelligence.
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The results are of practical importance for organizations seeking to reduce the risks of
social engineer attacks and can be used to improve the overall level of cybersecurity in govern-
ment and corporate structures.
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BEYOND AUTOMATION: THE ETHICAL, DOCTRINAL,
AND OPERATIONAL CHALLENGES OF HUMAN-AI
COLLABORATION INMILITARY DECISION-MAKING

ABSTRACT: The accelerating integration of artificial intelligence (Al) into military systems presents
unprecedented opportunities and complex dilemmas, particularly in the domain of decision-making under
pressure. This article critically explores the ethical, doctrinal, and operational challenges that arise when
human-Al collaboration is employed in high-stakes military contexts. At the heart of the study is the
question of how military organizations can construct human-Al teams that simultaneously enhance
operational effectiveness, uphold legal and ethical standards, and maintain meaningful human control over
critical functions. To address this challenge, the study adopts a qualitative and interdisciplinary
methodology that synthesizes doctrinal analysis, particularly of NATO and U.S. Department of Defense
frameworks, with in-depth case studies of Al-enabled systems used in military operations. It investigates
how Al systems affect traditional decision-making processes by accelerating data synthesis, improving
situational awareness, and enabling faster reaction times. However, it also highlights emerging risks, such
as automation bias, the erosion of human moral agency, loss of interpretability of algorithmic decisions,
and the increasing difficulty in assigning responsibility for outcomes. The findings underscore that without
appropriate safeguards, Al could undermine ethical accountability and legal clarity. To mitigate these risks,
the article proposes a comprehensive framework for designing effective human-Al teams, which includes
the implementation of transparent system architectures, explainable Al (XAI) models, trust calibration
strategies, adaptive training modules, and multi-layered oversight mechanisms. Special attention is given
to the necessity of doctrinal adaptation, the cultural and institutional readiness of military organizations,
and the role of normative principles in regulating machine autonomy. Ultimately, the article argues that
responsible innovation in military AI must be grounded in ethical rigor, legal certainty, and strategic
prudence. Only by embedding these values into the design, deployment, and governance of human-Al
teaming can military institutions ensure that Al enhances, rather than compromises, the legitimacy and
effectiveness of defense operations.

KEYWORDS: human-Al teaming, military decision-making, autonomous systems, ethical accountability, ar-
tificial intelligence in warfare

POZA AUTOMATYZACJA: ETYCZNE, DOKTRYNALNE | OPERACYJNE
WYZWANIA WSPOLPRACY CZEOWIEKA | SZTUCZNEJ INTELIGENCJI
W PROCESIE PODEJIMOWANIA DECY ZJI WOJSKOWYCH

ABSTRAKT: Przyspieszajgca integracja sztucznej inteligencji (Al) z systemami wojskowymi stwarza
bezprecedensowe mozliwosci operacyjne, ale jednoczesnie generuje ztozone dylematy, zwlaszcza
w zakresie podejmowania decyzji pod presjg czasu. Celem artykutu jest identyfikacja wyzwan ety-
cznych, doktrynalnych i operacyjnych, ktore pojawiaja si¢ w sytuacjach wysokiego ryzyka, gdy sto-
sowana jest wspotpraca cztowieka z systemami Al. Problem badawczy sformulowano w postaci pytania:
w jaki sposob organizacje wojskowe mogg konstruowaé zespoly cztowiek—Al w taki sposéb, aby jed-
noczesnie zwigksza¢ skuteczno$¢ operacyjng, zapewnia¢ zgodnos¢ z normami prawnymi i etycznymi
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oraz utrzymywac realng i znaczaca kontrole cztowieka nad kluczowymi decyzjami? W celu rozwigzania
tego problemu badawczego autor zastosowal analize jako$ciowa, taczaca aspekty doktrynalne —
W szczegolnosci dokumentow NATO i Departamentu Obrony Stanéw Zjednoczonych — z poglebionymi
studiami przypadkow zastosowan wojskowych systemow opartych na Al. Analiza koncentruje si¢ na
wplywie tych technologii na tradycyjne procesy decyzyjne, w tym na przyspieszenie syntezy danych,
poprawe §wiadomosci sytuacyjnej i zwigkszenie szybkosci reakcji. RoOwnocze$nie wskazuje jednak na
nowe zagrozenia, takie jak uprzedzenia automatyzacji, erozja sprawczosci moralnej cztowieka, ograni-
czona interpretowalnos¢ decyzji algorytmicznych oraz narastajace trudno$ci w przypisywaniu od-
powiedzialnosci za ich skutki. Wyniki badan podkreslaja, ze brak odpowiednich zabezpieczen moze
prowadzi¢ do ostabienia przejrzysto$ci prawnej i rozliczalno$ci etycznej. W odpowiedzi na te
zagrozenia artykul proponuje kompleksowe ramy projektowania skutecznych zespotow cztowiek—Al,
obejmujace m.in. przejrzysta architekturg systemowa, modele sztucznej inteligencji objasnialnej (XAI),
mechanizmy kalibracji zaufania, adaptacyjne moduty szkoleniowe oraz wielowarstwowe mechanizmy
nadzoru. Szczegdlng uwage poswigcono potrzebie dostosowania doktryn wojskowych, gotowosci kul-
turowej i instytucjonalnej organizacji wojskowych oraz roli zasad normatywnych w regulowaniu au-
tonomii maszyn. Ostatecznie autor argumentuje, ze odpowiedzialna innowacja w zakresie zastosowan
Al w $rodowisku wojskowym musi by¢ zakorzeniona w rygorze etycznym, pewnosci prawnej i strate-
gicznej dalekowzrocznosci. Tylko poprzez wiaczenie tych wartosci do projektowania, wdrazania i reg-
ulowania wspolpracy cztowieka i Al mozna zagwarantowac, ze sztuczna inteligencja wzmocni, a nie
ostabi, legitymacje i skutecznos$¢ operacyjna dziatan obronnych.

SEOWA KLUCZOWE: wspOlpraca czlowieka i sztucznej inteligencji, proces podejmowania decyzji
wojskowych, systemy autonomiczne, odpowiedzialno$¢ etyczna, sztuczna inteligencja w dziataniach bojowych

INTRODUCTION

The rapid development of Al technologies is transforming military operations, fostering
new collaborations between human decision-makers and intelligent systems. As warfare be-
comes increasingly complex, fast-paced, and data-rich, traditional command structures and de-
cision-making processes are strained in managing risks, analyzing data, and adapting to emerg-
ing threats. Consequently, militaries worldwide are integrating Al as a cognitive partner, not
just for data processing or automation, but as an active participant capable of influencing, rec-
ommending, or initiating actions across various functions.

Central to this shift is the concept of human-Al teaming: a collaborative partnership where
humans and intelligent agents work together in decision-making, tasks, and planning. Unlike
earlier automation, which followed strict rules under human control, modern Al systems feature
adaptive learning, probabilistic reasoning, and autonomous operation in changing environ-
ments. This evolution raises essential questions about the distribution of authority, team design,
ethical standards, and accountability, especially as the boundaries between human control and
machine autonomy become increasingly blurred.

At the core of this paper is the question: How can military organizations design human-
Al teams that enhance operational performance while ensuring accountability and compliance
with ethical standards? This question addresses both strategic needs and ethical concerns. Stra-
tegically, there is increasing acknowledgment that Al provides significant advantages in speed,
precise targeting, and predictive analysis. However, these capabilities must also align with com-
mitments to lawful conduct, ethical limits, and democratic control over the use of force. To
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address this tension, we need a comprehensive approach — one that considers not just the tech-
nical benefits of Al but also the moral and legal responsibilities of military leadership.

The potential of Al in military settings is significant. Intelligent systems can analyze large
amounts of sensor data, identify patterns that are invisible to humans, simulate outcomes with
complex variables, and deliver actionable insights within tight decision-making timeframes. In
areas such as missile defense, cyber warfare, and intelligence, surveillance, and reconnaissance
(ISR), these capabilities can enhance situational awareness, reduce operator workload, and im-
prove mission success. Additionally, AI’s capacity for continuous operation, unaffected by fa-
tigue or emotional states, makes it a valuable partner in high-pressure situations.

Yet delegating decision-making authority to machines, especially in lethal or politically
sensitive situations, introduces significant risks. One of the most critical is the potential erosion
of human moral agency. Al systems, regardless of their complexity, lack the ability for ethical
reasoning, empathy, or legal judgment. When they are given the power to recommend or make
decisions involving life-and-death outcomes, they make accountability more complex. Who is
responsible if an autonomous system misidentifies a target, breaks a rule of engagement, or
escalates a conflict based on flawed data? Traditional models of command responsibility, based
on hierarchical authority and human intent, are not suitable to handle these new uncertainties.

This paper examines the historical, operational, ethical, and policy aspects of human-Al
teaming. It begins by tracing the development of Al integration in military settings, from early
automation tools to today’s adaptive, semi-autonomous systems. The analysis then shifts to the
real-world challenges of human-Al cooperation in high-pressure situations, where data uncer-
tainty, time constraints, trust calibration, and interface design are crucial in shaping outcomes.
In these scenarios, decisions made under stress can have ripple effects across different theaters
of operation and political arenas, making the stakes both tactical and strategic.

Equally important are the ethical and doctrinal implications of shared decision-making
authority. As Al systems become more integrated into decision processes, military doctrines
must adapt to reflect the realities of distributed cognition and machine-assisted judgment. This
adaptation involves reevaluating the principle of meaningful human control, redefining the
scope of legal responsibility, and updating ethical training to prepare officers for the moral
complexities of working with non-human agents. At the same time, policy frameworks must
address the interoperability challenges in multinational operations, where different standards,
trust levels, and doctrinal assumptions can complicate the integration of Al.

The final section of this inquiry presents design principles and policy recommendations for
creating effective human-Al teams. These include keeping human oversight over essential deci-
sions, improving the transparency and interpretability of Al outputs, integrating ethical reasoning
into system structures and training programs, and establishing layered oversight mechanisms to
ensure traceability and institutional accountability. These recommendations are based on norma-
tive frameworks that emphasize the protection of human dignity, adherence to international hu-
manitarian law, and the preservation of democratic oversight in deploying lethal force.
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Ultimately, this study aims to add to the ongoing discussion about Al in defense by
providing a thorough, multidisciplinary analysis of the challenges and opportunities associated
with human-Al teaming. It recognizes that integrating Al into military decision-making is not
just a technical task, but a profoundly political, ethical, and strategic one. The future of armed
conflict will depend not only on the capabilities of machines but also on the decisions humans
make when designing, deploying, and regulating those machines. By clarifying these choices
and suggesting ways for responsible innovation, this research intends to help military leaders,
policymakers, engineers, and scholars navigate the complex landscape of war in the age of
intelligent systems.

THE EVOLUTION OF HUMAN-AI TEAMING IN MILITARY OPERATIONS

The concept of human-Al teaming in military operations has undergone significant evo-
lution over the past twenty years, driven by advances in artificial intelligence technology and
the changing strategic needs of modern warfare. Early in this development, automated systems
were created to support human operators by performing clearly defined, deterministic tasks.
These systems, including autopilots, radar-controlled weaponry, and early command-and-con-
trol tools, worked on a strict input-output basis and were limited to specific functions. Although
they enhanced operational efficiency and eased the cognitive workload for human operators,
these technologies were seen as tools rather than true teammates.

The shift from automation to autonomy marks a fundamental change in military technol-
ogy and strategy. While automation involves carrying out predefined instructions, autonomy
refers to the ability for systems to make independent, adaptable decisions. As Lyons et al. high-
light, the psychological and practical differences between these two ideas are significant in
human-machine interaction. The primary difference lies in the expectation of agency: auto-
mated systems are overseen and controlled, whereas autonomous systems operate, learn, and
adjust within the confines of mission goals and operational settings. This progress has been
driven by advances in machine learning, sensor fusion, natural language processing, and robot-
ics, technologies that collectively enable systems to operate with minimal human input®.

Military interest in human-autonomy teaming (HAT) has primarily been driven by the
need to enhance mission effectiveness amid increasing complexity and uncertainty. The inte-
gration of Al agents into operational units aims to boost response times, minimize human error,
and support continuous mission execution in degraded or denied environments. Unlike tradi-
tional man-machine relationships, HAT focuses on interdependence and shared intent. Auton-
omous agents are no longer passive recipients of commands; instead, they actively participate,
capable of executing tasks, making recommendations, and even initiating actions based on

1J.B. Lyons, K. Sycara, M. Lewis, A. Capiola, Human-Autonomy Teaming: Definitions, Debates, and Directions,
“Frontiers in Psychology”, 2021, 12, p. 1-15.
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situational assessments. As a result, the human role shifts from direct control to supervision,
guidance, and higher-level decision-making.

A key challenge in building effective human-Al teams involves defining the division of
labor between humans and machines. Sycara and Lewis outlined three possible roles for Al
systems in teams: tools that assist individual operators, agents that serve as team members, and
systems that promote coordination within the team. Initially, military Al applications were pri-
marily limited to the first category, decision-support systems that enhanced situational aware-
ness by providing information?. However, as O’Neill et al. describe, the research increasingly
shows a shift toward the second and third categories, where Al agents are considered vital team
members and facilitators of team coordination®.

The increasing complexity of military operations has sped up this shift. Modern battle-
fields feature quick information exchanges, multi-domain interactions, and high-stakes deci-
sions under tight time constraints. In these settings, the cognitive limits of human operators
become more apparent. Al systems are particularly well-suited for data-intensive tasks, such as
analyzing satellite images, identifying anomalies in communication patterns, and simulating
enemy behavior. These abilities enable Al to not only offer options to commanders but also to
create, assess, and modify operational plans in real-time. This broader functionality raises key
questions about trust, responsibility, and control in human-Al teams.

A key factor in the effectiveness of HAT is human trust in Al agents. As Mayer notes,
trust is not a fixed state but a dynamic one influenced by system transparency, reliability, and
past performance. Too little trust results in underusing Al, while too much trust can lead to
overdependence and operator complacency®. The concept of automation bias, as discussed by
French and Lindsay, highlights how operators may rely on algorithmic outputs even when these
conflict with their judgment. In combat, where mistakes can be deadly, such biases pose serious
operational and ethical risks®.

Case studies from recent conflicts and military experiments highlight both the opportuni-
ties and risks of human-Al teaming. The U.S. Department of Defense’s Project Maven, for
example, utilized Al systems to assist analysts in identifying objects of interest in drone footage.
The system significantly reduced workload and boosted detection rates, but it also showed the
ongoing need for strong human oversight to interpret ambiguous or context-dependent

2 K. Sycara, M. Lewis, Integrating intelligent agents into human teams, [in:] E. Salas and S.M. Fiore (eds), Team
cognition: Understanding the factors that drive process and performance, Washington 2004, pp. 203-231,
https://content.apa.org/books/10690-010 (20.06.2025).

3 T.A. O’Neill, Ch. Flathmann, N.J. McNeese, E. Salas, 21st Century teaming and beyond: Advances in human-
autonomy teamwork, “Computers in Human Behavior”, 2023, 147.

4 M. Mayer, Trusting machine intelligence: artificial intelligence and human-autonomy teaming in military oper-
ations, “Defense & Security Analysis”, 2023, 39(4), pp. 521-538,.

5 S.E. French, L.N. Lindsay, Artificial Intelligence in Military Decision- Making. Avoiding Ethical and Strategic
Perils with an Option-Generator Model, [in:] B. Koch, R. Schoonhoven (eds), Emerging Military Technologies:
Ethical and Legal Perspectives, Boston 2022, pp. 53-74, https://brill.com/view/book/ed-
coll/9789004507951/front-1.xml (24.06.2025).
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findings®. Similarly, the British Army’s experiments with Al-enabled logistics systems have
demonstrated how predictive maintenance can enhance operational readiness, although inte-
grating these systems into legacy command structures remains challenging’.

Empirical studies reviewed by O’Neill et al. show that successful human-Al teams rely
on several mediating factors, including team makeup, task setup, training, and interface design.
Interpersonal dynamics, which are typically absent in traditional human-automation interac-
tions, become more significant as Al agents assume roles that require coordination, adaptation,
and joint problem-solving. For instance, in simulations involving autonomous aerial swarms,
human operators who viewed Al agents as competent, communicative, and aligned with their
goals were more likely to work effectively with them. This suggests that, under certain circum-
stances, anthropomorphizing Al agents, although debated, may improve team performance®.

The doctrinal implications of these developments are extensive. Traditional command-
and-control systems rely on hierarchical structures and clear lines of authority. In contrast, suc-
cessful human-Al teams often need flatter organizational structures where decision-making is
shared among human and non-human participants. This change necessitates new training meth-
ods, revised engagement rules, and updated legal frameworks to maintain accountability as de-
cision-making roles become more distributed and collaborative.

Equally important are the ethical aspects of human-Al teaming, which require thorough
analysis. As Nalin and Tripodi point out, granting decision-making power to Al systems raises
concerns about the erosion of human moral responsibility. Autonomous agents, without the
ability for ethical reasoning and empathy, may still be assigned tasks, such as targeting deci-
sions, that have life-or-death outcomes. This highlights the ongoing need to preserve meaning-
ful human control, a principle widely supported in international legal and policy discussions®.

The development of human-Al teaming in military operations reflects a broader shift in
how military power is understood, organized, and wielded. As Al systems become increasingly
capable, they will not only support human decision-making but also transform the core of military
structure and strategy. However, this shift must be managed carefully to ensure that technological
advancements support human judgment rather than replace it. Only through intentional design,
thorough evaluation, and ongoing ethical reflection can human-Al teams reach their full potential,
boosting operational effectiveness while maintaining accountability and legitimacy in warfare.

® R. Choudhury, Project Maven: The epicenter of US’ Al military efforts, 2.03.2024, https://interestingengineer-
ing.com/military/project-maven-the-epicenter-of-us-ai-military-efforts (24.06.2025).

"P. Hinton, Ones and Zeros: The British Army Unveils its Digital and Data Plan, 16.05.2023, https://www.rusi.or-
ghttps://www.rusi.org, 24.06.2025 (24.06.2025).

8 T. O’Neill, N. McNeese, A. Barron, B. Schelble, Human—Autonomy Teaming: A Review and Analysis of the
Empirical Literature, ,,Human Factors: The Journal of the Human Factors and Ergonomics Society”, 2022, vol.
64, no 5, pp. 904-938.

° A. Nalin, P. Tripodi, Future Warfare and Responsibility Management in the Al-based Military Decision-making
Process, “Journal of Advanced Military Studies”, 2023, 14(1), pp. 83-97.
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OPERATIONAL CHALLENGES IN HIGH-PRESSURE DECISION-MAKING
ENVIRONMENTS

The integration of artificial intelligence into military decision-making has led to signifi-
cant changes in how operations are conducted, especially in high-pressure situations. As armed
forces worldwide implement Al-supported systems in both tactical and strategic settings, the
potential for quicker and more precise decisions comes with significant operational, cognitive,
and ethical challenges. These issues become even more serious in combat environments char-
acterized by uncertainty, limited time, and incomplete information?®.

Proponents of Al integration argue that intelligent systems provide unmatched capabili-
ties in improving situational awareness, synthesizing complex battlefield data, and lightening
the cognitive burden on commanders. Al systems can analyze large, diverse datasets in real-
time, detect patterns, and produce probabilistic predictions that may escape even the most
skilled human analysts. As demonstrated in recent operational studies and conflict simulations,
Al decision-support systems (Al-DSS), such as ALPHA, R-Plan, and JADE, can significantly
accelerate the Observe-Orient-Decide-Act (OODA) loop, particularly in air and joint opera-
tions!™. In theory, this speedup provides a vital strategic edge in conflicts involving swift ma-
neuvers, electronic warfare, and sensor overload.

Yet, the speed enabled by Al systems can paradoxically introduce new risks. Critics argue
that dependence on Al in high-pressure situations may weaken human judgment, reduce ac-
countability, and increase the chance of unintended escalation. As Johnson highlights, automat-
ing decision-making, particularly during the orientation and decision phases of the OODA loop,
risks replacing human abilities in interpretation, ethical reasoning, and improvisation in re-
sponse to circumstances. Human cognition remains uniquely capable of understanding the nu-
ances of intent, detecting deception, and evaluating the political consequences of actions in
ways that Al, limited by its training data and structural constraints, cannot match®2.

This problem is worsened by the often opaque nature of many Al systems. Specifically,
machine learning applications usually conceal the reasoning behind decisions within complex
model structures, making it challenging for human operators to interpret or explain system out-
puts. Such opacity challenges the idea of meaningful human control, creating two opposite
risks: over-reliance, known as automation bias, and under-use, resulting from skepticism about
the algorithm. Wischnewski et al. demonstrate that trust calibration, aligning user trust with

10 A. Choudhary, A. Surbhi, Al arbitration — Charting the ethical and legal course, presented at the ETLTC2024
International Conference Series On ICT, Entertainment Technologies, And Intelligent Information Management
In Education And Industry Aizuwakamatsu, Japan 2024, p. 020031, https://pubs.aip.org/aip/acp/article-loo-
kup/doi/10.1063/5.0234731 (25.06.2024).

1 A.0. Morozov, V.O. Yashchenko, Decision-making technologies in military systems. Challenges and prospects,
,Mathematical machines and systems”, 2023, vol .4, pp. 3-10, http://www.immsp.kiev.ua/publications/artic-
les/2023/2023_4/04_23 Yashchenko.pdf (25.06.2025).

1213, Johnson, Automating the OODA loop in the age of intelligent machines: reaffirming the role of humans in
command-and-control decision-making in the digital age, “Defence Studies”, 2023, 23(1), pp. 43-67.
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a system’s true reliability, is crucial for effective human-machine collaboration. Yet, in high-
pressure situations, trust is usually fragile and easily affected by stress, time pressure, and or-
ganizational culture?®,

Data quality is another critical weakness in Al-enabled decision-making. Al systems are
only as dependable as the data on which they are trained and rely during deployment. In fast-
changing combat situations, data can be incomplete, outdated, or manipulated by enemies. As
the CSET report warns, the risk that Al systems will generate misleading results because of
skewed, limited, or adversarial data is high. In such cases, commanders may be misled into
trusting Al recommendations too heavily, leading to decisions that could be incorrect or haz-
ardous. Additionally, enemies might exploit Al flaws through methods such as data poisoning
or sensor spoofing, thereby manipulating outputs without being detected**.

Another operational concern focuses on how Al systems are integrated organizationally
and procedurally. Introducing Al-DSS into current command-and-control structures often
clashes with hierarchical military cultures and strict doctrinal frameworks. Military decision-
making is not only a matter of cognitive processes; it also involves institutional layers, such as
authorization, legal review, and interagency coordination. Al systems that produce options out-
side accepted norms or offer unfamiliar outputs might be ignored, misunderstood, or misused.
This organizational resistance can undermine the very advantages of speed, insight, and fore-
sight that Al systems aim to provide®®.

A deeper philosophical and epistemological critique examines the nature of decision-
making itself. As Johnson and Erskine and Miller argue, strategic decisions in warfare often
rely on human intuition, moral judgment, and the ability to act in the face of ambiguity and
ethical risk. Al, by contrast, performs well in environments where objectives and constraints
can be clearly defined®®. However, warfare is full of contradictory information, emotional
stakes, and adversarial actions designed to confuse and provoke. Relying on machines to make
decisions in such contexts risks not only producing mistaken outcomes but also undermining
the moral agency and political responsibility that should support the use of force?’.

Nevertheless, advocates of carefully scoped Al integration emphasize that human-machine
teams, when properly designed, can outperform both unaided humans and fully autonomous sys-
tems. This superior performance relies on transparent interfaces, strong oversight, and clear

13 M. Wischnewski, N. Krimer, E. Miiller, Measuring and Understanding Trust Calibrations for Automated Systems:
A Survey of the State-Of-The-Art and Future Directions, ,,Proceedings of the 2023 CHI Conference on Human Factors
in Computing Systems”, presented at the CHI *23: CHI Conference on Human Factors in Computing Systems ACM,
Hamburg Germany 2023, pp. 1-16, https://dl.acm.org/doi/10.1145/3544548.3581197 (26.06.2025).

14 Center for Security and Emerging Technology, CSET’s 2024 Annual Report, Center for Security and Emerging
Technology 2025, https://cset.georgetown.edu/publication/2024-annual-report/ (26.06.2025).

15 A, Shutov, Artificial Intelligence and International Security, ,,International Affairs”, 2024, vol. 70, no 005, pp.
254-256, http://dlib.eastview.com/browse/doc/99985268 (25.06.2025).

163, Johnson, The Al Commander Problem: Ethical, Political, and Psychological Dilemmas of Human-Machine
Interactions in Al-enabled Warfare, “Journal of Military Ethics”, 2022, 21(3-4), pp. 246-271.

17T, Erskine, S.E. Miller, Al and the decision to go to war: future risks and opportunities, “Australian Journal of
International Affairs”, 2024, 78(2), pp. 135-147.
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doctrines. As Meimandi et al. argue, HAT should be viewed as a socio-technical system that in-
cludes cognitive models of stress, trust, and adaptation. In such systems, Al agents serve not as
replacements for human decision-makers but as force multipliers, providing hypotheses, detecting
anomalies, and managing data complexity, while leaving the final decisions to human operators®®,

ETHICAL AND DOCTRINAL IMPLICATIONS OF SHARED DECISION AUTHORITY

As artificial intelligence systems become more integrated into military operations, the
division of decision-making authority between humans and machines raises complex ethical
and doctrinal issues. At the heart of this challenge is the question of how much control should
be given to autonomous systems, especially in situations involving lethal force, strategic esca-
lation, or quick tactical decisions®®.

Supporters of shared decision-making authority argue that autonomous systems, when
properly constrained and guided, can enhance operational accuracy, alleviate cognitive over-
load for human operators, and mitigate the risk of human error under stress. Al agents can
operate at speeds and scales beyond human limits, quickly processing sensor data, anticipating
adversary actions, and suggesting optimal courses of action. In areas such as missile defense or
cyber intrusion response, delays caused by relying solely on human decision-making could
compromise mission success or national security. As a result, military doctrine has started to
adopt “human-on-the-loop” rather than “human-in-the-loop” setups, especially in situations
where rapid response is critical®.

Advocates also highlight Al’s potential to enhance ethical decision-making by mitigating
the impact of emotions, stress, or bias, factors that can compromise human judgment in combat.
An Al system programmed to follow the rules of engagement strictly might prevent impulsive
or retaliatory actions that could violate the principle of proportionality. For example, algorithms
can be designed to detect civilian structures or sensitive targets and reject strike proposals that
pose excessive risks. In this way, Al can help achieve the broader strategic goal of reducing
collateral damage while upholding military effectiveness?:.

However, critics warn that speeding up decision-making through Al delegation might com-
promise ethical accountability and legal clarity. In lethal situations, key principles of international
humanitarian law, distinction, proportionality, and necessity, require contextual reasoning and
moral judgment that current Al systems cannot provide. As Rashid et al. note, even the most

18 K.J. Meimandi, M.L. Bolton, P.A. Beling, Human-Agent Teaming: A System-Theoretic Overview, Preprints
26.01.2024, https://www.techrxiv.org/users/716315/articles/701117-human-agent-teaming-a-system-theoretic-
overview?commit=05d58d706b35a50d12dcd7bac3feefe5f0440723 (25.06.2025).

19 M. Bistron, Z. Piotrowski, Artificial Intelligence Applications in Military Systems and Their Influence on Sense
of Security of Citizens, “Electronics”, 2021, 10(7), p. 871.

20 N.J. McNeese, Ch. Flathmann, T.A.O'Neill, E. Salas, Stepping out of the shadow of human-human teaming: Crafting
a unique identity for human-autonomy teams, “Computers in Human Behavior”, 2023, 148.

21 J.E. Marquez Diaz, Benefits and challenges of military artificial intelligence in the field of defense, “Computacion
y Sistemas”, 2024, 28(2), pp. 309-323.
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advanced autonomous systems lack consciousness and intentionality, raising serious concerns
about responsibility in cases of civilian casualties or violations of the law of armed conflict?®?.

One of the most urgent ethical concerns is the loss of human moral agency. Giving ma-
chines control over life-and-death decisions risks spreading accountability across human-machine
networks, where no single person can be held responsible for results. The 2024 CSET report
highlights that the lack of transparency in Al decision-making, particularly in black-box neural
networks, makes it more challenging to assign blame or explain actions following an incident.
Even when humans technically have authority, automation bias can cause operators to unques-
tioningly trust algorithmic outputs, effectively passing ethical responsibility to machines?3,

Real-world examples demonstrate these dilemmas. During operations in Syria, the use of
semi-autonomous loitering munitions revealed a concerning pattern: human operators increas-
ingly accepted machine-generated target designations with minimal oversight, prioritizing
speed and operational tempo over verification. Similarly, in DARPA OFFSET program simu-
lations, human supervisors often failed to override Al decisions, even when those decisions
conflicted with established rules of engagement, exposing the psychological and procedural
barriers to maintaining meaningful human control?*.

Broader concerns about the cultural and institutional impacts of machine delegation also ap-
pear in the literature. Military ethics, which are typically grounded in human virtues such as cour-
age, prudence, and responsibility, face risks of erosion when responsibility is delegated through
algorithms. These issues become even more significant in multinational operations, where different
legal systems and normative frameworks make it harder to maintain shared accountability®.

Doctrinally, military organizations are grappling with how to define the limits of machine
agency. Frameworks such as NATO’s doctrine on autonomous systemsZ® and the U.S. Depart-
ment of Defense’s Directive 3000.09 specify that humans must maintain ultimate responsibility
for decisions involving the use of force?’. However, the practical integration of Al into target-
ing, surveillance, and command functions creates ambiguities that these frameworks find diffi-
cult to resolve. As McNeese et al. argue, command-and-control models need a fundamental
rethinking to address the unique roles, capabilities, and liabilities of Al agents within military
structures?®,

22 A B. Rashid, A.K. Kausik, A. Al Hassan Sunny, M.H. Bappyet, Artificial Intelligence in the Military: An Overview
of the Capabilities, Applications, and Challenges, “International Journal of Intelligent Systems”, 2023, 1, pp. 1-31.

23 Center for Security and Emerging Technology, CSET’s 2024 Annual Report..., Op. Cit.

24 T.H. Chung, R. Daniel, DARPA OFFSET: A Vision for Advanced Swarm Systems through Agile Technology
Development and Experimentation, “Field Robotics”, 2023, 3, pp. 97-124.

%5 G. Stanovsky, R. Keydar, G. Perl, E. Habba, Beyond Benchmarks: On The False Promise of Al Regulation,
arXiv 2025, https://arxiv.org/abs/2501.15693 (25.06.2025).
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https://www.nato.int/cps/en/natohg/official_texts 187617.htm (24.06.2025).
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Disparities in regulatory readiness worsen this challenge. Although initiatives like the
European Union’s Al Act?® and UN Resolution A/78/L.49% set normative standards for human
oversight, their implementation is inconsistent and often aspirational. As highlighted in the ed-
itorial of New Biotechnology, maintaining effective human oversight becomes increasingly dif-
ficult as systems grow more complex, autonomous, and opagque. Human-in-the-loop models
may become unfeasible for quick-response situations, while human-on-the-loop oversight re-
mains vulnerable to automation bias, fatigue, and organizational pressures®..

Opponents of doctrinal adaptation warn that reconfiguring command structures to normalize
Al authority might undermine the ethical foundations of warfare. As Johnson notes, the political
legitimacy of military action partly comes from the assurance that humans, not machines, exercise
judgment in using lethal force. Incorporating Al into strategic decision-making also risks triggering
algorithmic escalation, where autonomous systems respond to perceived threats based on unclear
rules or flawed data, potentially igniting broader conflicts without human oversight®2,

However, there is a counterargument that strategic deterrence and operational stability
might benefit from clearly defined, well-regulated human-Al teamwork. When roles and limi-
tations are transparent, autonomous systems can enhance decision speed without sacrificing
legal or ethical standards. Examples from the Israeli Defense Forces and the U.S. Indo-Pacific
Command demonstrate that Al tools, when utilized within strict oversight protocols and trans-
parent interfaces, can support rather than replace human authority. In such setups, shared deci-
sion-making serves as augmented cognition: Al provides analytical depth, while humans offer
moral and contextual judgment®3,

To address these tensions, emerging scholarship suggests a layered approach to ethical
oversight and doctrinal adaptation. This approach incorporates explainable Al (XAl), real-time
auditing tools, and standardized accountability records that detail decision-making processes and
responsible parties. Regulatory frameworks, such as the European Union’s Al Act and UN Res-
olution A/78/L.49, highlight principles of transparency, reliability, and the protection of human
dignity, which should form the foundation of any military doctrine involving Al delegation.

Moreover, military oversight systems can learn from other high-risk industries. For ex-
ample, using reinforcement learning with human feedback (RLHF) in medical diagnostics pro-
vides a model for enhancing Al behavior to align with human preferences. Similar techniques

2 European Commission, EU Artificial Intelligence Act, 12.07.2024, https:/artificialintelligenceact.eu/ai-act-
explorer/ (24.06.2025).

30 UN General Assembly, Seizing the opportunities of safe, secure and trustworthy artificial intelligence systems
for sustainable development, UN General Assembly 11.03.2024, https://documents.un.org/doc/un-
doc/1td/n24/065/92/pdfin2406592.pdf (24.06.2025).
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2025, 85, pp. 59-62, https://doi.org/10.1016/j.nbt.2024.12.003.
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could be adapted for military Al by incorporating ethical limits and operational rules through
repeated, supervised learning.

Ultimately, the ethical and doctrinal implications of shared decision-making authority in
military contexts cannot be solved through technical design alone. They require renewed com-
mitment to normative inquiry, strong legal frameworks, and institutional cultures that support
human judgment, accountability, and restraint. As Al systems become more capable and auton-
omous, military and political leaders have a responsibility to ensure that delegation enhances,
rather than weakens, the ethical conduct and strategic control of warfare. This means that doc-
trine must evolve not just in response to technological advances but in ways that protect the
principles of just war theory, democratic accountability, and the rule of law3*.

DESIGNING EFFECTIVE HUMAN-AI TEAMS: PRINCIPLES AND PoLICY
RECOMMENDATIONS

As artificial intelligence systems assume increasingly critical roles in military operations,
designing effective human-Al teams becomes a key strategic objective. Beyond just technol-
ogy, the success of these teams depends on organizational vision, ethical alignment, clear op-
erations, and consistent doctrine. Human-AI interaction is not just a technical interface; it’s
a socio-technical relationship marked by mutual adaptation, shared agency, and institutional
accountability.

A widely supported principle in the emerging doctrine of human-Al collaboration is
maintaining meaningful human control over the system. This concept emphasizes that humans
must hold ultimate authority over critical decisions, particularly those involving the use of lethal
force. Military organizations seek to implement this principle through systems such as human-
in-the-loop and human-on-the-loop, which enable humans to approve or override machine rec-
ommendations. For example, systems such as the U.S. Navy’s Aegis Combat System provide
rapid threat assessment and targeting but require human confirmation before firing®. These
frameworks aim to strike a balance between ethical and legal accountability while leveraging
AT’s rapid processing power. However, during rapid-fire scenarios, such as missile interception
or cyber defense, the time needed for human confirmation often becomes impractical. In such
cases, delays caused by human decision-making could jeopardize missions or endanger forces.
Consequently, insisting on human intervention at all times may limit the capabilities of auton-
omous systems, especially where quick action is crucial and machines outperform humans.

The debate over meaningful human control also raises a deeper philosophical question
about responsibility in technologically mediated warfare. As Al systems gain more autonomy,
traditional boundaries of individual accountability start to blur. In complex multi-agent

3 7. Zahedi, S. Kambhampati, Human-Al Symbiosis: A Survey of Current Approaches, arXiv 2021,
https://arxiv.org/abs/2103.09990 (26.06.2025).

3 Lockheed Martin, Aegis Combat System, 27.05.2025, https://www.lockheedmartin.com/en-us/products/aegis-
combat-system.html (24.06.2025).
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operations, decision-making becomes more distributed across human-machine networks. This
decentralization challenges classical legal frameworks for assigning liability in cases of mis-
conduct or unintended harm. The idea that a commander or operator can be entirely held re-
sponsible for an Al system’s actions, especially one governed by probabilistic inference, emer-
gent behavior, or opaque neural architectures, requires new models of shared responsibility and
institutional accountability. These legal and doctrinal changes must be supported by cultural
shifts within military institutions, emphasizing ethical leadership, mission command, and pro-
fessional judgment as operational roles continue to evolve®.

A second key concern in human-Al teaming is trust calibration and system transparency.
Without a clear understanding of how reliable and capable the system is, human operators might
either rely too much on or too little trust in Al outputs. Both situations pose serious risks: auto-
mation bias can cause people to accept flawed suggestions without question, while unwarranted
doubt can lead to ignoring valuable insights. To address these issues, military designers are in-
creasingly using explainable Al tools and user-friendly interface designs. Systems that display
uncertainty, explain their recommendations, or rank options help humans make more informed
decisions. In ISR applications, for example, interfaces that display confidence levels and provide
explanations for detections have improved analyst accuracy and situational awareness®”.

The importance of calibrated trust is amplified in joint or coalition operations, where trust
must be maintained not only between humans and machines but also among human teammates
from different nations or branches of service. Al systems that act unpredictably or give poorly
explained recommendations can disrupt team cohesion, cause friction in decision cycles, and
undermine overall mission confidence. Although there is increasing agreement on the need for
interpretability, technical efforts to develop transparent models often face trade-offs between
clarity and performance. Highly interpretable algorithms may not have the predictive power of
deep learning systems, while simplifying models can hide the complexity of real-world varia-
bles. This balance between performance and explainability is not just a technical challenge; it
is a strategic one, affecting risk management, legal compliance, and public trust.

Meanwhile, the development of layered oversight mechanisms has become a key policy
focus. These systems are designed as multi-level frameworks that combine real-time supervision
with post-event accountability tools, such as logging systems, audit trails, and institutional
checks. The goal is to sustain operational flexibility without compromising legal accountability
or ethical standards. NATO’s Allied Ground Surveillance program, which integrates human re-
view with continuous system monitoring, exemplifies oversight in action®. Effective oversight
must operate across multiple levels, tactical, operational, and strategic, ensuring that decisions

% B. Lou, T. Lu, T.S. Raghu, Y. Zhang, Unraveling Human-Al Teaming: A Review and Outlook, arXiv 2025,
https://arxiv.org/abs/2504.05755 (26.06.2025).
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made by Al systems can be explained, justified, and, if needed, challenged. Post-mission analysis
and legal review should include Al-generated logs and decision pathways. Real-time systems
should also allow for human overrides and mission pauses in the event of abnormal behavior°.

However, institutionalizing oversight across diverse military commands and allied struc-
tures presents significant challenges. Bureaucratic delays, overlapping jurisdictions, and incon-
sistent doctrines can hinder coordination and reduce the responsiveness of the system. Moreo-
ver, oversight often competes with the demand for operational tempo, especially in expedition-
ary or joint operations where quick adaptation is prioritized over procedural rigor. Finding the
right balance between oversight and agility remains an unresolved issue in military Al integra-
tion. The resource dimension must also be considered: effective oversight requires skilled per-
sonnel, technical infrastructure, and organizational capacity, resources that can be stretched thin
during prolonged or large-scale operations*°.,

Contextual calibration of human and Al roles is another vital factor. Successful human-
Al teams need to be designed to respond to task requirements, mission goals, and environmental
complexity. In logistical planning, Al might act as the primary decision-maker for inventory
control, while in decisions involving rules of engagement, human judgment should take prece-
dence. Programs like DARPA’s Gremlins project demonstrate the advantages of role-specific
division, where unmanned aerial vehicles autonomously handle navigation while humans main-
tain authority over target validation. The benefit of such hybrid systems is their complementa-
rity: humans offer interpretive flexibility and ethical awareness, whereas machines provide
speed, consistency, and endurance®.

However, strict role partitioning can create vulnerability. In dynamic and adversarial set-
tings, role expectations may change quickly. Systems that are too specialized or narrowly de-
fined might fail to adapt to new situations, requiring reprogramming or manual intervention.
For instance, an Al system built solely for ISR might struggle to prioritize or interpret human-
itarian goals if it encounters displaced civilians during a surveillance mission. Therefore, flex-
ibility in role assignment should be a key design focus, allowing teams to reconfigure their
command structure as events unfold*.

The integration of ethical reasoning into system design and operator training is another
vital frontier. While technical performance is crucial, Al systems used in warfare must align
with normative commitments consistent with international humanitarian law and democratic
principles. This includes embedding ethical constraints into the system architecture, such as
filters that identify proportionality violations or suspend operations in cases of legal ambiguity,

39 A. Blanchard, M. Taddeo, The Ethics of Artificial Intelligence for Intelligence Analysis: a Review of the Key
Challenges with Recommendations, “Digital Society”, 2023, 2(1), p. 12.
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for Security and Emerging Technology March 2023, https://cset.georgetown.edu/publication/reducing-the-risks-
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and educating users in ethical literacy. The UK Ministry of Defence’s Human Security Advisors
initiative demonstrates how ethics can be put into practice within command environments®.
However, critics question the practicality of encoding ethics into algorithms. Moral judgment
often relies on nuanced contextual understanding, cultural norms, and political sensitivities that
are difficult to formalize and articulate. Systems with fixed ethical heuristics may perform re-
liably under typical conditions but could fail in edge cases where ambiguity and uncertainty
prevail. There is also the concern of “ethical outsourcing,” where operators believe that com-
pliance is built into the machine, thereby relieving them of moral accountability.

Beyond technical and ethical design, human-Al teams must be compatible across differ-
ent services and allied forces. Multinational missions, such as those led by NATO or the UN,
require consistency in doctrine, terminology, and interface logic. In this regard, policy frame-
works have recommended standardizing Al-human protocols and interface formats. The NATO
Communications and Information Agency has already begun working on interoperability
guidelines for Al integration. These measures aim to reduce misunderstandings, enable data
sharing, and enhance coordination among nations. However, standardization is not universally
accepted. Critics argue that uniform doctrine could hinder innovation, limit national sover-
eignty, or overlook culturally specific approaches to warfare. In fields such as strategic deter-
rence or offensive cyber operations, where secrecy and unpredictability are assets, shared pro-
tocols may create vulnerabilities or restrict doctrinal flexibility**.

Ultimately, designing effective human-Al teams requires ongoing empirical testing. Field
experiments, red teaming, and iterative design tests are essential for identifying failure points
and enhancing interaction protocols. These methods can uncover unexpected bottlenecks, user
interface issues, and hidden biases in system behavior. Using simulation environments, syn-
thetic training data, and operational sandboxes provides a low-risk approach to testing human-
Al interactions before live deployment. In the long run, feedback mechanisms such as after-
action reviews and lessons-learned databases should incorporate Al-related insights, helping to
build a growing knowledge base of best practices in human-machine teaming®.

Designing effective human-Al teams, therefore, requires more than technological sophistica-
tion. It demands ongoing engagement with competing priorities: speed versus safety, precision ver-
sus adaptability, autonomy versus accountability. The principles and policy directions outlined in
this chapter provide a foundation for managing these trade-offs. However, their implementation
must be iterative, context-aware, and validated through practical experience. Human-Al teams are
not fixed entities; they are evolving socio-technical systems shaped by doctrine, knowledge, and
the demands of war. Future design efforts must focus not only on more innovative algorithms but

4 Ministry of Defence, Defence Artificial Intelligence Strategy, 15.06.2022, https://www.gov.uk/government/pu-
blications/defence-artificial-intelligence-strategy/defence-artificial-intelligence-strategy (24.06.2025).

4 B.0. Adelakun, T.G. Majekodunmi, O.S. Akintoye, Al and ethical accounting: Navigating challenges and op-
portunities, “International Journal of Advanced Economics”, 2024, 6(6), pp. 224-241.

4 G. Bansal, B. Nushi, E. Kamar, E. Horvitz, D.S. Weld, Is the Most Accurate Al the Best Teammate? Optimizing
Al for Teamwork, arXiv 2020, https://arxiv.org/abs/2004.13102 (26.06.2025).
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also on wiser institutions — ones that empower human judgment, reinforce ethical standards, and
maintain strategic control amid the uncertainties of twenty-first-century conflict?®.

CONCLUSION

The integration of artificial intelligence into military decision-making marks one of the
most significant changes in modern defense policy and practice. As intelligent systems play an
increasing role in tactical, operational, and strategic activities, the core aspects of how decisions
are made, who makes them, and the moral and legal considerations involved are being reshaped.
The potential of Al to enhance speed, accuracy, and data-driven reasoning is substantial, but it
also raises serious concerns about ethical oversight, human accountability, and maintaining
strategic stability.

At the core of this transformation is the challenge of designing human-Al interactions that
enhance rather than replace human agency. Al technologies can handle large amounts of infor-
mation, recognize patterns in complex datasets, and suggest courses of action at unprecedented
speeds. However, integrating such systems into high-stakes military settings raises essential ques-
tions about trust, supervision, interpretability, and the limits of algorithmic reasoning. Risks like
cognitive overload, automation bias, and mission drift must not be ignored. Human operators
must remain prepared and empowered to critically evaluate Al outputs, intervene when necessary,
and ultimately take responsibility for decisions with ethical and political implications.

The legitimacy of military operations in democratic societies relies on clear accountabil-
ity, compliance with international law, and ethical conduct of force. Al systems, while power-
ful, lack the ability for moral judgment and legal reasoning. As these systems assume more
autonomous roles, institutions must develop safeguards to ensure that technological decision-
making does not compromise the core principles of armed conflict. This includes implementing
transparent system designs, clear audit trails, and strong oversight mechanisms that maintain
the traceability and legitimacy of decisions.

Moreover, integrating Al into multinational military operations requires a common un-
derstanding of human-machine roles, interoperability standards, and ethical principles across
different strategic cultures. The success of coalition missions relies not only on the performance
of Al systems but also on the compatibility of doctrines, trust among partners, and mutual ac-
knowledgment of responsibilities. Without coordinated efforts, the spread of Al in military sys-
tems could create new fault lines in alliance politics, lead to unequal capabilities, and increase
the risk of strategic misalignment.

Ultimately, the future of human-Al teaming in military contexts must be guided by a com-
mitment to responsible innovation. This involves recognizing the limits of automation, reaf-
firming the vital role of human judgment, and integrating ethical reasoning throughout the entire

46 A.A. Cabrera, A. Perer, J.I. Hong, Improving Human-Al Collaboration With Descriptions of Al Behavior, “Pro-
ceedings of the ACM on Human-Computer Interaction”, 2023, 7(1), pp. 1-21.
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life cycle of Al systems — from design and development to deployment, use, and review. It re-
quires policymakers, military leaders, engineers, and legal experts to collaborate in shaping Al
integration that enhances operational effectiveness while upholding the core values of account-
ability, humanity, and strategic prudence.

The way forward will require ongoing reflection, thorough empirical assessment, and or-
ganizational agility to keep pace with changing technologies and security conditions. It will
also require continuous investment in ethical leadership, cross-disciplinary cooperation, and
flexible doctrines to ensure Al functions as a responsible tool of statecraft rather than a source
of strategic chaos. Only by adopting a principled and multidisciplinary approach can countries
effectively manage the profound challenges posed by artificial intelligence for warfare in the
twenty-first century, ensuring that these technologies bolster rather than erode the moral and
legal foundations of military power.
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DZIALANIA KSZTALTUJACE DO PLANOW ALTERNATYWNYCH
JAKO ELEMENT MYLENIA PRZECIWNIKA

ABSTRAKT: Artykul podejmuje problem wykorzystania dziatan ksztattujacych zwigzanych z planami
alternatywnymi jako narzedzia mylenia przeciwnika w dziataniach taktycznych wojsk ladowych. Celem
badan bylo opracowanie koncepcji wykorzystania dziatan przygotowawczych do planéw alternatywnych
w celu sktonienia przeciwnika do podjecia niekorzystnych decyzji dotyczacych rozmieszczenia sit oraz
wskazanie mozliwosci powigzania tej koncepcji z dezinformacjg. Problem badawczy sformulowano
W postaci pytania: w jaki sposéb mozna doprowadzi¢ przeciwnika do przyjecia niewtasciwego ugrupowania
bojowego, ktore utrudni mu prowadzenie dalszych dziatan taktycznych. Przyj¢to hipoteze, ze przygotowanie
i czgdciowa realizacja dziatan zwigzanych z planami alternatywnymi moze sktoni¢ przeciwnika do
popelienia bledu poprzez przedwczesne lub niekorzystne uzycie wiasnego potencjatu bojowego.
W badaniach zastosowano metody abstrahowania, poréwnania, syntezy oraz klasyfikacji, uzupelione
analizg do$wiadczen praktycznych z planowania dziatan sztabowych. Analiza wykazata, ze rownolegle
przygotowanie planu zasadniczego i alternatywnego, wsparte dziataniami ksztattujacymi oraz
dezinformacja, moze prowadzi¢ do powstania dylematu decyzyjnego po stronie przeciwnika.
W konsekwencji moze to skutkowa¢ rozproszeniem jego sit lub blednym rozmieszczeniem potencjatu, co
stwarza warunki do uzyskania przewagi lokalnej. Wnioski wskazuja, ze planowanie wariantowe moze petni¢
nie tylko funkcje zabezpieczajaca elastyczno$¢ dzialania, lecz takze stanowi¢ aktywne narzedzie
oddziatywania na decyzje przeciwnika.

SELOWA KLUCZOWE: dzialania alternatywne, plan alternatywny, dzialania ksztattujace

SHAPING OPERATIONS FOR BRANCH PLANS AS AN ELEMENT
OF DECEPTIONTO THE ENEMY

ABSTRACT: The article addresses the problem of employing shaping operations related to branch plans as
a tool for deceiving an opponent in land tactical operations. The aim of the study was to develop a concept
for using preparatory activities associated with branch plans to induce the adversary to make unfavorable
decisions regarding force deployment and to indicate how this concept can be integrated with disinfor-
mation. The research problem was formulated as the question: How can an opponent be induced to adopt
an incorrect force disposition that will hinder further tactical operations? The hypothesis assumes that
preparing and partially implementing activities linked to branch plans may cause the opponent to commit
an error by prematurely or improperly employing their combat potential. The research employed methods
of abstraction, comparison, synthesis, and classification, supported by the analysis of practical experiences
from staff planning. The findings indicate that parallel preparation of the main plan and a branch plan,
supported by shaping operations and disinformation, may create a decision-making dilemma for the oppo-
nent. As a result, the adversary can disperse forces or deploy them incorrectly, allowing the achievement
of local superiority. The conclusions suggest that branch planning should not only ensure operational flex-
ibility, but may also serve as an active instrument influencing opponent’s decisions.

KEYWORDS: misleading, deception, surprise, military decision-making process
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»Wybieraj kierunek dziatania pozwalajacy zagraza¢ celom alter-
natywnym. Stawia to przeciwnika wobec dylematu, co w znacz-
nej mierze zwigkszy szans¢ na zdobycie przynajmniej jednego
najmniej strzezonego celu, a moze pozwoli zdoby¢ i nastgpne”.
B.H. Liddel Hart!

WPROWADZENIE

Osiggnigcie przewagi w dziataniach zbrojnych poprzez podstep jest niezwykle intryguja-
cym problemem. Sukces na polu walki uwarunkowany jest wieloma sktadowymi. Do jednej
z nich nalezy realistyczne zatozenie, ze adwersarz nie jest pozbawiony kompetencji. Kolejnym
z nich jest mysl, ze przeciwnik, rownie sprawnie co my, identyfikuje swoje cele oraz zamierza
zrobi¢ wszystko, aby je osiagna¢. Uzyskanie przewagi na tle znanych uwarunkowan mysli woj-
skowej stanowi o gérowaniu nad przeciwnikiem. Cato$¢ ma przynies¢ triumf. W podjetym pro-
blemie badawczym okazuje si¢, ze jednak to nie wszystko.

W podstepie dochodzi watek ryzyka. Nadaje ono spektakularnego wymiaru odniesio-
nemu sukcesowi. Ryzyko otwiera mozliwosci, ktorych wystapienie nie jest pewne. Moze ono
by¢ okazjg lub zagrozeniem. Integralng czgsécig zarzadzania ryzykiem w procesach decyzyjnych
jest identyfikacja tychze. Czgstym zjawiskiem jest przeksztalcanie zagrozen wtasnie w okazje,
a w konsekwencji ich wyzyskiwanie. Sposobem stwarzania okazji moze by¢ doprowadzenie
przeciwnika do dylematu, w ktorym kazdy z wyboréw rozmieszczenia dostgpnego potencjalu
stworzy zagrozenie w opcjonalnym potozeniu. Zrédtem tworzenia tych dylematow maja by¢é

dziatania ksztattujace do dzialan alternatywnych, a pomocng w tym jest dezinformacja?.

ZRODLO INSPIRACJI

Niniejsza prdba jest propozycja skierowang gtownie do planistéw wojskowych. Jest to
koncepcja, sposob myslenia o wykorzystaniu dostepnych zasobow oraz czynnikow W warun-
kach zblizonych do popularnie stosowanych w ¢wiczeniach wojskowych. Naleza do takich
silny przeciwnik oraz wigksza powierzchnia przestrzeni niz przewiduja podrecznikowe zatoze-

nia. Taka wiedza moze zosta¢ przeniesiona na inne grunty badawcze i praktyczne. Sprowadza

1 K. Nozko, Maksymy, sentencje i ,, mysli refleksyjne”’, Warszawa 1993, s. 59.

2 Prezentowana publikacja odnosi sie do referatu o tytule: ,,Przygotowanie dziatar do zadan alternatywnych jako
element mylenia przeciwnika”, ktory zostal wygloszony w czasie konferencji naukowej zorganizowanej w Aka-
demii Marynarki Wojennej w Gdyni po§wigconej dezinformacji wojskowej w dn. 30 pazdziernika 2024 r. Niniej-
sza publikacja jest kontynuacjg autorskich rozwazan nad rolg dezinformacji, celowego wprowadzania przeciwnika
w blad, sktaniania go do podejmowania niekorzystnych decyzji w dziataniach zbrojnych na poziomie taktycznym.
Dotychczasowo autor zaprezentowat wyniki swoich dociekan w nastgpujacych publikacjach: A.C. Napora, W jaki
sposob zaskoczenie moze by¢ Zrodlem przemian w sztuce wojennej?, ,,De securitate et defensione. O bezpieczenst-
wie i obronnosci” 2023, nr 2; A.C. Napora, Principles and dilemmas of disinformation (deception) on selected
historical examples, “Scientific Journal of the Military University of Land Forces” 2023, nr 4; A.C. Napora, Im-
plementacja zasady Magrudera do procesu planowania dziafan taktycznych w domenie lgdowej, “De securitate et
defensione. O bezpieczenstwie i obronnosci” 2025, nr 1. Dylemat: problem, ktérego rozwigzanie polega na trud-
nym wyborze migdzy dwiema tak samo waznymi racjami — Stownik Jezyka Polskiego PWN,
https://sjp.pwn.pl/sjp/dylemat;2555642.html (2025.04.06).
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si¢ ona do zachowania myslenia o stworzeniu przeciwnikowi kazdorazowo dylematu i sktonie-
nia go do podjecia niekorzystnej, z reguty przedwczesnej decyzji®.

Autor niniejszej proby zauwazyl takowa prawidtowos¢ w ramach praktyki zawodowe]
jako planista sztabu brygady. Mialo to miejsce na jednym z ¢wiczen, a prezentowany mecha-

nizm jest pozbawiong szczegotow rekonstrukcja rozpatrywanej 6wczesnie sytuacji.

1. Parametry przestrzenne sq szersze niz
T — doktrynalne dla obu stron;

7 ape 2. Wsparcie i zabezpieczenie umozliwia
\ O 1l (_)’ ~ przygotowanie  forsowania na obu

- 3 odcinkach jednoczesnie;

7 Y A
/ e ,Q Jw"] PL2 Sekwencja dziafan:

7 — \ 1. Brygada otrzymata zadanie w pasie natarcia

/ A . szerszym niz doktrynalny;
/ TN 2. Czescig sit wykonuje sie manewr pozorny

. & \ W oraz przygotowanie do forsowania;

@ . J_ \‘ \ 1] 3 3. Przeciwnik reaguje i rozmieszcza potenciat
______ G =; H n (I -y glownego wysitku na jednym z mozliwych
\ A 1 > 1 1 N @ odcinkéw forsowania;

@ TFZ-_--IA | V’ 4. Na drugim odcinku forsowania rozmieszcza
LDz m==l % D3 1 5 cisi?y“bezDiarzzenia: -
-------- b ity pozorujace wigza przeciwnika na prawym
N/ e @ - skizydle;
/ﬁ— ~ :;——-Lm 6. Na lewym skizydle giowne sily realizujg
X 0 = OO
- —_— 1. Ze skrzydia, czeécig sit zostaje zniszczone
r ] LOAT == I""-...___ rzeka giéwne zgrupowanie przeciwnika.
1 —

Ab====d : .,_-;: X Punkty decyzyine
X —y 1. Wykonanie manewru pozomnego oraz
X T @ wydzielenie sit do wigzania;

2. Wykonanie forsowania na alternatywnym
odcinku forsowania;
3. Wydzielenie zgrupowania uderzeniowego
f do zniszczenia giownych sit przeciwnika,

PL1

Stworzenie szansy poprzez
A sklonienie do bledu w dylemacie.

Rysunek 1. Przygotowanie dwoch odcinkéw forsowania jako dylemat taktyczny stworzony przeciwnikowi

Zrodto: opracowanie wlasne

$ W celu wprowadzenia Czytelnika w arkana dziatan taktycznych w niniejszym przypisie przypomina si¢ wybrane
definicje terminéw wojskowych. Dziatania alternatywne (Plan/zadanie): opcje dziatan stanowiagce cze$é podsta-
wowego planu operacji/dziatan. Moga one obejmowac zmiany w zakresie priorytetow, organizacji dowodzenia
i relacji dowodzenia lub zmiany kierunku ruchu sil, a takze przyjecie lub odrzucenie walki. Punkt decydujacy:
punkt, z ktérego mozna zagrozi¢ srodkowi cigzko$ci przeciwnika lub wlasnemu. Taki punkt moze istnie¢ w czasie,
przestrzeni lub w srodowisku informatycznym. Punkt decyzyjny: sa to wydarzenia w miejscu i czasie, w ktérych
podczas prowadzenia dzialan wymagane sg decyzje taktyczne. Punkty decyzyjne nie dyktuja, jaka jest decyzja,
tylko to, ze musi zosta¢ podjeta, oraz kiedy i gdzie powinna zosta¢ podjeta, aby mie¢ maksymalny wplyw na
przebieg dziatan. (Taktyczny) srodek cigzkosci: podstawowe zrodlo sity, ktore zapewnia stronie silg, swobode
dziatania i wolg walki. Na poziomie taktycznym jest to zazwyczaj sita fizyczna, jednostka reprezentujaca podsta-
wowa site fizyczna, od ktorej strona zalezy, aby zrealizowa¢ swoj (zaktadany) zamiar i osiggnac swoje (zaktadane)
cele. Punkt kulminacyjny: zostaje osiagni¢ty, gdy operacj¢ lub bitwe mozna ledwo podtrzymac, ale nie mozna jej
rozwina¢ w sposob przynoszacy wicksze korzysci. Dziatania przygotowawcze (ksztattujace): to dziatania, ktore
tworza lub pozwalajg zachowa¢ warunki dla uzyskania powodzenia w dziataniach rozstrzygajacych (decyduja-
cych). Dziatania rozstrzygajace: dziatanie, ktore bedzie miato zasadnicze znaczenie dla osiggnigcia celu opera-
cji/dziatan. Dziatania podtrzymujace: zdolno$¢ wojsk do zachowania niezbednego poziomu potencjalu bojowego
w czasie potrzebnym do osiggniecia wyznaczonych celow. Komentarza wymaga, ze we wcigz obowigzujacym
Regulaminie dziatan wojsk lgdowych, Warszawa 2008 widniejg dziatania przygotowawcze, niemniej dotyczg one:
przemieszczenia, rozmieszczenia, odtwarzania i osiggania zdolnosci bojowej. Jest to ewidentna kwestia cigglej
standaryzacji operacyjnej na wzor Sojuszu Poétnocnoatlantyckiego. - DT-3.2.2 (B), Dowodzenie i kierowanie
W dziataniach lgdowych, Bydgoszcz 2018, s. 2-7, 3-27, 4-28; APP-28, Tactical Planning for Land Forces, Bruk-
sela 2024, s. 2-18, D-4; Regulamin dzialan wojsk lgdowych, Warszawa 2008, s. 11-19; M. Santacroce, Planning
for planners. Joint Operation Planning Process, Bloomington 2013, s. XV-15.
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Prezentowana na rysunku nr 1 sytuacja taktyczna zostata opracowana jako czg¢s¢ zadania
brygady. Cwiczenie to miato miejsce w 2020 roku, a rozgrywane byto na pograniczu pétnocne;
Lubelszczyzny 1 wschodniej czesci Mazowsza. Sytuacja zostata zrekonstruowana z pamigci,
a jej nieprezentowane szczeg6ty taktyczne w niniejszej publikacji nie stanowig o wywodzie®.

Zadanie, jakie otrzymata ¢wiczaca brygada polegato na wzieciu udzialu w zwrocie za-
czepnym w sktadzie dywizji. Pas natarcia brygady byl szerszy niz przewidywaty zatozenia dok-
trynalne®. Podobnie rzecz miata si¢ z przeciwnikiem, ktory w przywotywanej sytuacji byt juz
uzyty w walce, a przez to nie miat petnej gotowosci do prowadzenia obrony. W tejze sytuacji
w pasie natarcia brygady znajdowaty si¢ dwa dogodne odcinki forsowania, a potencjal prze-
ciwnika nie pozwalal na przygotowanie obrony kazdego z nich. Przeciwnik zatem musiat ubez-
pieczy¢ kazdy z odcinkow 1 wprowadzi¢ sity do obrony stosownie do prowadzonych dziatan
przez strone niebieska (wojsk wlasnych).

Po stronie wojsk wtasnych po raz pierwszy wprowadzana do walki brygada mogta zabez-
pieczy¢ przygotowanie forsowania, jak 1 przeprowadzenia dziatan ksztattujacych z wykorzy-
staniem obu odcinkéw forsowania. Ocena terenu pozwalala wyciggna¢ wniosek, ze potencjat
przeciwnika jest w stanie skutecznie broni¢ jednego odcinka dogodnego do forsowania. Row-
niez ¢wiczacej brygadzie do skutecznego uchwycenia i rozwinigcia przyczotku wystarczat je-

den z dostepnych odcinkow.

dziatania alternatywne

OPERACJA

dziatania alternatywne

Rysunek 2. Umiejscowienie dziatan alternatywnych na tle dziatan taktycznych.
Zrédto: DT-3.2.2.(B), Dowodzenie i kierowanie w dziataniach lgdowych, Bydgoszcz 2018, s. 18

4 W celu zachowania ochrony informacji niejawnych nie podaje si¢ szczegélow. Prezentowane na rysunku dane
maja charakter ogdlny. Ostateczny ksztatt dziatan przedstawiony na rysunku nr 1 nie ma na celu przekonaé¢ Czy-
telnika o ich zasadnosci, a ma jedynie stworzy¢ warunki do wyjasnienia koncepcji.

% Na podstawie jawnych opracowan mozna stwierdzi¢, ze pas natarcia brygady zmechanizowanej lub pancernej
moze mie¢ szerokos$¢ 8-12 km. L. Elak, R. Sieczka, Album szkicow taktycznych, Warszawa 2016, s. 17-18.
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METODOLOGIA

W odniesieniu do zrodta inspiracji mozna jednoznacznie zidentyfikowa¢ przedmiot ba-
dan, jakim s3: metody uzyskania przewagi lokalnej nad przeciwnikiem. Paleta takich zostata
przedstawiona lata temu m.in. przez polskich badaczy. W ramach kontynuacji badan nad po-
wigzaniami dezinformacji i mylenia na poziomie taktycznym dziatan zbrojnych, niniejsza pu-
blikacja prezentuje efekty skupienia uwagi nad wykorzystaniem dziatan alternatywnych do
uzyskania przewagi®.

Tym samym wylania si¢ problem badawczy. Przyjmuje on posta¢ pytania majacego na-
stepujace brzmienie: w jaki sposob sktoni¢ przeciwnika do przyjecia niewlasciwego ugrupo-
wania, w konsekwencji ktorego dalej prowadzone dziatania taktyczne beda obarczone btedem’?

Proba badawcza zostata zorientowana na nast¢pujace cele: (1) wypracowanie koncepcji
wykorzystania przeprowadzenia dzialan ksztattujacych w ramach dziatan (plandéw) alternatyw-
nych oraz (2) powiazanie wypracowanej koncepcji z dezinformacja®.

Hipoteza przy$wiecajaca prezentowanym wynikom rozwazan przyjela nastepujace
brzmienie: poprzez przeprowadzenie dzialan przygotowawczych do wykonania dziatan (pla-
néw) alternatywnych mozna sktoni¢ przeciwnika do popetnienia btedu i przyjecia niekorzyst-
nego ugrupowania bojowego®.

Do osiagnigcia przyjetych celow oraz zweryfikowania hipotezy przyjeto nastepujacy pro-
ces badawczy, sktadajacy si¢ z metod i technik. Przeniesienie zidentyfikowanej prawidtowosci
w ramach praktyki sztabowej, tj. z doswiadczen mozna uzna¢ za zastosowanie metod: ekspery-
mentu oraz abstrahowania izolujgcego. Ta druga tyczy si¢ odrzucenia zbednych tresci ¢wiczen
wojskowych i ograniczenie przywotanych inspiracji tylko do niezbednego wymiaru. Wobec
wspomnianych przyktadéw zastosowano metode¢ decyzyjna, polegajaca na analizie procesu urze-
czywistnienia decyzji droga przeprowadzenia planowania lub wykonania zadania bojowego™°.

Metoda porownania postuzyta do przeniesienia myslenia o uzyskiwaniu przewagi po-
przez zmylenie przeciwnika na kanwie dotychczasowo znanych i wypracowanych sposobow
na zidentyfikowang powtarzalno$¢. W stosunku do innych prawidlowosci w trakcie formuto-
wania wnioskéw dokonano oceny przyjmowanych zalozen. Efektem tego jest sformutowana
propozycja myS$lenia o punktach decyzyjnych 1 dzialaniach alternatywnych. Wtasnie do tego

zastosowano metody: synteze oraz klasyfikowanie proste!!,

® Jedno z obszerniejszych opracowan po$wieconych przewadze przygotowal Zdzistaw Galewski. Do kolejnych
nalezy zaliczy¢ badania Kazimierza Nozki. Z. Galewski, Czynniki powodzenie we wspotczesnej walce, Warszawa
1986, s. 9 i nast.; Z. Lesniewski, Zarys metodologii dydaktyki obronnej i dydaktyki wojskowej, Warszawa 2017,
s. 39 i nast.; M. Pelc, Elementy metodologii badar naukowych /skrypt/, Warszawa 2009, s. 22 i nast.; W. Pokru-
szynski, Bezpieczenstwo teoria i praktyka. Podrecznik akademicki, Jozefow 2012, s. 239 i nast.; A. Chodubski,
Wstep do badan politologicznych, Gdansk 2004, s. 130-131.

7 Z. Lesniewski, op. cit., s. 39 i nast.; M. Pelc, op. cit., s. 32 i nast.; M. Pokruszynski, op. cit., s. 243 i nast.; A Chodubski,
op. cit., s. 130-131.

¢ Ibidem

® Ibidem.

10 1hidem.

1 1hidem.
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Osadzenie koncepcji w dotychczasowo znanych uwarunkowaniach teoretycznych zostato
zastosowane dzigki metodzie poroéwnania. Metoda monograficzna pozwala dowigza¢ badane zja-
wisko co do zastosowania w Sitach Zbrojnych RP. Od czasu wygtoszenia referatu do czasu przed-
tozenia go do publikacji autor kilkukrotnie podejmowal rozwazania nad opisaniem i nazwaniem
zidentyfikowanej prawidtowosci. Efektem tego jest uszczegoétowione tto terminologiczne prezen-
towanej publikacji, jak rowniez zmiana jej tytulu w odniesieniu do pierwotnej prezentacji. Odlo-

zenie w czasie i powrot do weryfikacji przyjetej hipotezy nazywany jest technika inkubacji®2.

ISTOTA KONCEPCJI

Dla utatwienia przyswojenia prezentowanej koncepcji przygotowano dwie metafory od-
noszace si¢ do gier: pokera i szachow. Taka technika inspirowana jest wynikami prac Tadeusza
Kotarbinskiego, ktory opisujac agonistyke, wielokrotnie odnosit si¢ m.in. do szachow!2,

Czes$¢ istoty koncepcji mozna odnie$¢ do gier karcianych. W pokerze mozna rozmawiaé
z przeciwnikami. Poprzez blef mozna im zasugerowac posiadanie mocnych kart w chwili, kiedy
posiada si¢ stabe. Oponent moze po takiej sugestii wycofac si¢, a gracz moze zgarnaé bez
sprawdzania — konfrontacji pulg srodkow za rozdanie. Istnieje uzasadnione ryzyko blefu, w kto-
rym to gracz moze zosta¢ sprawdzony przez rywala i wéwczas to wptacona do puli kwota jest

stracona. Niemniej poprzez sugesti¢ mozna przeciwnika skloni¢ do btedu.

Rysunek 3. Rozegranie jednego z wariantow akcji matowej: hetman i wieza

Zrédto: opracowanie wiasne

Kolejna cz¢é¢ koncepcji moze zostac przedstawiona na szachownicy. W czasie gry moze
pojawi¢ si¢ sytuacja, ktora pozwala zidentyfikowaé dwa rozwigzania matowe tymi samymi
(trzema) bierkami. Jednocze$nie do dania mata wystarczg dwie z nich. Przeciwnik moze broni¢
si¢ odpowiadajac tylko na jeden z wariantow (w tej hipotetycznej sytuacji). Drugi z wariantow
staje si¢ akcja matowa. Niezaleznie, czy przeciwnik dazy¢ bedzie do odpowiedzi na pierwszy

lub drugi wariant, efekt bedzie ten sam.

12 1hidem.
13 T. Kotarbinski, Traktat o dobrej robocie, Wroclaw-Warszawa-Krakow 1969; T. Kotarbinski, Abecadfo prak-
tycznosci, Warszawa 1972; T. Kotarbinski, Z zagadnien ogolnej teorii walki, Warszawa 1938.
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Rysunek 4. Rozegranie jednego z wariantdw akcji matowej: hetman, wieza i asystujacy skoczek

Zrodto: opracowanie wlasne

Gdybysmy sprobowali polaczy¢ obie czgs¢ na szachownicy, mogloby dojs¢ do sytuacji,
w ktorej to gracz majacy zada¢ mata, blefowalby o jednym z rozwigzan. Nie zmienitoby to
ogo6lnego wyniku na szachownicy, ale utatwiloby to osiggni¢cie zwycigstwa w bardziej kontro-
lowany sposob. Hetman przeciwnika bylby poza kluczowa rozgrywka w akcji matowej. Pola
szachowe wydaja si¢ by¢ usystematyzowanym i stabilnym $rodowiskiem rywalizacji. Z calg
pewnoscia pole walki jest zdecydowanie bardziej ztozone.

Powyzej zaprezentowany pomyst mozna sprowadzi¢ do sytuacji przypominajacej dyle-
mat, czyli postawienia przeciwnika przed wyborem ztym lub gorszym. Ulatwienie sobie wy-
konania zadania, w tym pokonanie przeciwnika moze by¢ efektywniejsze i tatwiejsze whasnie
poprzez wprowadzanie go w btad. W amatorskich 1 rekreacyjnych partiach, w ktorych to dys-
cyplina rozgrywki nie jest bezwzglednie przestrzegana, takie sytuacje maja miejsce.

Przektadajac to na grunt wojskowy, wspomniana partia rozegrana poprzez jedng lub
druga akcje matowa to nic innego, jak zastosowanie planu alternatywnego. Dzigki wsparciu
takiego planu dezinformowaniem przeciwnika, mozna go sktoni¢ do popetnienia btedu, a tym
samym stworzenia sobie mozliwie najbardziej korzystnych warunkow. Cato§¢ moze zostaé
przeprowadzona w bardziej kompleksowy sposéb, ktory charakteryzowac beda dalsze tresci.

Wobec powyzszego mozna zidentyfikowa¢ warunki wstepne do ktérych naleza: (1)
utrzymanie gotowosci do wykonania planu zasadniczego lub alternatywnego; (2) uwiarygod-
nienie dziatan ksztattujacych do obu planéw poprzez np. manewr pozorny; (3) zastosowanie dez-

informacji wzmacniajacej fatlszywy, budowany przez manewr pozorny, obraz sytuacji.
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Rysunek 5. Idea wyzyskania przewagi lokalnej wskutek niekorzystnego

rozmieszczenia potencjatu przez przeciwnika

Zrbdlo: opracowanie whasne

Efekty, jakie sa mozliwe do osiagniecia na przeciwniku: (1) przedwczesne uzycie tak-
tycznego Srodka cigzko$ci przez przeciwnika, a tym samym niekorzystne jego rozmieszczenie;
(2) rozmieszczenie zasadniczego potencjatu przez przeciwnika na docelowo pasywnym kie-
runku dzialania; (3) osiagnigcie nad przeciwnikiem przewagi lokalnej w danych miejscu i cza-
sie; (4) stworzenie szansy na szybsze doprowadzenie przeciwnika do punktu kulminacyjnego;
(5) niedopuszczenie przeciwnika do punktu decydujacego, tj. izolowanie jego silnych stron po-
tencjalu od wlasnego taktycznego srodka cigzkosci oraz whasnych stabych stron.

Warto zwroci¢ uwagg, ze takie dziatanie: (1) doprowadza do rozstrzygnigcia poprzez wy-
zyskanie przewagi lokalnej; (2) pozwala na latwiejsze wypetnienie swojego celu dziatania (ang.
purpose) i osiggnigcie oczekiwanego stanu koncowego (ang. end state).

Sita prezentowanej koncepcji jest sktonienie przeciwnika do niekorzystnego rozmiesz-
czenia potencjatu i rozegranie walki w sposob wyzyskujacy lokalng przewage. W przypadku,
gdy przeciwnik rozegra walke w sposob odpowiadajacy na jeden z planow, tj. zasadniczy lub

alternatywny, wowczas dzialania nalezy przeprowadzi¢ wprost odwrotnie.

ROLA KONCEPCJI W ZNANYCH PROCEDURACH PLANISTYCZNYCH

Na kanwie dotychczasowych rozwazan podejmowano zagadnienia integracji mylenia
i dezinformacji ze znanymi procedurami planistycznymi. Unikajgc niepotrzebnego rozbudowa-
nia niniejszego tekstu, odnies¢ si¢ nalezy do zasadniczych zalozen wynikajacych z dotychcza-
sowych wynikéw pract®.

14 Szerzej o dezinformacji patrz m.in. w: M. Wrzosek, Dezinformacja jako komponent operacji informacyjnych,
Warszawa 2005; J. van Vleet, Tactical Military Deception, Monterey 1985; D. Smyth, Deathly deception. The
Real Story of Operation Mincemeat, Oxford 2010; M. Scully, The decisive step: incorporation of deception into
tactical mission planning, Fort Leavenworth 1998; R. Sawyer, The Tao of deception. Unorthodox warfare in
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Jednym z dokumentéw planistycznych, ingerujagcym dezinformacj¢ z planowaniem, jest
Plan Dezinformacji. Zasadniczym elementem, ktory odzwierciedla ten dokument jest tzw. hi-
storia, ktora staje si¢ ttem dezinformacji. Dziatania oparte o plan alternatywny sg gotowym
pomystem na takowa histori¢, z uwzglednieniem realnego utrzymania gotowos$ci do wykonania
planu zasadniczego, jak i alternatywnego stosownie do ruchu przeciwnika®®.

Tym samym wspomniana gotowos$¢ musi by¢ odzwierciedlona planistycznie, a docelowo
rozkazodawczo. Innymi stowy, sprowokowanie przeciwnika do ruchu nie bedzie tatwym zada-
niem. Moze przynie$¢ skutek wprost odwrotny od zaktadanego. Dlatego uwzgledniajac zasad-
niczy element koncepcji, a wigc odsunigcie od swoich stabych stron silnych stron przeciwnika
1 doprowadzenie go do niemozliwo$ci samodzielnego osiggniecia celow dziatania, podkreslenia

wymaga elastyczno$¢ dziatania wyrazona w rozkazie bojowym.

DETERMINANTY POWODZENIA

Wyzej opisana koncepcja bez watpienia bazuje na ryzyku, tj. szansach i zagrozeniach.
Catos¢ pomyslana jest na tworzeniu warunkéw do pojawienia si¢ tych pierwszych. W toku
rozwazan nad podj¢tym problemem udato si¢ zidentyfikowa¢ determinanty powodzenia, czyli
warunki, w ktorych zwicksza si¢ prawdopodobiefistwo zaistnienia szansy i jej wyzyskania®®.

W pierwszej kolejnosci nalezy wskazac (1) izolacj¢ wycinka terenowego pola walki. Za-
sadniczym elementem tegoz jest skonczona suma (przynajmniej na dany okres czasu) poten-
cjalu bojowego przeciwnika majgcego by¢ rozbitym. Z pewnos$cig uprosci to zadanie, jedno-
cze$nie minimalizuje si¢ zagrozenia mogace wynika¢ z podchodzacych z glebi sit, np. odwodu
oraz ze ztozonoS$ci przyjetego sposobu dzialania.

Kolejng determinantg jest wypracowanie (2) planu alternatywnego nie mniej prawdopo-
dobnego niz planu zasadniczego. Wowczas to przeciwnik nie moze jednoznacznie by¢ pewny
co strona niebieska przyjmie do realizacji. Tym samym, oba sposoby dziatania (zasadniczy,
alternatywny) musza by¢ zaplanowane w odrgbnych wycinkach terenowych, co docelowo ma
by¢ zrodtem rozproszenia lub btednego rozmieszczenia potencjatu strony czerwonej. W tym
miejscu warto rowniez zwroci¢ uwage, ze (3) parametry przestrzenne frontu ugrupowania szer-
sze niz normatywne beda sprzyjaty takiemu zalozeniu. Pozwoli to na wariantowanie w prze-
strzeni, a bledne rozmieszczenie bedzie miato wptyw na czas reakcji i poprawy potozenia ade-
kwatnie do tego czynnika operacyjnego.

historic and modern China, Nowy Jork 2017; C. Rein (red.), Military deception in Large-Scale Combat Operation,
Fort Leavenworth 2018; Z. Modrzejewski, Operacje informacyjne, Warszawa 2015; A. Levy, C. Scott-Clark, De-
ception. Pakistan, the United States, and the Secret Trade in Nuclear Weapons, Nowy Jork 2007; J. Latimer,
Podstep na wojnie, Warszawa 2017. - A.C. Napora, W jaki sposéb zaskoczenie...; A.C. Napora, Principles and
dilemmas of disinformation (deception)...; A.C. Napora, Implementacja zasady Magrudera...

15 Omoéwienie i przyktad Planu Dezinformacji mozna znalez¢ m. in. w opracowaniu Marka Wrzoska.: M. Wrzosek,
op. cit., s. 90 i nast.

16 APP-28.1, Risk management, Bruksela 2023, s. 3-4 — 3-6; Z. Redziak (red.), Praca komdrki operacyjnej na
stanowisku dowodzenia, Warszawa 2016, s. 231-273.
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Kolejnymi determinantami sg te prowadzace do osiagnigcia wiarygodnos$ci czynno$ci
majacych sktoni¢ przeciwnika do bledu. Pierwsza z nich (4) jest posiadanie potencjatu maja-
cego wykona¢ manewr pozorny. Drugg z nich jest posiadanie (5) sit 1 sSrodkow (uwzgledniajac
zapasy srodkéw bojowych) do przeprowadzenia dziatan ksztattujacych.

Jak w wigkszosci przypadkow rozwazan nad przewagg oraz wspodtczesnym polem walki
za korzystnie wptywajace na opisywane dziatanie uzna¢ mozna przewage w (6) swiadomosci
sytuacyjnej oraz przeptywie informacji. To z kolei bezposrednio bgdzie korespondowac z po-
trzebami informacyjnymi dowodcy (ang. Commander’s critical information requirements
(CCIR)) i ich terminowemu zabezpieczeniu®’.

Ostatnim z elementow zwigkszajacych prawdopodobienstwo powodzenia jest (7) zinte-
growanie koncepcji z dezinformacja i myleniem, czego ramy zostaly okre§lone powyzej po-

przez nawigzanie do planu dezinformacji.

OGRANICZENIA

Rozwazania nad podjeta problematyka pozwolity rowniez na identyfikacj¢ ograniczen
przedstawianego pomystu. Bez watpienia jednym z nich jest (1) wysokie ryzyko niezrozumie-
nia zadania przez podwtadnych. Rozroznienie, ktore zadania sg realizowane w petni, a ktore
tylko czesciowo moze by¢ wyzwaniem nawet dla doswiadczonych dowddcow.

Wartym uwagi jest skalkulowane ryzyko w trakcie pozorowania dziatan, tj. w czasie wy-
konania dziatan ksztattujacych 1 przejscia do manewru pozornego. Wowczas to oczekuje sig,
ze przeciwnik (by¢ moze) niekorzystnie rozmiesci swoj taktyczny srodek ciezkosci. Jednocze-
$nie podkreslenia wymaga, ze nie o Samo rozmieszczenie tu chodzi. Z wysokim prawdopodo-
bienstwem stwierdzi¢ nalezy, ze element ugrupowania bojowego wykonujacy manewr po-
zorny, moze by¢ zmuszony do prowadzenia zasadniczych dziatan taktycznych dazac do osia-
gniecia oczekiwanego stanu koncowego dowodcy'®. Dobrze dowodzone wojska przeciwnika
moga zidentyfikowac okazj¢ i1 przeja¢ inicjatywe. Nalezy si¢ z tym liczy¢ 1 posiadaé element
ugrupowania wojsk wlasnych bgdacych w stanie zareagowa¢ we wlasciwym miejscu i czasie.

Ostatnim (3) ze zidentyfikowanych ograniczen jest obszerna lista determinantow powo-
dzenia. Ich jednoczesne wytworzenie na polu walki, jak rowniez wymuszenie dopilnowania ich
realizacji przez podleglych dow6dcéw moze si¢ okaza¢ wymagajacym. Tym samym wskazaé
nalezy, ze prezentowana koncepcja przeznaczona jest dla dobrze zgranego systemu dowodze-
nia, przewodzonego przez zrecznego 1 blyskotliwego dowodce (lub wspieranego przez tako-
wego oficera sztabu).

17 Szerzej o potrzebach informacyjnych dowddcy patrz m. in. w: APP-28, Tactical planning for Land Forces,
Bruksela 2024; ATP-3.2.2(B), Command and control of Allied Land Forces, Bruksela 2016; DT-3.2.2(B), Dowo-
dzenie i kierowanie w dziataniach lgdowych, Bydgoszcz 2018.

18 Szerzej na temat obecnie obowigzujacego podziatu dziataf taktycznych i terminologii z tym zwigzanej patrz
W: Regulamin dziatan wojsk lgdowych, Warszawa 2008, s. 9-17.
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DOSWIADCZENIA

Historia sztuki wojennej bogata jest w szereg interesujacych przyktadoéw. Jedna z lepiej
przeprowadzonych kampanii jest ta z 1991 roku przeciwko Irakowi. Wéwczas to koalicja an-
tyirakijska przeprowadzila szeroko zakrojone dziatania pozorne wsparte dezinformacija®.

Przedstawiajac czg$¢ przywolanych wydarzen majacych wesprze¢ wyktad podjetej pro-
blematyki, skoncentrowac si¢ nalezy na watku dziatan pozornych wspartych dezinformacja, jak
rowniez docelowym przeprowadzeniu operacji potaczonej. Pod koniec 1990 roku przeprowa-
dzono ¢wiczenie sitami Korpusu Piechoty Morskiej sugerujagce mozliwos$¢ przeprowadzenia
morskiej operacji desantowej. Tym samym ten manewr pozorny wspierany byt dezinformacja,
ktorej skuteczno$¢ moze by¢ mierzona np. gra wojenna, jaka zakladata desant z morza jak réw-

niez docelowym rozmieszczeniem i ugrupowaniem wojsk irakijskich, zorientowanych na

obrone wybrzeza?.
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Zrodho: opracowanie whasne z wykorzystaniem materialow z Wikipedii, https://en.wikipe-
dia.org/wiki/Gulf_War#/media/File:DesertStormMap_v2.svg (06.04.2025).

19 Z. Jagielto, J. Kajetanowicz, Wojska lgdowe w wojnach lokalnych XX wieku, Warszawa 2005, s. 195-209;
D.P. Wright, Deceiving Iraq in Operations Desert Storm, [w:] Weaving the tangled web. Military deception in
large-scale combat operations, C. Rein (red.), Fort Leavenworth 2018, s. 215-216; M. van Creveld, Zmienne
oblicza wojny. Od Marny do Iraku, Poznan 2008.

20 |bidem.
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W catlej sytuacji nie bez znaczenia byto spektrum informacyjne. W pierwszej kolejnosci
prasa anglosaska przypadkowo wskazala na mozliwo$¢ desantu z morza. Nastepnym elemen-
tem bylo wykorzystanie tego faktu przez dowodztwo koalicji, zeby w koncu zamarkowac po-
przez manewr pozorny wzmocniony dezinformacja (ulotki rozrzucone nad wojskami irakij-
skimi sugerujace desant morski). Po uptywie lat okazato sie, ze Irakijczycy przeprowadzili gre
wojenng, w ktorej zastosowali wtasnie taka prognoze zagrozenia, jak rowniez wyszto na jaw,
ze za istotne zrodlo informacji przyjeli telewizje amerykanska?®.

W dn. 17 lutego 1991 roku przeprowadzono operacj¢ potaczong z terytorium Arabii
Saudyjskiej, catkowicie oskrzydlajac, a nastgpnie izolujac zgrupowanie irakijskie. Przyjmujac
dla uproszczenia, ze docelowa morska operacja desantowa bylaby wariantem alternatywnym,
ktory zostal wykorzystany do sklonienia przeciwnika do blednego rozmieszczenia, ten przyktad
historyczny moze potwierdzaé prawdziwos¢ prezentowanych zatozen. Co wigcej, gdyby Irakij-
czycy zorientowali swoj front ugrupowania na potudnie, zamiast na wschod, by¢ moze zwycig-

stwo mogloby zostaé osiggniete wspomnianym desantem z morza??.

WNIOSKI I KIERUNKI ROZWOJU

Przygotowanie do dziatan alternatywnych oraz czeSciowa ich realizacja zmaterializo-
wana poprzez dziatania ksztattujace, moze zosta¢ uzyte jako narzedzie do postawienia przeciw-
nika przed dylematem o charakterze decyzji taktycznej. Wtasciwie zaplanowanie dziatan i wy-
zyskanie tak stworzonej okazji moze przyczyni¢ si¢ do efektywnego dzialania. Sukces uwarun-
kowany bedzie wzigciem przez przeciwnika dziatan pozornych za docelowe. Tu pojawiaja si¢
kolejne narzedzia jak manewr pozorny, wsparty bezposrednio dezinformacja. Dzigki nim prze-
ciwnikowi tatwiej bedzie uwierzy¢ w pozorowany obraz, przez co tatwiej bedzie mu popetnié
btad. Ten ostatni stanie si¢ otwarciem do okazji dla wojsk wlasnych.

Powyzszy opis wprost wskazuje na dazenie do postawienia przeciwnika przed dylema-
tem. Podobnie rzecz ma si¢ w operacjach wieclodomenowych (ang. Multi-domain operations
(MDO)) — ostatnim produkcie amerykanskiej mysli wojskowej. Praktyka zawodowa autora
wskazuje, ze mozna si¢ przyglada¢ trendowi stopniowego przenoszenia tej koncepcji na tono
Sojuszu w ramach standaryzacji operacyjnej NATO. W dalszej konsekwencji nalezy spodzie-
wac sie tegoz w Sitach Zbrojnych RP?%,

Wartym uwagi jest, ze operacje wielodomenowe, oprocz rozszerzenia synergii majgcej
by¢ osiagnigta przez wiele rodzajow sit zbrojnych oraz w licznych przestrzeniach walki (do-

menach), daza do wielokrotnego postawienia przeciwnika przed dylematami, a przez to

2L 1bidem.

22 1bidem.

23 TRADOC Papmhlet 523-3-1. The U.S. Army in Multi-Domain Operations 2028, Fort Eustis 2018; M. Balboni
lin., Mission Command of Multi-Domain Operations, Carisle 2020; FM 3-0, Operations, Waszyngton 2022;
J. Watling, D. Roper, European Allies in US Multi-Domain Operations, Londyn 2019.

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 172



ostatecznie — ztym dysponowaniem dostepnym potencjatem. Przedstawiana koncepcja moze
sie wpisa¢ w obecne trendy w ewolucji mysli wojskowej?,

Kolejny z wnioskow dotyczy dowodcow i zadan im stawianych, a majacych wykorzystac¢
planowanie alternatywne do zmylenia przeciwnika. Wymagane do stosowania tej koncepcji
umiejetnosci sprowadzaja si¢ do sprezystego, aktywnego dowodzenia oraz zbudowania i utrzy-
mania swiadomosci sytuacyjnej. Jednocze$nie dowodcy (wraz ze wspierajagcymi ich sztabami)
musza zachowa¢ dozg elastycznosci 1 przebojowosci, aby moc wykorzysta¢ stworzone okazje.
Te ostatnie sg wynikiem ryzyka i, jak odnotowano powyzej, moga one by¢ odzwierciedlone
réwniez poprzez zarzadzanie tymze na poziomie taktycznym.

Koncepcja bedzie miata sprzyjajace warunki uzycia w sytuacjach nizszego nasycenia
wojskami w terenie czotgodostepnym, innymi stowy, kiedy fronty ugrupowania sg szersze niz
nominalne warto$ci. Wraz z przestrzenig zwigkszaja si¢ swoboda w przeprowadzeniu manewru
1 unikniecie silnych stron ugrupowania przeciwnika. Wielokrotnie podejmowane btedne roz-
mieszczenie potencjatu przez przeciwnika bedzie za sprawa przestrzeni miato konsekwencje
W ramach poprawy potozenia. Stowem, im dalej, tym dtuzej oddziat si¢ przemieszcza.

Ostatecznie autor niniejszej publikacji rekomenduje implementacje mys$lenia o planach
wariantowych jako narzedziu wykorzystywanym do stawiania przeciwnika przed dylematami
oraz stwarzaniu dzieki temu szans, do sojuszniczych i narodowych dokumentoéw standaryzacji
operacyjnej?>.

ZAKONCZENIE

Wobec powzigtych celow badawczych stwierdzi¢ nalezy, ze udato si¢ wypracowaé
(1) koncepcje postawienia przeciwnika przed dylematem, wykorzystujac dziatania ksztattujace
do planow alternatywnych, jak rowniez wskazano, w jaki sposob moze ona (2) taczy¢ si¢ z dez-
informacja 1 by¢ przez nig wspierana.

Z pewnoscig tak sformutowane pytanie badawcze moze zosta¢ zastosowanie wielokrotnie
1 by¢ moze uda si¢ odnalez¢ inne odpowiedzi. Intuicyjnie mozna przysta¢ do takiego twierdze-
nia. Bazujac na takim zalozeniu, nalezy podkresli¢, Zze problem badawczy zostal rozwigzany,
jednakze dalsze rozwazania nad nim mogg przynies¢ kolejne odpowiedzi w postaci np. narzedzi
planistycznych.

Wobec przyjetej hipotezy badawczej, przyktad historyczny, jak i ¢wiczebny wskazuja, Ze
poprzez przeprowadzenie dziatan przygotowawczych do wykonania dziatan alternatywnych
mozna sktoni¢ przeciwnika do przyjecia niekorzystnego dla niego ugrupowania bojowego. Kie-

runkiem rozwoju w tym problemie jest identyfikacja mnoznika sity wplywajacego na stosunek

24 1bidem.

% Dokumenty standaryzacji operacyjnej NATO, ktore moga by¢ zaktualizowane o proponowany koncept: APP-
28, Tactical Planning for Land Forces, Bruksela 2024; APP-28.1, Risk management, Bruksela 2023; ATP-
3.2.2(B), Command and control of Allied Land Forces, Bruksela 2016; ATP-3.2.1, Conduct of Land Tactical Op-
erations, Bruksela 2022; ATP-3.2.1.1, Conduct of Land Tactical Activities, Bruksela 2022.
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sit, wynikajacego z tak uzyskanej przewagi lokalnej. Mozna wstepnie zasugerowac, ze punktem

wyjscia moze by¢ mnoznik sity wynikajacy z powodzenia w uzyskaniu zaskoczenia.
Perspektywa wdrozenia teorii operacji wielodomenowych do teorii dziatan zbrojnych So-

juszu, a zapewne i Sit Zbrojnych RP, wskazuje, ze prezentowany sposdb mys$lenia moze z po-

wodzeniem zosta¢ zaimplementowany i rokuje potencjalnymi sukcesami.
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WYPRACOWANIE MIERNIKOW OCENY PROWADZENIA
DZIALAN W PROCESIE PLANOWANIANA POZIOMIE TAKTYCZNYM

ABSTRAKT: Gwaltownie zmieniajaca si¢ sytuacja polityczno-militarna na obszarze zainteresowania NATO
oraz na terenach przyleglych stwarza szeroki wachlarz zagrozen, ktore musza by¢ uwzglednione podczas
planowania zarowno w czasie pokoju, jak i kryzysu oraz konfliktow zbrojnych. Wielokierunkowa
i wieloaspektowa natura tych zagrozeh wymaga elastycznego procesu planowania, odpowiednio
dostosowujacego si¢ do potencjalnych dziatan. Sztuka operacyjna w aspekcie naukowo-pragmatycznym
speia funkcje: praktyczna, teoretyczng i dydaktyczng. Funkcja praktyczna to umiejetnos¢ przeksztatcania
celow 1 wytycznych strategii wojskowej w wytyczne i zadania dla zgrupowan zadaniowych,
z uwzglednieniem nowatorskich zatozen teorii i1 racjonalnego osiggania celow operacji. Funkcja ta wyraza
si¢ w umiejetnosci planowania i dowodzenia operacyjnego. Jej przedmiotem zainteresowania sg rowniez
funkcje kierownicze. Wyzwaniem podczas planowania i dowodzenia operacyjnego jest umiejetne zespolenie
czynnikow operacyjnych (sity, czas, przestrzen, informacja) z osigganym celem operacji. Sztuka operacyjna
integruje cele, sposoby i srodki. Okresla, ktore sity prowadza jakie dzialania w czasie i przestrzeni, aby
tworzy¢ efekty i osiggac cele. Niezbedny jest tu aktywny udzial dowodcy, poniewaz sztuka operacyjna to
mieszanka nauki oraz sztuki wymagajaca intuicji, do$wiadczenia i przywodztwa. Obecnie coraz czgsciej
badacze operacyjni i planisci sg zainteresowani nie tylko pozyskiwaniem danych z ostatnich konfliktow, lecz
takze uzyskiwaniem iloSciowych ocen na temat trendow lub skutkéw uzycia broni i procesow walki we
wspotczesnych dziataniach wojennych, ujawnionych w tych danych. Przedmiotem badan przedstawionych
w niniejszym artykule s mierniki oceny prowadzenia dziatan. Problem badawczy skupia si¢ natomiast na
sposobie wypracowania miernikow oceny prowadzenia (postgpu) dziatan i metodzie ich zastosowania
w odniesieniu do wspotczesnych procedur planistycznych. Tak sformutowany problem stwarza warunki do
poszukiwania odpowiedzi na pytanie, czy mozliwe jest stworzenie algorytmu wypracowania miernikow do
oceny prowadzenia dziatan jako narzgdzia w czasie symulacji.

SEOWA KLUCZOWE: sztuka operacyjna, proces planowania, ocena operacji, kwantyfikowanie, mierniki oceny

DEVELOPMENT OF MEASURES FOR ASSESSMENT OF ACTIVITIES
IN THE PLANNING PROCESS AT THE TACTICAL LEVEL

ABSTRACT: The rapidly changing political and military situation in the NATO area of interest and in
areas adjacent to this area creates a wide range of threats that must be taken into account during planning,
both in peacetime and in times of crisis and armed conflict. The multi-directional and multi-faceted
nature of the resulting threat requires a flexible planning process that adapts appropriately to potential
actions. Operational art, from a scientific and pragmatic perspective, fulfills practical, theoretical, and
didactic functions. The practical function is the ability to transform military strategy goals and guidelines
into guidelines and tasks for task forces, taking into account innovative theoretical assumptions and the
rational achievement of operational objectives. The practical function is expressed in operational plan-
ning and command skills and also encompasses managerial functions. The challenge of operational
planning and command is the skillful integration of operational factors (forces, time, space, information)
with the operational objective. Operational art integrates objectives, ways, and means. It determines
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which forces conduct which actions in time and space to create effects and achieve objectives. The active
participation of the commander is essential in operational art because it is a mixture of science and art
requiring intuition, experience, and leadership. Nowadays, operational researchers and planners are in-
creasingly interested not only in extracting data from recent conflicts, but also in obtaining quantitative
assessments on the trends or effects of weapons and combat processes in modern warfare as revealed in
these data. The subject of the research presented in this article is measures of the assessment of the
conduct of operations. Instead, the research problem focuses on how to develop measures for assessing
the conduct (progress) of operations and the method of applying them to contemporary planning proce-
dures. The problem formulated in this way creates the conditions to seek an answer to the question of
whether it is possible to develop an algorithm to develop metrics to evaluate the conduct of activities as
a tool during simulation.

KEYWORDS: operational art, planning process, evaluation of operations, quantification, measures of as-
sessment

WPROWADZENIE

»Sztuka operacyjna dokonuje przeniesienia celow strategicznych na model operacyjny,
ktory taczy 1 integruje potyczki i bitwy na szczeblu taktycznym w system umozliwiajacy osig-
gnigcie celow strategicznych. Uwazne zrozumienie stosunkow panujacych pomiedzy srodkami
a osiaggnietymi efektami wymaga od dowodcy udzielenia odpowiedzi na pytanie, jakie uwarun-
kowania wojskowe pozwalaja na osiaggniecie celow strategicznych w rejonie dziatan™. Jak wy-
nika z przytoczonej definicji, sztuka operacyjna skupia si¢ na procesie przeksztatcania celow
strategicznych w cele osiggalne. Nie istnieje ona zatem w oderwaniu od dziatan na poziomie
operacyjnym i taktycznym. Dodatkowo fakt funkcjonowania Polski w strukturach NATO wy-
wiera istotny wptyw na zasady oraz obowigzujace procedury dzialania.

Mozna to dostrzec w obszarze dowodzenia, gdzie zasady, wymagania oraz procedury
muszg by¢ postrzegane w kategoriach sojuszniczych i uwzglednia¢ jednoczes$nie narodowe do-
$wiadczenia oraz ustalenia, ktore nie koliduja z obowiazujacymi w Sojuszu wytycznymi. Wdro-
zone dotychczas dokumenty normatywne, ktore odnosza si¢ do procesu i procedur dowodzenia,
w wiekszo$ci regulujg i normujg przedsigwziecia tego obszaru gtdéwnie na poziomie strategicz-
nym i operacyjnym?. Pozostaje jednak poziom taktyczny wojsk ladowych, szczegélnie istotny
z punktu widzenia osiaggania celéw wyzszych poziomow.

W zwiazku z powyzszym organa dowodzenia rdznych szczebli 1 poziomow muszg dys-
ponowa¢ ujednoliconymi i przejrzystymi procedurami dowodzenia. W tym obszarze
obowigzuje APP-28 Tactical Planning For Land Forces. Publikacja ta zapewnia standaryzacje,
a jednoczesnie narzuca pewne wymagania. Juz na samym poczatku wyjasnia, jak stanowczo
niedawne ¢wiczenia i operacje Organizacji Traktatu Polnocnoatlantyckiego wskazaty na po-
trzebg standaryzacji planowania taktycznego dla sit ladowych na poziomie dowodztwa

L A. Baran, E. Przeniosto, C. Podlasinski, J. Kraszewski, Metodyka procesu planoania operacyjnego (OPP Ope-
rational Planning Process), Zarzad Operacji Ladowych — Oddziat Szkolenia Dowddztw, Warszawa 2001, s. 21.
2 DD-3.2.5 Planowanie dziatar na szczeblu taktycznym w wojskach lgdowych, Dowddztwo Wojsk Ladowych,
Warszawa 2006, s. 5.
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komponentu i nizszym — W celu poprawy interoperacyjnosci i skutecznosci Sojuszu®. Doku-
ment wskazuje rowniez role proceséw, ktore w dobie operacji o charakterze wielodomenowej
(multi-domain) wymagaja czesto niestandardowych, wieloaspektowych rozwigzan.

W doskonaleniu réznego rodzaju proceséw kluczows role odgrywaja mierniki. Opisuja
procesy, informuja o rezultatch dziatan, trendach i mozliwo$ciach zmian. Tego typu podejscie
znane jest w wielu sektorach zycia spotecznego i publicznego. W zarzadzaniu procesami wy-
roznia si¢ mierniki zasilen, zasobow i rezultatow. Mierniki zasilen opisuja naktady. Przyktadem
miernika moze by¢ tutaj liczba zaméwien lub liczba zamowien zweryfikowanych jako po-
prawne. Z kolei mierniki zasobow opisuja ich zuzycie w trakcie wykonywania dziatah w ra-
mach procesu. Dobrym przyktadem moze by¢ przecigtna pracochtonnos$¢ lub energochtonnos¢
procesu. Z kolei mierniki rezultatow charakteryzuja wyniki przeksztatcen zasoboéw wejscio-
wych, np. moze to by¢ liczba przeprowadzonych przetargow®. Takie przyklady w przedsiebior-
stwach, firmach wigkszych i mniejszych mozna mnozy¢.

»Zasadniczym miernikiem przydatno$ci wojskowej struktury organizacyjnej jest jej ope-
ratywnos¢, ekonomicznos$¢ i funkcjonalnos¢ w dziataniu, stanowigce rowniez o sprawnos$ci do-

wodzenia™®

. Tamaksyma wprost wskazuje na potrzebe implementowania rozwigzan w zakresie
pomiaru efektywnosci w wojsku. Na podstawie do§wiadczen autora zwigzanych ze shuzba woj-
skowa w sekcjach operacyjnych na wielu szczeblach (szczeg6lnie w batalionie i brygadzie),
zaprezentowano ponizej rozwazania na temat wypracowania i mozliwosci wykorzystania mier-
nikéw prowadzenia dziatan w procesie planowania na poziomie taktycznym.

Jak wynika z dotychczasowych obserwacji autora, na przestrzeni lat i pomimo zmian,
jakie zaszty w obszarze planowania i dowodzenia, wiele z narz¢dzi i pomystow, majacych uta-
twié czy tez uwiarygodni¢ proces prowadzenia dziataf, nie jest wykorzystywanych. Mimo ze
sg szczegbdtowo lub informacyjnie opisane, ciggle pozostaja w sferze teoretycznej. Tak ma si¢
rzecz z miernikami oceny prowadzenia dziatan. Wiele elementow kwantyfikujacych dziatania
taktyczne elementow manewrowych mozna odnalez¢ w literaturze poswigconej parametryzacji
pola walki, jak rowniez w dostgpnych normach szkoleniowych.

Niemniej, czy mozna te dane wykorzysta¢ do opracowania usystematyzowanego algo-
rytmu tworzenia miernikdw — jako skutecznego narzedzia pomocniczego stosowanego w czasie
symulacji do oceny prowadzenia dzialan w kontekscie podj¢tych decyzji i przyjetych warian-
tow 1/lub plandw? Problem ten jest niezwykle ztozony. Czesto brak checi wykorzystania za-
proponowanych narzgdzi wynika z obawy i niepeinej wiedzy na ich temat. Warto natomiast
pamigetac, ze ryzyko jest immanentnym czynnikiem rozwoju, a kwantyfikowanie daje ku niemu
pole, juz nie tylko w naukach $cistych, lecz takze coraz czg¢sciej w naukach o bezpieczenstwie
1 naukach spotecznych.

3 APP-28 Tactical Planning for Land Forces, Ed. B, March 2024, s. XV.
4 M. Rydzewska-Wtodarczyk, M. Sobieraj, Pomiar efetywnosci proceséw za pomocq kluczowych wskaznikéw

efektywnosci, ,,Zeszyty Naukowe Uniwersytetu Szczecinskiego” 2015 864, s. 333.
5 K. Nozko, Maksymy, sentencje i ,,mysli refleksyjne”, Warszawa 1993, s. 15.
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MIERNIKI OCENY PROWADZENIA DZIAEAN — PODSTAWOWE INFORMACJE

Ocenianie jest cigglym monitorowaniem, podczas planowania, przygotowania i realizacji
biezacej sytuacji i postepu operacji, oraz oceng w odniesieniu do wskaznikow skutecznosci
MOE (Measures of Effectiveness) i wskaznikow wykonania MOP (Measures of Performance)
— w celu podejmowania decyzji i wprowadzania korekt. Ocena sktada si¢ z dwoch podstawo-
wych zadan: monitorowania biezacej sytuacji i postepu operacji oraz jego oceny zgodnie
Z MOE 1 MOP. Zadania te obejmujg inne formy podczas planowania dziatan, inne podczas ich
przygotowania, a jeszcze inne — podczas prowadzenia dzialan. Rozwazane wspdlnie — pozwa-
laja dowoddcy oceni¢ sytuacje w porownaniu z oczekiwaniami i progresem operacji®.

MOEs i MOPs to w najprostszym uj¢ciu wymagania informacyjne opracowywane w trak-
cie procesu planowania. Mierzg stopien osiagnigcia sukcesu w realizacji misji. Zazwyczaj wy-
razane sg jako wyrazna ocena obecnej sytuacji lub prognoza stopnia realizacji misji. Sztab opra-
cowuje MOEs i MOPs w procesie planowania, zwtaszcza podczas symulacji, do wykorzystania
w ocenie wariantu dziatania (Course of Action — COA). Po zatwierdzeniu COA przez dowodce,
MOEs i MOPs sa wykorzystywane do oceny postgpu operacji w stosunku do oczekiwanego
planu. Moga i powinny si¢ zmienia¢ w trakcie dzialan. Kryteria te pomagaja w ocenie postepu
dziatan: MOE pomagaja ustali¢, czy poprzez wykonywane zadanie osiggamy zamierzone re-
zultaty, a MOP — czy zadanie zostalo wykonane prawidtowo. Jedne i drugie to kryteria — nie
reprezentujg samej oceny. Wymagaja odpowiednich informacji w formie wskaznikow’.

MOE to kryterium stosowane do oceny zmian w zachowaniu systemu, zmian w zdolno-
sciach lub zmian w Srodowisku operacyjnym, powigzane z pomiarem osiggni¢cia: stanu kon-
cowego, celu lub efektu. Pomaga mierzy¢ zardwno pozytywne, jak i negatywne zmiany warun-
kow. MOE:s sg powszechnie identyfikowane i monitorowane w formalnych planach oceny. Po-
magaja odpowiedzie¢ na pytanie: ,,Czy robimy wiasciwe rzeczy?”.

MOP to kryterium uzywane do oceny dziatan wojsk wtasnych, powigzane z pomiarem wy-
konania zadania. Pomaga odpowiedzie¢ na pytania takie jak: ,,Czy dziatanie zostato podj¢te?”,
,,(dzie zadania zostaty wykonane zgodnie ze standardem?”. MOPs potwierdzaja lub zaprzeczaja,
ze zadanie zostato wykonane prawidtowo. Sg powszechnie spotykane i1 §ledzone na wszystkich
liniach operacyjnych w matrycach wykonania zadania. Powszechnie uzywa si¢ ich rowniez do
oceny szkolenia. Pomagaja odpowiedzie¢ na pytanie: ,,Czy robimy rzeczy wtasciwie?”.

Nie ma bezposredniego zwiazku hierarchicznego migdzy MOPs a MOEs. MOPs nie za-
silajg MOE:s ani nie t3czg si¢ w zaden sposob, aby je wytworzyc¢.

W kontekscie oceny prowadzenia dziatan stosuje si¢ rowniez termin wskaznik (indica-
tor). To element informacji, ktoéry dostarcza wgladu w MOE lub MOP. Wskazniki przybieraja

forme¢ meldunkéw od podwladnych, ankiet, sondazy oraz wymogéw informacyjnych.

6 ATP-3.2.2 Command and Control of Allied Land Forces, Ed. B, Ver. 1, December 2016, s. 4-3.
7 Ibidem, s. 4-4.
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Pomagaja odpowiedzie¢ na pytanie: ,,Jaki jest obecny status MOE lub MOP?”. Pojedynczy

wskaznik moze informowaé o wielu MOPs i MOEs®8.

Tab. 1. Mierniki oceny oraz wskazniki

Measure of Effectivness (MOE)

Measure of Performance (MOP)

Indicator

Used to measure attainment of an
end - state condition, achievement
of an objective, or creation of an ef-
fect.

Used to measure task accomplish-
ment.

Used to provide insight into an
MOE or MOP.

Answers the question: Are we do-
ing the right things?

Answers the question: Are we do-
ing things right?

Answers the question: What is the
status of this MOE or MOP?

Measures why (purpose) in the
mission statement.

Measures what (task completion) in
the mission statement.

Information used to make measur-
ing what or why possible.

No direct hierarchical relationship
to MOPs.

No direct hierarchical relationship
to MOEs.

Subordinate to MOEs and MOPs.

Often formally tracked in formal
assessment plans.

Often formally tracked in execution
matrixes.

Often formally tracked in formal
assessment plans.

Typically challenging to choose
the appropriate ones.

Typically simple to choose the ap-
propriate ones.

Typically as challenging to select
appropriately as the supported

MOE or MOP.

Zrodto: ATP-3.2.2 Command and Control of Allied Land Forces, Ed. B, December 20186, s. 4-5.

UMIEJSCOWIENIE MIERNIKOW PROWADZENIA DZIALAN W PROCESIE
PLANOWANIA NA POZIOMIE TAKTYCZNYM

Planowanie taktyczne to cykliczny, dynamiczny proces, ktory jest powigzany z innymi
procesami, takimi jak IPOE (Intelligence Preparation of the Operating Environment), rozu-
miane jako Informacyjne Przygotowanie Pola Walki (IPPW), targeting, zarzadzanie ryzykiem
itp. Poprzez dynamiczng natur¢ tego procesu nalezy rozumie¢ konieczno$¢ uwzglednienia cig-
glego planowania i podejmowania decyzji w trakcie trwania operacji. Aby dowddca mogt po-
dejmowac¢ witasciwe decyzje, nalezy mu stworzy¢ odpowiednie warunki oraz zapewni¢ nie-
zbedna wiedze, odpowiadajaca na wymagania informacyjne w zakresie srodowiska walki, wal-
czacych wojsk oraz przeciwnika, a takze stale monitorowac sytuacje biezaca i zmieniajace si¢
warunki prowadzenia dziatan.

Zgodnie ze standaryzacja planowanie na poziomie taktycznym to ogot przedsiewzie¢ do-
wodcy, sztabu 1 podwladnych dowodztw. Prowadza one do zrozumienia sytuacji oraz opraco-
wania planu w celu osiagnigcia przypisanych efektow/ zadan/ obiektow, stuzacych wykonaniu
misji®. Planowanie to $cisle uporzadkowany proces sktadajacy sie z siedmiu krokéw przedsta-
wionych na rysunku 1.

8 Ibidem, s. 4-5.
% APP-28 Tactical Planning...op.cit., s. 1-1.

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 180



STEP 1
RECEIPT OF MISSION

STEP 2
MISSION ANALYSIS

Sub-step 2a
Order Analysis
Understanding the mission

Sub-step 2b ]
Evaluation of factors |
Troops
IPOE S
Civil support
considerations available

Information
environment

Terrain/Weather | Adversary

STEP 3
COA DEVELOPMENT

T———

STEP 4 ‘
COA ANALYSIS

STEP S5
COA COMPARISON

STEP 6
HCOMBANDER 'S DECTSTON

|

STEP 7
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Rys. 1. Proces planowania na poziomie taktycznym
Zrédto: APP-28 Tactical Planning for Land Forces, Ed. B, March 2024, s. 1-9.

Jednakze przedmiotem niniejszego artykutu nie jest proces planowania sam w sobie. Ze
wzgledu na swoja ztozono$¢ mogltby on stanowi¢ odrebny temat dalszych rozwazan. Autor na
tym etapie skupi si¢ na kroku 4 —analizie wariantu (Course of Action Analysis — COA Analysis),
poniewaz to w tym miejscu podczas planowania nalezy identyfikowa¢ mierniki oceny prowa-
dzenia dziatan. Wypracowuje si¢ je w czasie analizy wariantu, szczegdlnie w czasie symula-
¢ji'®. Zgodnie z procedurami NATO analiza wariantu moze by¢ przeprowadzona przy uzyciu
roznych technik: indywidualnego rozpatrzenia (mentally by the commander or one of the staff
officers), rozwazania na gtos (think out loud), symulacji procedurg gry wojennej (war gaming),
z wykorzystaniem symulacji komputerowej (computer simulations) lub porownania potencjatu
(combat power/combat effectiveness comparison)*L.

Symulacja to proba identyfikacji przysztych wydarzen zgodnie z formuta: akcja — reakcja
— przeciwreakcja. Stanowi swoiste przewidywanie przebiegu dziatan bojowych na podstawie
wiasnych planow i oczekiwanego dziatania przeciwnika. Wykorzystywana jest do wnioskowa-
nia w zakresie przebiegu dziatan i procesdw w czasie, a jej celem jest uzyskanie i wskazanie
zaktadanego efektu. Podczas symulacji wykorzystywane zostaja sprze¢zenia przyczynowo-skut-
kowe, ktére sa decydujace w procesie dowodzenia i podejmowania racjonalnych decyzji.

10 ATP-3.2.2 Command and Control..., op.cit., S. 4-4.
11 APP-28 Tactical Planning..., op.cit. s. 3-19.
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Dlatego najwazniejszym elementem symulacji jest realizm, uwzglednienie rzeczywistych wa-
runkéw prowadzenia dziatan oraz bezstronnosé 2,

Wargaming jest narzedziem przeznaczonym do rozwazania i ulepszania wariantu dziatania —
COA. Powinno by¢ ono wykorzystywane, gdy tylko pozwala na to czas, w celu: oceny potencjatu
COA do realizacji misji w kontekscie przewidywanego przeciwdziatania przeciwnika i jego r6znych
COA; zidentyfikowania i skorygowania niedociggnie¢. Jednak prawdziwg wartoscig jest zdolnos¢ do
umozliwienia dowoddcy i sztabowi wizualizacji przebiegu operacji i uzyskania wglagdu w zdolnosSci
I dziatania przeciwnika, a takze warunki w $rodowisku operacyjnym. Wargaming powinien rowniez
pomoc w identyfikacji: niezbednych srodkéw koordynujacych, potencjalnych zagrozen i szans, ktore
moga napedzaé potrzebe oddziatdéw/pododdziatow i sekwencji w celu przeciwdziatania lub wykorzy-
stywania takich sytuacji, a takze decydujacych warunkéw (i ich skutkow) dla dowodcy do podjgcia
dziatan. Ponadto wargaming synchronizuje wspolne elementy operacji. Idealnie bytoby, gdyby kazdy
COA sit whasnych byt rozgrywany w poréwnaniu z ,,najbardziej prawdopodobnymi” i ,,najbardziej
niebezpiecznymi” COA przeciwnika. Chociaz wargaming przynosi wiele korzysci, nalezy zauwazyc,
7e moze by¢ kosztowny, wymaga¢ duzego naktadu pracy i czasu'®.

Nalezy podkresli¢, ze powyzsza analiza odnosi si¢ do gotowego produktu — wariantu
dziatania (COA). Z zatozenia pomiar dokonywany jest w stosunku do zadan, te za§ wypraco-
wane sg w ramach analizy zadania — krok 2a, analiza rozkazu (orders analysis). Zgodnie z opi-
sang procedurg dowddca 1 jego sztab, analizujac rozkaz przetozonego, wypracowuja zadania
sprecyzowane (specified tasks), wynikowe (implied tasks) i zasadnicze (essential tasks), wnio-
ski z oceny zmiennych misji w ukladzie fakty/zatozenia (facts/assumptions)!* oraz wnioski/re-
komendacje (deduction-reccomendation) — w oparciu o wieloaspektowg analiz¢ misji i $srodo-
wiska, tzw. METT-TC (Mission, Enemy, Terrain and weather, Troops and support available,
Time available, Civil considerations and informational considerations)’®. To one stanowia
punkt odniesienia do wypracowania zadan dla jednostek podlegtych i docelowo to one sg pod-
stawg pomiaru. Te wyniki musza zosta¢ wlaczone do nastepnego kroku zgodnie z procedurg —
ocena 1 poroOwnanie wariantu dzialania. Jesli podczas oceny mozna potwierdzi¢ ustalenia jako

whnioski, czyli potwierdzone fakty, mozna je dotaczy¢ do planu synchronizacji'®.

IDENTYFIKACJA | WYPRACOWANIE MIERNIKOW PROWADZENIA DZIALAN

Historyk wojskowos$ci Trevor Nevitt Dupuy (T.N. Dupuy) jest autorem metody ilo$cio-
wej oceny analizy historycznych danych bojowych (Quantified Judgment Method of Analysis
of Historical Combat Data). To pelny tytul metodologii analitycznej, ktorg opracowat

12 7. Redziak, Praca komorki operacyjnej na stanowisku dowodzenia, wyd. ASzWoj, Warszawa 2016, s. 149.

13 AJP-5 Allied Joint Doctrine for the planning of operations, Ed. A, Ver. 1, February 2019, s. 4-23, 4-24.

14 APP-28 Tactical Planning..., op.cit., s. 2-7, 2-9.

15 Zob. FM 5-0 Planning and Orders Production, November 2024, s. 5, 98, 151, 166; ATP-3.2.2 Command and
Control..., op.cit., s. 3-7, 3-10.

16 AJP-5 Allied Joint Doctrine..., op.cit., s. 4-30.
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I doskonalit. Znaczna jej cze$¢ stanowi dhugie, cho¢ relatywnie proste rOwnanie matematyczne,
ktére nazywa si¢ modelem oceny ilosciowej (Quantified Judgment Model — QIM)Y’. Autor tej
metody na podstawie wiasnych doswiadczen wojskowych przyjat zatozenie, ze wynik bitwy
nalezy ocenia¢ na podstawie trzech réznych, niemal intuicyjnych ocen: (1) wykonania misji
przeciwnika, zgodnie z przydziatem lub przewidywaniami, (2) skutecznos$ci uczestnikéw w od-
niesieniu do przestrzeni — zdolnos$ci atakujgcego do zdobycia terenu i zdolno$ci obroncy do
utrzymania terenu; oraz (3) skutecznos$ci strat, obejmujgcej poréwnanie strat poniesionych
przez sity w ich wlasnym poczatkowym systemie walki, jak rowniez strat poniesionych przez
wroga. Koncepcja tych miar skutecznosci (MOE) lub kryteriow wydajnosci (MOP) w okresla-
niu wynikéw historycznego zaangazowania jest do§¢ prosta, natomiast jej zastosowanie zda-
niem T.N. Dupuya to zupehnie inna sprawa. Podkresla on, ze jak dotad nikt nie probowat opra-
cowaé systemu kwantyfikacji wynikow bitewnych'®. Do$¢ jeszcze uboga literatura w zakresie
kwantyfikowania dziatan taktycznych wskazuje, ze jest to niezmiernie trafna i wcigz aktualna
ocena, poniewaz jak powyzej wspomniano rozwazania tego typu w duzej mierze prowadzone
s3 na wysokim poziomie uogolnienia i wcigz pozostajg w sferze teoretyczne;.

T.N. Dupuy skupial si¢ na ocenie historycznych bitew, co miato zaprowadzi¢ go do efektu,
jakim miata by¢ zdolnos$¢ przewidywania wynikow przysztych bitew. Niemniej kryteria, jakimi
si¢ postugiwal, doskonale wpisuja si¢ w rozumiane wspodtcze$nie mierniki oceny prowadzenia
dziatan. Wskazuja na jedne z tych obszarow, ktore skutecznie mozna wykorzysta¢ do identyfika-
c¢ji miernikéw. O ile w prosty sposob mozemy wypracowa¢ mierniki stuzace ocenie przestrzenne;j
efektywnosci misji czy tez zaktadanych strat, o tyle wskazuje si¢, ze najtrudniejszym ze wskaza-
nych powyzej miernikdw jest ocena stopnia osiaggniecia celu/ wykonania misji.

Zdaniem T.N. Dupuya nalezy dokona¢ zasadniczo subiektywnego osadu w oparciu o wagg,
jaka przypisuje si¢ — w duzej mierze sprzecznym — pogladom na temat zaangazowania oraz tego, co
donosza 1 jak dowodzg przeciwne dowddztwa. Po pewnych eksperymentach szybko stato si¢ jednak
oczywiste, ze doswiadczeni historycy wojskowosci mogliby catkiem konsekwentnie zgadzac si¢ co
do subiektywnej oceny wartosci wykonania misji w skali od 1 do 10°. Z tych ocen wyprowadzono
miary czynnikow misji przedstawione przez T.N. Dupuya w formie tabeli ponizej (tab. 2).

Tab. 2. Czynniki misji

Range Normal
Complete accomplishment of the mission, a weight of 7-10 8
Substantial, relatively satisfactory, accomplishment 5-7 6
Partial, less than satisfactory, accomplishment 3-5 4
Little achievement of the mission 1-3 2

Zrédto: T.N.Dupuy, Numbers, predictions and war: using history to evaluate combat factors
and predict the outcome of battle, New York 1979, s. 231.

7 Dupuy T.N., Numbers, predictions and war: using history to evaluate combat factors and predict the outcome
of battle, New York 1979, s. IX.

18 |bidem, s. 47-48.

9 Ibidem.
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Tabela ma postac¢ 0ogo6lng i mogtaby stanowi¢ efekt koncowy oceny prowadzonych dziatan.
Nalezy zwrdci¢ uwagg, ze jest to subiektywna ocena, a przypisanie wagi zalezy od srodka decy-
zyjnego. Wartym podkres$lenia jest rOwniez zastosowanie podziatu na czynniki misji (mission
factors). Stosujac taki tok rozumowania wspoétczesnie, mozna przyja¢ podziat na funkcje pota-
czone (joint functions) jako punkt wyjscia do identyfikowania miernikow w okreslonych obsza-
rach, tj. dowodzenie, rozpoznanie, manewr, sita ognia, informacja, wspotpraca cywilno-woj-
skowa, zabezpieczenie, ochrona wojsk?’. Te czynniki jednostkowo stanowilyby mierniki efek-
tywnosci (MOE), natomiast rozwazane wspdlnie moglyby stanowi¢ podstawe do oceny stopnia
wykonania calej misji jako miernik powodzenia (MOP). Taki podziat w odniesieniu do zidenty-
fikowanych zadan podczas analizy otrzymanego zadania oraz w odniesieniu do wymagan infor-
macyjnych 1 wytycznych dowddcy stanowilby baze do wypracowania miernikéw oceny prowa-
dzenia dziatan. Ten i inne kierunki badan zostang szerzej opisane w dalszej czgsci artykutu.

Na podstawie dotychczasowych rozwazan wiemy juz, kiedy i gdzie identyfikowaé mier-
niki. Kolejnym krokiem bedzie ich identyfikacja i wypracowanie w zaleznos$ci od sytuacji iza-
dania, jakie dana jednostka analizuje. Opracowania takie jak T.N. Depuya moga stanowi¢ do-
skonate zrodlo do identyfikacji nie tylko miernikow, ale i procedur, ktoére po dostosowaniu do
wspotczesnych wymagan moglyby stanowi¢ pomocne narzedzie w procesie planowania. Lite-
ratura stanowi zatem pierwotne zrddlo identyfikowania miernikow.

Wzbogacajac czy raczej zawezajac obszary funkcyjne o dostepne normy szkoleniowe,
tworzymy kolejne doskonate zrodto do wypracowania miernikéw. Sposob identyfikacji 1 wy-
pracowania miernikow moze by¢ r6zny w zaleznos$ci od wyszkolenia sztabu, ztozonos$ci zada-
nia, czasu, jakim dysponujemy na planowanie itp. Niemniej celowym byloby stworzenie bazy
danych jako zrodta pozyskiwania danych do wypracowania miernikow podczas planowania,
aby skroci¢ czas na ich identyfikacje, a skupi¢ si¢ na ich zastosowaniu.

W obszarze norm szkoleniowych mamy do czynienia z szerokim spectrum potencjalnych
wskaznikow. Moga one dotyczy¢ manewru i/lub potencjaldw, moga wskazywac ramy czasowe
1 przestrzenne, moga by¢ réwniez podzielone funkcjonalnie, co korespondowatoby z odejsciem
od izolowanego wykorzystania specjalistow rodzajow wojsk na korzy$¢ wspomnianych wcze-
$niej funkcji potaczonych.

Rozpatrujac proces identyfikowania miernikow, mozna si¢ skupi¢ na dostepne;j literatu-
rze kalkulacyjnej, prostych kalkulatorach xIs oraz systemach symulacji 1 pomiaru wynikow
dziatania. W tym zakresie mozna wykorzysta¢ znane powszechnie metody statystyczne. Sam
proces idenyfikowania i wypracowania miernikow oceny mozemy oprze¢ o kilka najistotniej-
szych punktow. Po pierwsze — wargaming. Jak wspomniano wczesniej, to podczas symulacji
nastepuje wypracowanie, a raczej dopracowanie (udoskonalenie) dziatan/miernikéw wydajno-

$ci i efektow/miernikéw skutecznosci sformutowanych przez personel oceniajacy?. Pytanie,

20 APP-28 Tactical Planning..., op.cit., s. 1-3.
2L AJP-5 Allied Joint Doctrine..., op.cit., s. 4-30. Zob. D-5(A) Doktryna planowania operacji, Centrum Dok-
tryn Szkolenia Sit Zbrojnych, Bydgoszcz 2024, s. 90-92.
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jakie nalezy sobie zada¢, to w jaki sposob wykorzysta¢ mierniki podczas symulacji. Gdy se-
kwencja dzialania si¢ konczy, nalezy zwrdci¢ uwage, ile czasu dane dzialanie bedzie trwato,
kiedy zostaje uznane za zrealizowane wlasciwie. Odpowiedzi moga by¢ dwojakie: precyzyjne,
przy wlasciwym sprecyzowaniu i rozumieniu MOE i MOP, i zasilane z r6znych zrodet (normy
taktyczne, ksigzki kalkulacyjne, systemy komputerowe i inne) lub bardziej elastyczne, czyli
dostosowywane do sekwencji, ale tez zalezne od wyszkolenia sztabu, dost¢pnego czasu itp.
Po drugie, wychodzgc z zatozenia, ze mierniki stanowig swoiste punkty decyzyjne, a ob-
szary, w ktorych je definiujemy, odpowiadaja funkcjom potaczonym, nakresla si¢ nam pewien
og6lny schemat dziatania w zakresie wypracowania miernikdw. W tym miejscu nie moze za-
brakna¢ informacji na temat projektu operacji (Operation Design — OPS Design), ktory zapew-
nia warunki do wstepnej 1 szczegdtowej analizy §rodowiska walki w ramach wypracowanego
schematu. OPS Design przedstawia wielofunkcyjny (cross-functional) sposéb przechodzenia
przez fazy operacji w kierunku jej celoéw. Projekt organizuje warunki i efekty, ktore nalezy
spetnié, oraz krytyczne zdarzenia i1 zadania, ktore nalezy osiggna¢ w okreslonych liniach ope-
racyjnych (Line of Operation — LoO). W kazdej linii operacyjnej definiowane sa efekty tak-
tyczne (Tactical Effect — TE) oraz obiekty taktyczne (Tactical Objective — TO), ktore zostaja

poddane analizie, stanowigc zrodto idetyfikacji miernikoéw oceny pod katem osiaggnigcia celu

danej fazy, a nastgpnie operacji. Ponizej zaprezentowano przyktad schematu OPS Design.

Phase 1a Phase 1b Phase 2 Phase 3

TO1
Defense
set

established
Defense

CPs ready

Rys. 2. Schemat Operations Design
Zrédto: opracowanie wlasne na podstawie materiatow udostepnionych przez OPSA
(Operations Assessment) J5 / MNC NE (Multinational Corps North-East)

Nastepnie sg one skrupulatnie zgromadzone i1 przypisane do odpowiednich linii operacyj-
nych, efektow taktycznych, aby ostatecznie da¢ obraz obiektow taktycznych do osiagnigcia.

Po trzecie, tak powstaty dokument jest punktem wyjscia do opracowania Planu zbierania
danych (Data Collection Plan — DCP), ktory stuzy do $ledzenia (zastosowania) wypracowa-

nych miernikow w konteks$cie postawionych zadan i celéw w trakcie kierowania dziataniami.
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ZASTOSOWANIE MIERNIKOW PROWADZENIA DZIALAN

Problem skutecznos$ci oraz efektywnosci dziatan decyzyjnych jest jednym z podstawo-
wych we wspoétczesnych rozwazaniach nad warunkami sprawnos$ci decyzji podejmowanych
w wielu sytuacjach empirycznych?2. Proces zblizania si¢ do rozwigzania w postaci budowania
modelu decyzyjnego jest niezwykle czasochtonny i trudny. Niemniej podejsécie integracyjne,
ktora pozwala na umiejscowienie rozwazan nad dziataniami decyzyjnymi w szerszym kontek-
$cie badan systemowych, wydaje si¢ pozyteczne, a nawet pozadane?.

Aby stworzy¢ pewien model postepowania, nalezy odwotac si¢ do celu oraz narzedzi,
ktére majg stuzy¢ osiggnigciu zatozonego efektu. Odnoszac si¢ do problematyki niniejszego
artykuhu, celem jest usystematyzowanie wiedzy w zakresie miernikow prowadzenia dziatan
w konteks$cie ich wykorzystania podczas procesu decyzyjnego. Idac dalej, podejscie systemowe
wskazuje na podjecie proby wypracowania narzgdzia wsparcia decyzji w oparciu o wykorzy-
stanie wezesniej wypracowanych miernikdéw. Jak wskazano wyzej, identyfikacja miernikdéw to
proces wielokryterialny, wielofunkcyjny. Stad tak istotne jest rozumienie tego procesu przez
pryzmat nie tylko celu/efektu, ale rowniez w oparciu o funkcje potaczone.

Zastosowanie miernikoéw prowadzenia dzialan nastgpuje w czasie kierowania dziata-
niami. Odchylenia to roznice miedzy rzeczywista sytuacja podczas operacji a prognozg sytuacji
w tym czasie. Personel odpowiedzialny za tgcznos¢ i komunikacje (Communication and Infor-
mation System — CIS) przedstawia odpowiednie informacje we wspdolnym obrazie operacyj-
nym, ktéry podkresla istnienie odchylen. Sztab wykorzystuje obiektywne 1 subiektywne kryte-
ria do oceny wspolnego obrazu operacyjnego w celu okreslenia istnienia odchylenia, znaczenia
odchylenia i ich wptywu na czg$¢ planu. W razie potrzeby sztab aktualizuje swoje szacunki
| przedstawia dowodcy wariant dziatania, ktory kieruje niezbednymi dziataniami celem wyko-
rzystania okazji lub przeciwdzialania zagrozeniom dla misji. Jesli ocena nie wykaze istotnych
odchylen, dowdédca moze wykonaé normalne procedury, aby przywroci¢ operacje do planu?,

Istnieja dwie formy odchylen. Pierwsza jest nieoczekiwane zagrozenie dla realizacji misji
lub sit. Gdy zostanie rozpoznane, dowodca musi dostosowac plan, aby przeciwdziata¢ przewa-
dze wroga i przywroci¢ przewagg wlasnych sit lub skuteczniej realizowaé misje¢. Szansa — jako
druga forma odchylenia — pojawia si¢ w wyniku odniesienia nieoczekiwanego sukcesu nad nie-
przyjacielem. Po jej rozpoznaniu dowoddca powinien zmieni¢ plan (cho¢ koncepcja i intencje
moga pozostac takie same), aby wykorzystac te okazje, jesli moze to zrobi¢ bez narazania rea-
lizacji misji lub ponoszenia niedopuszczalnego ryzyka. Oceniajac rozne sytuacje, nalezy ziden-
tyfikowac szanse 1 zagrozenia na czas, aby moc skutecznie reagowacé. Ocena powinna pomoc
dowddcy 1 sztabowi zidentyfikowac 1 przewidzie¢ mozliwos$ci przejecia, utrzymania i wyko-
rzystania inicjatywy, w tym — wprowadzenia planu alternatywnego?.

22.5 J. Sokotowski, Decyzja a dziatanie, wyd. MON, Warszawa 1975, s. 5.
2 |pidem.

24 ATP-3.2.2 Command and Control..., op.cit., s. 4-5.

% |pidem, s. 4-6.
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Rys. 3. Rozpoznanie odchylen od planu
Zrddio: ATP-3.2.2 Command and Control of Allied Land Forces, Ed. B, December 2016, s. 4-6.

Jak zaznaczono w poprzednim rozdziale, punktem wyjscia do prowadzenia oceny opera-
cji jest Plan zbierania danych (Data Collection Plan — DCP). To gtéwny dokument, w ktorym
zebrano 1 zaszeregowano zidentyfikowanie mierniki. Shuzy réwniez do systematycznego po-
réwnywania wartosci przypisanych do miernikow, co w konsekwencji prowadzi do oczekiwa-
nej oceny realizacji biezacej sytuacji. DCP najcze$ciej przybiera posta¢ obszernej tabeli spo-
rzadzonej w Excelu, ktora zawiera takie elementy jak: warunki decydujace (Decisive Condi-
tions — DC), efekty operacyjne (Operational Effects — OE), zadania taktyczne (Tactical Task —
TT), poszczegolne fazy operacji, metryke okreslajaca przypisanie miernika do MOE lub MOP,
czestotliwos¢ dokonywanej oceny/pomiaru wyrazong najczesciej jako 48h lub 96h, zidentyfi-
kowane mierniki w sprecyzowanej postaci oraz przypisang wartos¢ dla kazdego z nich — i ko-
lejno mozna w niej odnalez¢ kolumny dla okreslenia trendu dla MOE/MOP, nastepnie dla
efektu/zadania taktycznego oraz szacunkowg warto$¢ miernika w okreslonym czasie.

Tabele DCP mozna ksztattowa¢ dowolnie i dostosowa¢ do potrzeb okreslonego dowddz-
twa oraz prowadzonej operacji. W Dowodztwie Wielonarodowego Korpusu Pétnocny-Wschod
(Multinational Corps North-East — MNC NE) tabela ma posta¢ rozbudowanag, a wartosci przy-
pisane sa procentowo. Dodatkowo okresla si¢ wartosci preferowane, akceptowalne i nieakcep-
towalne, co pomaga na biezaco $ledzi¢ trendy i przewidzie¢ kierunki ewentualnych zmian
W planie, tym samym wskazujac dowddcy ewentualne zagrozenia lub mozliwosci®.

Wynikiem prowadzonej analizy z dokumentu opisanego powyzej jest podsumowanie w for-
mie oceny operacji (operation assessment). Ocena ta najczeSciej sporzadzona jest w formie

% Przedstawione tresci odnosza si¢ do danych pozyskanych z OPSA (Operations Assessment), komérki znajdujg-
cej si¢ w J5 Dowddztwa Wielonarodowego Korpusu Péinocno-Wschodniego. OPSA we wspotdziataniu z inymi
komorkami Zarzadow jest odpowiedzialna za prowadzenie biezacej oceny operacji, a DCP jest dokumentem stwo-
rzonym na podstawie funkcji potaczonych z udziatlem Zarzadow za nie odpowiedzialnych.
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obrazowej (np. z wykorzystaniem Power Pointa) i jest przedstawiana dowodcy. Ocena najczesciej
konczy si¢ wydaniem raportu oceny (assessment report) w formie dokumentu Word?’.

PROJEKT TAKTYCZNY | INNE KIERUNKI BADAN

Sztuka operacyjna to ramy koncepcyjne lezace u podstaw planowania i prowadzenia ope-
racji. Obejmuje koncepcje projektowania operacji i zarzadzania operacjami. Ma na celu wyja-
$nianie sytuacji, ocen¢ szans i zagrozen, wspieranie dziatan, ktére stale zyskujg przewage, oraz
dostarczanie logicznych rozwigzan ztozonych probleméw. Umozliwia ona szczegdtowe plano-
wanie i pisanie przez personel praktycznych rozkazow (planow)?®. Wymaga szerokiej wizji,
zdolnos$ci przewidywania oraz umiejetnosci planowania, przygotowania, wykonania i oceny.

Dowddca ponosi odpowiedzialno$¢ za planowanie i prowadzenie operacji. Aby wydawac
skuteczne wytyczne, musi by¢ w stanie odsuna¢ si¢ od szczegdtowego planowania, aby nakre-
$li¢ szerszy kontekst, okresli¢ cele i priorytety, zidentyfikowa¢ szanse i zagrozenia oraz sfor-
mulowac pomysly operacyjne, ktore zmaksymalizujg skuteczno$¢, zdolnos¢ reagowania i ela-
stycznos¢ sit. Dowodcy sa wspierani przez swoje sztaby, ktore przeprowadzaja szczegotowe
planowanie i oceny?.

Przetozenie pewnych zatozen z poziomu operacyjnego na poziom taktyczny wymaga
skoordynowanych dziatah oraz przemys$lanych rozwigzan. Planowanie to proces sam w sobie
ztozony 1 niewiarygodnie istotny. Juz Dwight D. Eisenhower stwierdzit: ,,w przygotowaniach
do bitwy zawsze dochodzilem do wniosku, Ze plany sg bezuzyteczne, ale planowanie jest nie-
zbedne”®. Podazajac za ta mysla, mozna przyjaé, ze zdecydowanie wiekszy nacisk nalezy ktas¢
na sam proces planowania anizeli na jego produkt.

W odniesieniu do sztuki operacyjnej i myslenia operacyjnego nalezy podkresli¢, ze jedno
I drugie wymaga zachowania rownowagi miedzy projektowaniem a planowaniem oraz umiejet-
nosci szybkiego uczenia si¢ 1 adaptowania do zachodzacych zmian. Dynamicznie wzrastajgca
odmienno$¢ i ztozonos¢ srodowiska walki spowodowata, ze dowddcy i sztaby musza z jednej
strony mierzy¢ si¢ z nowymi wyzwaniami, a z drugiej — stawi¢ czota nowym koncepcjom plano-
wania. Coraz wigksza wage w procesie projektowania ma zglebianie problemu i jego kontekstu®!.
Poruszana kwestia dotyczy planowania operacyjnego, ale mozna postawi¢ pytania: Czy proces
planowania nie jest w istocie tak samo wazny na nizszych poziomach? oraz: Czy nie nalezy roz-
waza¢ go w szerszym horyzoncie, cho¢by po to, aby ujac calg jego ztozonosc?

Projektowanie jest procesem koncepcyjnym, ktorego celem jest zrozumienie istoty pro-

blemu. Na poczatkowym etapie poswigca si¢ wigcej czasu na sformutowanie problemu

27 7 uwagi na stosowane tresci oraz klauzule przyktadowe dane z OPSA nie moge zostaé umieszczone w niniejszej
publikacji.

28 AJP-5 Allied Joint Doctrine..., op.cit., s. 1-1.

2 lbidem, s. 1-2.

%0 P, Pazdziorek, Wojskowa mysl operacyjna w konfliktach zbrojnych przetomu XX i XXI wieku, wyd. Adam Mar-
szatek, Torun 2016, s. 231.

31 |bidem, s. 232.
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w szerokim ujeciu, dostarczajac jednoczesnie lepszych podstaw do szczegdtowego planowania.
Projektowanie w ujeciu systemowym przedstawiane przez Johna Schmitta, amerykanskiego
konsultanta wojskowego, postrzegane jest jako ,,ustalenie problemu — jego umiejscowienie, zi-
dentyfikowanie i sformutowanie. Podkresla ono przyczyne, strukture i odpowiednig dynamike
— w taki sposob, ze wylania sie wtasciwe podejscie stuzace rozwiazaniu problemu”?2,

Aby w sposob jasny przedstawi¢ roznice miedzy planowaniem a projektowaniem opera-
cyjnym, nalezy wskaza¢, ze planowanie stuzy do zdefiniowania i wyartykutowania rozwigzania
problemu w formie opracowanych produktéw, natomiast projektowanie operacyjne skupia si¢ na
zrozumieniu charakteru problemu i szerszego kontekstu, w jakim jest osadzony. Jesli pojdziemy
dalej 1 przyjmiemy, ze celowos$¢ jest jedna z decydujacych zasad wojny, uznamy za zasadne
stwierdzenie, ze wlasciwe zdefiniowanie, a nastepnie zrozumienie problemu, ktory wymaga roz-
wigzania, stanowi o istocie projektowania operacyjnego jako najbardziej decydujacego elementu
w procesie planowania. Jezeli zatem podstawy projektowania sg niepeine lub wadliwe, to po-
wstanie planu bedzie z duzym prawdopodobienistwem skazane na niepowodzenie®. Stad pojawia
si¢ uzasadniona potrzeba wykorzystania podejscia systemowego w odniesieniu do procesu pla-
nowania rowniez na poziomie taktycznym, na ktdrym ztozonos$¢ srodowiska walki jest rownie
duza, a caly wachlarz czynnikdw wplywajacych na wykonanie zadania nie mniej rozwinigty.

Koncepcja przeniesienia projektowania operacyjnego w formie projektu taktycznego
(tactical design) na nizsze poziomy dowodzenia staje si¢ w tym kontek$cie zasadna. Swoiste
przetozenie projektu operacyjnego na projekt taktyczny moze dotyczy¢ bardziej ztozonych za-
dan. Zgodnie z dokumentem doktrynalnym (NATO standard) projekt operacyjny/taktyczny jest
wyrazem wizji dowddcy dotyczacej przeksztalcenia ogdlnego, niedopuszczalnego stanu w sze-
reg akceptowalnych warunkoéw. Odbywa si¢ to poprzez ustanowienie wzdluz linii operacyjnych
decydujacych warunkow, prowadzacych do osiggnigcia celow wspierajacych cele wyzszego
poziomu i stan koncowy NATO3,

Taktyczny projekt ladowy na poziomie komponentu nie zawsze jest koniecznos$cia. Jednak
im bardziej ztozona operacja, tym wigksza potrzeba posiadania takiego projektu, zagniezdzonego
w projekcie operacyjnym. Podczas planowania projekt taktyczny pomaga w sekwencjonowaniu
operacji i identyfikowaniu punktow decyzyjnych, a takze wspiera szacowanie wymagan dotycza-
cych sit/zdolnosci, taczac zadania z efektami taktycznymi lub decydujacymi warunkami. Pozwala
to na utworzenie oddziatow do listy zadah 1 umozliwia oszacowanie sity/zdolno$ci. Ponadto za-
pewnia wspolng podstawe do opracowywania wariantu dziatania i misji podlegtych jednostek.
Podczas realizacji — pozwala na ocen¢ postgpow i udoskonalanie planéw w celu radzenia sobie

z przewidywanymi (plan oddziatu i sekwencje) i nieprzewidzianymi zdarzeniami®®>. W tym

%2 ], Schmitt, A Systematic Concept for Operational Design, U.S.MC Warfighting Laboratory,
http://www.mcwl.usmc.mil/file_download.cfm?filesource+c:%5CMCWL-
Files%5CC_P%5CSchmittDesignvl 0 with_Bibliography.pdf (17.12.2024).

3 P, Pazdziorek, Wojskowa mysl operacyjna..., op.cit., s. 237.

34 APP-28 Tactical Planning..., s. C-6.

3 |bidem.
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konteks$cie moze by¢ w sposob efektywny wykorzystowany za pomocg wypracowanych mierni-
kow, ktore pozwola na bardziej szczegotowa analize pod katem nie tylko oceny postepow, lecz
takze ukierunkowania dziatan w pozagdanym kierunku.

Obok projektu taktycznego, interesujacym kierunkiem badan wydaje si¢ problematyka
wypracowania miernikow w odniesieniu do procedury dowodzenia (Troop Leading Procedure
— TLP) na nizszych szczeblach organizacyjnych. TLP to dynamiczny proces wykorzystywany
przez dowddcow ,,matych jednostek™ do analizy misji, opracowania planu i przygotowania ope-
racji. Dowoddcy druzyny, plutondéw i kompanii nie posiadajg formalnych sztabow i1 uzywaja
TLP do planowania i przygotowywania operacji. Naktada to odpowiedzialno$¢ za planowanie
gtownie na dowodcg, ktory ma do pomocy kluczowych lideréw, takich jak oficerowie wyko-
nawczy (Execution Officer — XO), pierwsi sierzanci, obserwatorzy, zaopatrzeniowcy i inni spe-
cjalisci w jednostce. TLP umozliwia dowodcom ,,matych jednostek” zmaksymalizowanie do-
stepnego czasu planowania podczas opracowywania planéw i przygotowywania swoich ele-
mentodw do operacji. TLP sktada si¢ z os§miu krokow. Ich sekwencja nie jest sztywna. Liderzy
modyfikuja ja w zaleznosci od misji, sytuacji i dostepnego czasu®®.

Jak stusznie zauwaza £.. Machna, w pododdziatach wojsk zmechanizowanych, zmotory-
zowanych i czotgdw do szczebla kompanii to dowddca samodzielnie realizuje proces dowo-
dzenia. Moze korzysta¢ z doswiadczenia i wiedzy podwtadnych, niemniej to on jest odpowie-
dzialny za podjete decyzje na kazdym etapie dowodzenia®’.

Autor podejmuje probe opisu czynnosci, jakie powinien wykonywaé¢ dowddca ,,nizszych
szczebli dowodzenia” podczas planowania dziatan. Interesujagcym kierunkiem rozwoju bytoby
uzupehienie tych rozwazan o dodatkowe czynnosci wpierajace proces planowania. Analiza
samej potrzeby identyfikowania miernikow na tych szczeblach i korzysci, jakie moze przynies¢
wykorzystanie tego narzgdzia, moze stanowi¢ odrgbny obszar badan, ktory — de facto — mogiby
zakonczy¢ si¢ wydaniem nowego podrecznika dla dowodztw 1 sztabow nizszego szczebla or-
ganizacyjnego na poziomie taktycznym.

Kolejny kierunek badan, ktéry warto wzia¢ pod uwage, to proces potaczenia wypraco-
wania miernikow z symulacjg (Wargaming — WG) jako metoda analizy wariantu dziatania
wojsk wlasnych. Literatura doktrynalna wskazuje wszakze, ze identyfikacja miernikoOw nastg-
puje w czasie planowania, szczegolnie podczas symulacji, i stuzy do oceny wariantow dziala-
nia. Jednak nie okresla procedury i sposobu jej realizacji. Symulacja stwarza dowodcy warunki
do okreslenia, w jaki sposob najlepiej wykorzysta¢ wtasne mocne strony, z jednej strony kon-
frontujac je z krytycznymi stabos$ciami przeciwnika, a z drugiej — chronigc wlasne. Symulacja
zapewnia narzgdzia wspomagajace podejmowanie decyzji, ktore w sposodb znaczacy ulatwiaja

przejscie do biezacej sytuacji oraz jej pozniejsza realizacje®. Takimi narzedziami s3 m.in.

3% FM 5-0 Planning and Orders..., op.cit., s. 11 (149-154).
87 £.. Machna, Procedury dowodzenia pododdziatem. Planowanie i organizowanie dziatanh na szczeblu druzyna-

pluton-kompania, wyd. AWL, Wroctaw 2019, s. 7.
3 M. Santacroc, Planning for planners. Joint Operation Planning Process (JOPP), USA 2013, s. XV1I-15.
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tabela synchronizacji i matryca wsparcia decyzji. Zwraca si¢ rOwniez uwage na wykorzystanie
nowoczesnych technologii, ktére moga wspiera¢ ocen¢ poprzez zautomatyzowane monitoro-
wanie krytycznych wskaznikoéw sukcesu, identyfikowanie odchylen od oczekiwan, przewidy-
wanie skali zmian i poréwnywanie wydajnosci z oczekiwaniami®®. Rozwoj symulacji jako me-
tody analizy wariantu nie jest rzecza nowa, literatura okresla podstawowe ramy samego pro-
cesu, reguty, wymagania i techniki oraz determinuje zadania dla sztabu, natomiast zaimple-
mentowanie do niej okreslonej procedury identyfikowania 1 wykorzystania miernikéw oceny
prowadzenia dziatan to kierunek, ktory otwiera zupelnie nowe mozliwosci.

Decision Support Matrix (DSM) — pierwszy projekt szablonu wsparcia decyzyjnego (De-
cision Support Template — DST) oraz matrycy wsparcia decyzyjnego (Decision Support Matrix
—DSM) powinien by¢ wytworzony w czasie symulacji. Punkty decyzyjne oraz docelowe obszary
zainteresowania po raz pierwszy powinny znalez¢ sie w pierwszym szkicu DST. W miarg udo-
stepniania kolejnych informacji o wojskach wlasnych oraz przeciwnika, DST i DSM mogga ulec
zmianie*®. DSM najczesciej wystepuje w formie tabelarycznej, zawiera kluczowe zdarzenia, in-
dykatory, ramy czasowe oraz reakcj¢ (opcj¢) na zdarzenia. Taki uktad DSM stwarza warunki do
wykorzystania matrycy w celu identyfikowania miernikéw oceny prowadzenia dziatan.

Identyfikowanie ,,innych” miernikow i mierzenie czynnos$ci niejasnych, to nastgpny kie-
runek, ktoéry moze przysporzy¢ wiele pytan oraz kontrowersji. Czy mozna zmierzy¢ wszystko?
Jesli tak, to jaka ceche parametryzacji przyjac¢? Czy kwantyfikowanie oparte na subiektywnym
podjesciu jest miarodajne? Te i wiele innych pytan nadal pozostaje bez odpowiedzi, jednocze-
$nie stwarzajac obszarne pole do dalszych rozwazan.

Comapaign Assessment Tool (CAT), czyli narzedzie oceny kampanii. CAT zostat zapro-
jektowany zgodnie z NATO Operations Assessment Hand Book (NOAH) i umozliwia asesorom
przygotowanie planu oceny i planu zbierania danych (DCP) w $cistej koordynacji z tworcami
wiedzy 1 planistami. Ta kluczowa cecha zapewnia sp6jno$¢ procesu planowania i pomaga
w walidacji planu. Podczas fazy wykonawczej CAT przetwarza dane z oceny i pomaga aseso-
rom doradza¢ dowddcom na temat biezacych postepow wzdhuz lini operacyjnych, ustanowienia
DCs i osiagnigcia celow. Oblicza rowniez potencjalne trendy opisane w NOAH*!. Jest to ele-
ment planowania na poziomie operacyjnym, ktory wart jest uwagi w dalszych rozwazaniach na
temat transformacji cze$ci zalozen na poziom taktyczny.

Te 1 1nne kierunki badan maja prowadzi¢ do poszerzania wiedzy na temat kwatyfikowania
pola walki, stosownie do szczebla 1 poziomu dziatan. Gromadzenie 1 przygotowywanie danych
do rozwijania znanych opracowan lub przygotowanie nowego podrgcznika normujacego dzia-
fania, 1 pokazujacego jednoczesnie sposob mierzenia wykonania zadania — to wymagajace za-

danie, ktore w ocenie autora jest warte, aby je podjac.

% P, Harezlak, Synchronizacja jako element przygotowania dziatan, wyd. AszZWoj, Warszawa 2017, s. 17-18.
40 M. Santacroc, Planning for planners...op.cit., s. XVI1-12.
41 Comprehensive Operations Planning Directive, Ver. 3.0, January 2021, s. 1-27.
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ZAKONCZENIE

Od zarania dziejow ludzie obliczali szanse na sukces w przysztej wojnie na podstawie
dostepnych statystyk dotyczacych poprzednich wojen. Znajdujemy na to dowody w pismach
Sun Tzu (era przedchrzescijanska) oraz w pézniejszych pismach takich komentatorow spraw
wojskowych, jak Vegetius i Machiavelli. Nastepnie na poczatku XIX wieku Jomini i Clause-
witz zapoczatkowali nowg, bardziej wyrafinowang er¢ analizy wojskowej. Nawet ona nie za-
spokoita fascynacji analitykow wojskowych liczbami i kwantyfikowaniem. Jomini byt bardziej
zainteresowany wzorcami niz liczbami, a podejscie Clausewitza do analizy bylto ogoélnie jako-
sciowe 1 filozoficzne. Jednak troska o ilosci jest widoczna w jego stwierdzeniu, ktore jest naj-
wazniejsze w teorii wojskowej od ponad wieku, ze: ,,Obrona jest najsilniejszg forma walki”*?,

Zaden czlowiek nie jest w stanie przewidzieé przysztosci. Najlepsze, co mozemy zrobié,
to by¢ usatysfakcjonowanymi, ze mozemy przewidzie¢ i oceni¢ obecne trendy w zakresie roz-
sadnych mozliwos$ci. Dla tych, ktorzy sg zainteresowani spojrzeniem w przysztos¢ prowadzenia
operacji lub ponownym spojrzeniem na historyczne ,,by¢ albo nie by¢”, kwantyfikowanie moze
stanowi¢ pomocne narzedzie. Aby jednak rozsadnie poprowadzi¢ ten proces, nalezy krok po
kroku analizowac zrodla oraz mozliwosci identyfikacji miarodajnych miernikow, ktore w spo-
sob jednoznaczny przybliza nas do odpowiedzi na pytanie, czy wykonujemy wilasciwe zadania
oraz czy robimy to wlasciwie, aby zrealizowaé zamiar.

Dziatanie kazdego elementu z zakresu struktury i1 funkcji sit zbrojnych charakteryzuje si¢
duzym stopniem uporzadkowania oraz harmonizacji. W celu wlasciwej koordynacji dziatan
wszystkich elementow struktury systemu dziatania niezbedne jest identyfikowanie oraz jedno-
znaczne rozumienie wskaznikow operacyjno-taktycznych. Rozwoj teorii i praktyki sztuki wo-
jennej wskazuje na konieczno$¢ wieloaspektowego poszukiwania rozwigzan problemow, ktore
pojawiajg si¢ w procesie kierowania sitami w trakcie dziatan zbrojnych. Takie ujecie bedzie
mozliwe do zastosowania tylko wowczas, gdy oparte bedzie o jednoznacznie zdefiniowane
wartos$ci lub wartosci okreslone w przedziale mozliwych wielko$ci. Wskazniki dostarczajg in-
formacji ze §wiata realnego. To pozwala na cigglte monitorowanie, czy zatozenia wobec struk-
tury procesu sa realizowane®®.

Mierniki efektywnos$ci oraz mierniki powodzenia to podstawowe narzgdzia, ktore w pro-
sty sposob wskazuja czynno$ci pozwalajace oceni¢ efektywno$¢ przyjetych plandéw, a co za
tym idzie, oceni¢ na kazdym etapie dziatania, czy zblizamy si¢ do celu, czy tez istnieje potrzeba
jego modyfikacji i przyjecia zatozen alternatywnych. Problem polega nie tylko na zrozumieniu,
czym sg mierniki, skad je czerpa¢ oraz w ktorym momencie identyfikowac, ale takze na zrozu-

mieniu, jakie powinny by¢ i jaka jest metodologia ich zastosowania. Kontrowersje moze rodzi¢

42°T.N. Dupuy, Numbers, predictions and war ..., op.cit., s. 3.
4 K. Krakowski, Wskazniki taktyczne wojsk lgdowych. Teoria i praktvka dziatar militarnych, wyd. AON, War-
szawa 2013, s. 4.
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subiektywizm ocen, natomiast polegajac na wiedzy i do§wiadczeniu osrodka decyzyjnego, su-
biektywne nadawanie wagi okreslonym kryteriom moze mie¢ swoje uzasadnienie.

Na podstawie dostepnego materialu mozna odnie$¢ wrazenie, ze wigcej nie wiadomo, niz
wiadomo o miernikach. Co wigcej, wiedza ta wymaga zebrania, uzupehienia i systematyzacji.
Na czg$¢ z tych problemow odpowiedziano w niniejszym artykule, cz¢$¢ wymaga gtebszych
i dalszych analiz. Jest to niezbedne, aby docelowo modc opracowac pewng standaryzacj¢ w za-
kresie kategoryzacji miernikdéw, ich identyfikacji i wlasciwego interpretowania, tak aby stwo-
rzy¢ przydatne narzedzie wsparcia decyzji stuzace do oceny prowadzenia dzialan w procesie
planowania na poziomie taktycznym.
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AN APPROACH TO IMPROVING THE DIGITAL
TRANSFORMATION MANAGEMENT SYSTEM (DTMS)

ABSTRACT: Objective: To develop a conceptual model of the Digital Transformation Management Sys-tem
(DTMS) integrating digitization processes with capability-based defense planning. The study analyzes
Ukraine's defense digital transformation (2014-2025), documenting achievements and proposing
requirements for a future integrated management system. The research addresses the problem of “patchwork
automation’ that arises from bottom-up vol-unteer initiatives and analyzes the shift of modern conflict toward
cognitive warfare, where strategic goals include establishing situational awareness and manipulating
adversary deci-sion-making. Hypothesis: Effective defense digital transformation requires systematic inte-
gration of management with the Joint Capabilities Integration and Development System (JCIDS). This
integration, supported by enterprise architecture, creates an asymmetric ad-vantage through shortened
decision cycles and data fusion for cognitive advantage. Meth-ods: A systems approach was applied to
analyze the digital ecosystems deployed during the Russo-Ukrainian war, including DELTA, Kropyva
platforms, and the ‘Army of Drones’ ini-tiative, assessed against NATO (NAF) and DoDAF standards. The
DOTMLPFI-P model was used to identify functional gaps. Results: The DTMS architecture based on three
pillars (People, Technology, Processes) and five functional blocks was substantiated. A federated governance
model with an architectural repository was proposed. Conclusions: Success in modern multi-domain warfare
depends on strategic alignment of digital innovations with operational needs. DTMS facilitates the transition
to flexible network-centric architectures that support operational advantage in cognitive warfare.

KEYWORDS: digital transformation, defense planning, cognitive warfare, management system, multi-do-
main operations

PODEJSCIE DO USPRAWNIENIA SYSTEMU ZARZADZANIA
TRANSFORMACJA CYFROWA

ABSTRAKT: Cel: Opracowanie modelu koncepcyjnego Systemu Zarzadzania Transformacja Cyfrowa
(DTMS) integrujgcego procesy cyfryzacji z planowaniem obronnym opartym na zdolno$ciach. Badanie an-
alizuje transformacje cyfrowa obrony Ukrainy (2014-2025), dokumentujac osiggniecia i proponujgc wyma-
gania dla przyszlego zintegrowanego systemu zarzadzania. Praca odnosi si¢ do problemu ,,mozaikowej au-
tomatyzacji" wynikajacej z oddolnych inicjatyw wolontariackich oraz analizuje przesunigcie wspotczesnego
konfliktu w strong wojny kognitywnej, gdzie cele strategiczne obejmuja ksztaltowanie wlasnej $wiado-mosci
sytuacyjnej 1 manipulowanie procesem decyzyjnym przeciwnika. Hipoteza: Skuteczna transformacja
cyfrowa obrony wymaga systematycznej integracji zarzadzania z Joint Capa-bilities Integration and Devel-
opment System (JCIDS). Integracja ta, wsparta architektura korporacyjna, tworzy asymetryczng przewage
poprzez skrocenie cyklu decyzyjnego 1 wykorzystanie fuzji danych dla przewagi kognitywnej. Metody: Zas-
tosowano podejscie sys-temowe do analizy ekosystemow cyfrowych wdrozonych podczas wojny rosyjsko-
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ukrainskiej, w tym platform DELTA, Kropyva I inicjatywy ,,Armia Drondéw", oceniajgc je wedtug stand-
ardow NATO (NAF) i DoDAF. Model DOTMLPFI-P wykorzystano do identyfikacji luk funkcjonalnych.
Wyniki: Uzasadniono architekture DTMS opartg na trzech filarach (Ludzie, Technologie, Procesy) i pieciu
blokach funkcjonalnych. Zaproponowano federacyjny model zarzadzania z repozytorium architektury. Wni-
oski: Sukces w nowoczesnej wojnie wielodomenowej zalezy od strategicznego dostosowania innowacji
cyfrowych do potrzeb operacyjnych. DTMS ulatwia przejscie do elastycznych architektur sieciocen-
trycznych wspierajacych przewage operacyjng w wojnie kognitywne;.

SLOWA KLUCZOWE: transformacja cyfrowa, planowanie obronne, wojna kognitywna, system zarzadza-
nia, operacje wielodomenowe

INTRODUCTION

Since the beginning of the Russian undeclared war in Ukraine in 2014, there has been
a recognition of the need for asymmetric development of capabilities and gaining advantage
through a different configuration of relevant components. This awareness extends from small
closed expert groups to a wide range of people involved in the war. In the institutionalized
environment of the military, state scientific and industrial organizations, and public (civilian-vol-
unteer) circles, understanding, and actions regarding these asymmetric measures have varied.
However, starting in 2015, signs of sustained coordination of actions by various participants in
this confrontation have appeared®. By 2022, digital development in Ukraine demonstrated posi-
tive changes, but its overall level remained technologically lower than in leading European coun-
tries, although individual service sectors were better developed. In general, the war caused by
Russian aggression during 2014-2025 demonstrates a fundamental transformation in the nature
of armed conflicts. Modern warfare goes beyond traditional physical domains (land, air, sea,
space, cyber) and increasingly encompasses the ‘cognitive domain’ — the realm of perception and
understanding, decision-making and narrative formation?. In this context, the digital transfor-
mation of the defense sector is gaining strategic importance, transforming from a technological
process into a tool for creating asymmetric advantage.

The relevance of this study is due to several factors. First, Ukraine has been demonstrating
a phenomenon of rapid digitalization under conditions of active high-intensity conflict for
a long time. After accelerating automation and digitalization measures since the beginning of
the conflict in 2014, over the period 2022-2025, the pace of implementation of digital solutions
in the Armed Forces of Ukraine exceeded similar peacetime indicators in NATO countries by
several times. At the beginning of Russia's open armed aggression, Ukraine's digital infrastructure
was subjected to numerous attacks. In response, Ukraine intensified the development of digital
solutions to counteract the aggressor. The war became a catalyst for the rapid development and

! Kabinet Ministriv Ukrayiny [KaGiner Minictpis Ykpainu], "Pro skhvalennya Stratehiyi tsyfrovoho rozvytku inno-
vatsiynoyi diyal'nosti Ukrayiny na period do 2030 roku ta zatverdzhennya operatsiynoho planu zakhodiv z yiyi reali-
zatsiyeyu u 2025-2027 rokakh" [IIpo cxBanennst Ctparerii ud)poBOro po3BHTKY iHHOBALIHHOI MisUIBHOCTI YKpaiHu Ha
nepiox 10 2030 poky Ta 3aTBEpIKEHHS OIEPALiHHOTO IIaHy 3ax0aiB 3 11 peanizariero y 2025-2027 pokax]. Order No.
1351-r 2024 [Haka3 Ne 1351-p], https://zakon.rada.gov.ua/laws/show/1351-2024-%D1%80#Text (05.02.2025).

2 Ch. Deppe, G.S. Schaal, Cognitive Warfare: A Conceptual Analysis of the NATO ACT Cognitive Warfare Ex-
ploratory Concept, “Frontiers in Big Data” 2024, vol. 7, https://doi.org/10.3389/fdata.2024.1452129.
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implementation of innovative digital solutions at all levels, from the battlefield itself to strategic
management. Everyone participated in this process: the state, IT companies, and volunteers. How-
ever, this rapid response created a paradox. The initial phase of digitalization was characterized by
a ‘Cambrian explosion’ of disparate software solutions developed by volunteer groups to meet im-
mediate tactical needs. Although this provided critical capabilities in the short term, it resulted in
a fragmented digital landscape, often referred to as ‘patchwork automation’. Without a single ar-
chitectural standard, these heterogeneous systems (communications, logistics, situational aware-
ness) operated in isolation, creating at the same time flexibility, resilience through decentralization,
rapid growth through competition, and significant interoperability and waste of public resources.
This experience requires systematization and theoretical understanding. Therefore, the lack of
a centralized management system meant that data integration required manual intervention, slowing
the OODA loop at the operational level. These outline other factors of relevance:

Second, there is a critical need to institutionalize successful volunteer (civic) initiatives to
reduce the impact of ‘patchwork automation’ (duplication of efforts, interoperability issues and in-
efficient use of resources) — a systemic framework is needed to manage digital transformation;

Third, modern conflict, shifting to the ‘cognitive sphere’, aims, along with physical de-
struction of the enemy, at the destruction of cognitive capabilities. The technological infrastruc-
ture becomes the basis for the ‘cognitive infrastructure’, a system that provides cognitive ad-
vantage over the enemy;

Fourth, in the context of growing hybrid threats and the concept of multi-domain opera-
tions, the Ukrainian model of integrating civilian and military digital ecosystems, rapidly im-
plementing innovations, and creating an asymmetric advantage needs to be studied and adapted
for use by Ukraine's partners;

Fifth, the lack of a theoretical framework for managing DTMS in an active conflict creates
multiple risks of strategic errors. Traditional approaches to defense planning (including JCIDS,
DOTMLPFI-P) do not fully take into account the specifics of the digital era: the speed of change,
the greater importance of non-state actors, the changing importance of the cognitive domain. Thus,
research into digital transformation management systems is not a purely technical issue, it is a stra-
tegic necessity to ensure the competitiveness of defense systems in the 21st century.

Therefore, it is necessary (for this purpose of the article) to describe a conceptual ap-
proach to the digital transformation management system for integrating digitalization ap-
proaches with defense planning processes in the context of a modern conflict. To meet this
need, it is necessary to answer the following questions: What key trends have emerged in the
defense sector of Ukraine during the armed aggression of Russia; How to align digital transfor-
mation processes with defense planning processes and capability models; what architecture of
the DTMS system will ensure the integration of technological innovations and current organi-
zational processes?
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Hypothesis: Integration of digitalization processes into the existing defense planning
framework by implementing the conceptual model will increase the efficiency of the imple-
mentation of defense technology.

METHODOLOGY

Type of research: conceptual-analytical research with elements of system analysis.
The research is based on a comprehensive system approach to analyze the Ukrainian transfor-
mation of the defense sector during active combat operations. The methodology is based on the
analysis of the empirical experience of widespread implementation of digital situational aware-
ness and command and control systems (such as DELTA, Kropyva, and others)?, as well as
automated/robotic systems in 2014-2024.

The Ukrainian experience demonstrates a unique model of civil society-led defense inno-
vation. In contrast to traditional top-down procurement, the integration of digital tools followed
a bottom-up trajectory. Volunteer initiatives acted as flexible ‘research laboratories’ that tested
hypotheses on the battlefield with minimal bureaucracy. The challenge for the state, and in
particular for the Ministry of Defense, was not to stifle these innovations, but to institutionalize
them. The transition from chaotic volunteer support to a structured Digital Transformation
Management System (DTMS) requires establishing clear architectural boundaries where pri-
vate flexibility can coexist with national security standards and long-term support requirements.

To formalize these boundaries, the study uses the principles of the NATO Architecture
Framework (NAF)* and the US Department of Defense Architecture Framework (DoDAF)®.
These frameworks are used to map the chaotic landscape of ‘patchwork automation’ into a co-
herent enterprise architecture. This allows the identification of functional gaps and interopera-
bility issues between different systems developed by different groups.

Furthermore, the study used the Joint Capability Development and Integration System
(JCIDS) methodology to link digital solutions to operational requirements. The analysis used the
DOTMLPFI-P (Doctrine, Organization, Training, Materials, Leadership, Personnel, Facilities,
Compatibility, and Policy) factor model® to assess how digital transformation affects not only the
technical (‘Hardware”) aspect, but also requires changes in doctrine and personnel training. This
methodological synthesis ensures that the proposed DTMS is not just a technical solution but a ho-
listic management system capable of generating asymmetric cognitive advantages.

3 Ukrayins'ka Pravda [Vkpainceka npasaa], DELTA u triytsi naypopulyarnishykh boyovykh system v Ukrayini —
Ministerstvo oborony [JEJIPTA y mpiiyi natinonyaspuiuux 6Ootiosux cucmem 8 Ykpaini — Minicmepcmeo
o6oponu] 2024, https://www.pravda.com.ua/eng/news/2024/10/09/7478839/ (05.02.2025).

4 North Atlantic Treaty Organization, NATO Architecture Framework Version 4.0, 18.11.2025,
https://www .nato.int/cps/en/natohg/topics_157575.htm (05.12.2025); H.D. Jergensen, et al., Aligning TOGAF and
NAF - Experiences from the Norwegian Armed Forces, “The Practice of Enterprise Modeling” 2011 92, pp. 131-146.
5> DM2 Conceptual Data Model. DoDAF Architectural Framework Version, 02.02.2021, https://dodcio.de-
fense.gov/Library/DoD-Architecture-Framework/dodaf20_conceptual/ (05.02.2025).

& AcgNotes, Joint Capabilities Integration and Development System (JCIDS) Process Overview, https://ac-
gnotes.com/acqnote/acquisitions/jcids-overview (05.02.2025).
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Research questions:

1. What are the key trends of digitalization observed in the defense sector of Ukraine in

2014-2025?

2. How to align digital transformation processes with the existing defense planning framework

(capability development system, capability component configuration model)?

3. What DTMS architecture will ensure the integration of technological innovations and
organizational processes?

Thus, the research methods:

1. System analysis: using well-known frameworks JCIDS, NAF/DoDAF, and DOTMLPFI-

P to structure digitalization processes;

2. Analysis of secondary sources: systematic review of NATO doctrinal documents, Ukrain-

ian government reports, scientific publications (2014-2025);

3. Case study method: analysis of specific systems (DELTA, Kropyva, Art GIS, Virage

Tablet, Action) as empirical examples;

4. Conceptual modeling: development of the DTMS architecture based on the synthesis of
theoretical frameworks and empirical data.

Limitations of this study:

— conceptual nature: the model requires empirical validation;

— limited access to classified data in military systems;

— Rapid dynamics of change: Some data may become outdated in 3-6-12 months.

By digital transformation (DT) in defense, we mean:

— integrating digital technologies into all areas of military art and defense management to
fundamentally change the way we fight;

— improving the capabilities of the defense forces;

— Implementing cultural changes that require the defense forces to continually improve,
experiment, and not dwell on failure.

We will briefly outline only the achievements in individual areas that were achieved due
to the joint efforts of state, private, and volunteer developers who are helping Ukraine survive
this brutal war.

Approaches to building and maintaining situational awareness under modern conditions
have been known for some time’. Although often remaining purely theoretical, these ap-
proaches have gained new life in the context of the Russian-Ukrainian war. It is worth noting
the National Situational Awareness Platform® DELTA, which was developed in accordance with
NATO standards and includes elements of the Alliance's future standards®. It provides basic
digital access services in a digital environment, real-time collection and integration of

" M. Arslan, et al., Situational Awareness: Methods, Challenges, and Prospects, “Al”, 2022, 3(1), pp. 55-77.

8 Ukrainska Pravda, DELTA among the three most popular combat systems in Ukraine — Ministry of Defense.

® K. Paulauskas, Why Cognitive Superiority is an Imperative, ,NATO Review”, 2024,
https://www.nato.int/docu/review/articles/2024/02/06/why-cognitive-superiority-is-an-imperative/index.html
(05.02.2025).
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intelligence data on a digital map, as well as building various information systems based on its
services. Officially implemented in the Defense Forces in February 2023. DELTA is used by all
components of the security and defense sector. It provides a certain degree of compatibility
with the Link 16 system. The effectiveness of such platforms is correlated with the concept of
situational awareness (SA, Polish: §wiadomos$¢ sytuacyjna) in the era of artificial intelligence,
where dynamic data-driven systems adapt measurements to changing combat situations.
Achieving information dominance requires not only collecting data but also ensuring its quality
and relevance in order to avoid cognitive overload for decision-makers. Systems such as
DELTA are an example of the transition to C5ISRT dominance (command, control, communi-
cations, computers, cybersecurity, wywiad, obserwacja, rozpoznanie, and targeting; pol.
dowodztwo, zarzadzenia, aczno$¢, komputery, cyberbezpieczenstwo, witad, obserwowac,
rozpoznanie i namierzanie celow), striving to ensure a decision-making cycle faster than that
of the enemy. The introduction of such platforms marks a practical transition to the principles
of network-centric warfare (NCW, pol. wojna sieciocentryczna). As analyzed in previous stud-
ies of the digitalization of the Armed Forces of Ukraine, systems such as DELTA do not simply
automate existing processes, but create a new ‘innovation ecosystem.’ This ecosystem operates
on a cloud-based service-oriented architecture that allows for horizontal integration of various
sensors and shooters. By combining intelligence from satellites, drones, and human intelligence
(HUMINT, Human Intelligence, pol.: wywiad agencyjny) into a single digital map, these systems
flatten the traditional chain of command, ensuring the so-called ‘self-synchronization’ of forces on
the battlefield. This approach significantly reduces the time between the detection and destruction
of a target, confirming the effectiveness of information superiority in modern high-intensity con-
flicts. Given the choice of defense planning strategies, this corresponds to the scenario-resource
situation, which requires an advantage in the speed of situational awareness formation™®.

Developed as a community initiative, Kropyva The software automates artillery control*.
It belongs to tactical C2 communication systems (pol. dowodztwo i kontrola). According to the
developers, 90% of Ukrainian artillerymen use this software. Kropyva is integrated with
DELTA and provides data exchange even without the Internet.

10y, Serhiy, 1. Tkach, Review of partial analitical management models in capability-based systems, “Journal of
Scientific Papers Social Development and Security” 2023, 13(1), pp. 108-24.

11 Forbes Ukrayina [Forbes Yxkpaina], IT-khaos na sluzhbi ZSU: Kropyva, HIS Arta ta inshi systemy [/T-xaoc na
cnyarcoi 3CY: Kponusa, I'IC Apma ma inwi cucmemu], “Forbes.ua” 2022, https://forbes.ua/innovations/it-khaos-
na-sluzhbi-zsu-sotni-tisyach-viyskovikh-koristuyutsya-riznim-softom-yakiy-rozrobili-volonteri-chi-ne-
bezpechna-taka-detsentralizatsiya-14112022-9700; Army SOS, Defense Mapping Software 2025,
https://armysos.com.ua/defense-mapping-software/ (05.02.2025).
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Ark GIS*? is designed for the headquarters of the battalion and brigade®®. It allows users
to see the overall picture of the battle and plan operations. It provides digital interaction between
units of different types of armed forces.

Combat management software provides a single information field from the soldier to the
battalion commander (BMS), designed to support a number of NATO standards®*.

The Virage tablet for collecting, processing, and displaying air situation ensures the per-
formance of tasks related to actions in airspace and air defense®®. The system shortens the ‘de-
tection — fire’ cycle, provides commanders with operational calculations and a single picture of
air defense on the screen. This is a system that works around the clock for the security of the
entire country.

To a large extent, the above-mentioned systems support real-time data exchange modes,
realizing, at least from the point of view of situational awareness, the consequences of multi-
domain operations. This multidomain nature involves taking into account a new ‘virtual’ or
cross-domain element, the sphere of robotic operations. This is of significant interest to all
players in the global military-political arena?®.

In the field of unmanned and robotic platforms, the Armed Forces of Ukraine widely use
various types of drones for reconnaissance, fire control, and fire correction!’. Among the many
projects, | would like to highlight the ‘Army of Drones’ project, which provides training for
UAYV operators (pol. bezzatogowe statki powietrzne) and centralized drone training. This is an
example of a broad public-private partnership initiative. It is a union of private training centers
(about forty) and official training centers of the defense forces. As an example, we note that the
distribution of drones by military units is carried out in accordance with key performance indi-
cators (KPI, pol. kluczowe wszystki efektywnosci), which are determined on the basis of ob-
jective data on the use of drones in situational awareness systems. This approach contributes to
the effective use of drones and provides certain data to defense procurement authorities and
arms market regulators in the field of robotic systems. The latter brings the digitalization of the
battlefield and operational support processes to the level of warfare, i.e., state management. Of
course, this statement should be taken with certain conditions and limitations. Integration of

12 Visicom [Bizikom], HIS 'Arta’ dopomozhe znyshchyty okupantiv na skhodi Ukrayiny [I1C 'Apma’ 0oonomosce
SHUWUmMYU  OKynamumie  Ha  ¢x00i  Yxpainu],  “Visicom  Blog” [Baor  Visicom] = 2022,
https://api.visicom.ua/uk/posts/gisartal 70522 (05.02.2025).

13 Center for Strategic and International Studies (CSIS), Understanding the Military Al Ecosystem in Ukraine
2024, https://www.csis.org/analysis/understanding-military-ai-ecosystem-ukraine (05.02.2025).

14 Combat.Vision, ComBat Vision 4.0, https://combat.vision/ (05.02.2025).

15 Clash Report, Russian missile attack on Odessa on the screen of the Virage tablet system (automated software),
https://x.com/clashreport/status/1681590656735629312 (05.02.2025).

16 W. Xiu, et al., Meta-battlefield: Conceptual design of multi-domain human-machine cooperative operation. In
China Institute of Command and Control (Ed.), Proceedings of the 11th China Conference on Command and
Control (Vol. 1124, Lecture Notes in Electrical Engineering), Springer 2024.

17 0. Sapwood, Another 3,000 UAV operators trained as part of the Army of Drones project, MILITARY 2023,
https://militarnyi.com/en/news/another-3-000-uav-operators-trained-as-part-of-the-army-of-drones-project/#goo-
gle_vignette (05.02.2025).; Center for Naval Analysis (CNA), The Use of Artificial Intelligence and Autonomous
Technologies in the War in Ukraine 2023, https://www.cna.org/reports/2023/10/Use-of-Al-and-Autonomous-
Technologies-in-the-War-in-Ukraine.pdf (05.02.2025).
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robotic systems means a move towards ‘human-autonomous control’ (HAC, Polish: kontrola
cztowiek-autonomia), where success depends on the cognitive superiority of hybrid human-
machine teams. This evolution requires sustainable command and control architectures capable
of managing the ‘Internet of Battlefield Things’ (IoBT, Polish: Internet rzeczy na polu bitwy),
where ubiquitous connectivity significantly influences military decision-making.

It is worth mentioning the unmanned surface vessels (Unmanned Surface Vessel — USV,
pol. Bezzalogowa jedno$¢ ptywajaca), which have proven their effectiveness in neutralizing the
Russian fleet in the western and central part of the Black Sea. They are credited with the de-
struction of Russian ships in the areas of Sevastopol, Novorossiysk, and the Kerch Strait (900
kilometers from the Ukrainian coast, controlled by Ukraine)8. Furthermore, these USVs have
proven their ability to repel helicopter attacks. The problem of navigation of small robotic sys-
tems under the conditions of modern confrontation is very common in all physical spheres. At
sea, this problem has a certain peculiarity; a good overview of this topic is given in the article®®.

Unmanned ground platforms (UGVs, Pol. naziemne platformy bezzatlogowe) are being
actively developed. Tests of the use of drone swarms controlled by artificial intelligence (Al,
Polish: sztuczna inteligencja), the integration of ground robots with strike drones, and counter-
measures against enemy drones are ongoing®.

The implementation of the latest communication technologies is a critically important
area in military management. In this context, we are grateful to the Polish government for
providing financial assistance to pay for the Starlink service?!.

Among the innovations in materials and production, two projects are worth mentioning:

— development of a circular viewing system with elements of augmented reality (Land Plat-
form Modernization Kit — LPMK) for armored vehicle crews (‘transparent armor ef-
fect’)?2. The project, which emerged in 2014-2019, became a practical demonstration of
the philosophical trends of post-industrial civilization and postmodernism. The predeces-
sor of this practical demonstration, of course, is computer games used to simulate combat
operations and train defense personnel. And the successors (continuations) are — FPV

18 G.1. Sutton, The Evolution of Ukraine’s Maritime Drone 2023, http://www.hisutton.com/. http://www.hisut-
ton.com/Ukraine-Maritime-Drones-Evolution.html (05.02.2025).

19 A.S. Alamus, A. I. Olcer, Marine Autonomous Surface Ships: Architecture of Autonomous Navigation Systems,
,Journal of Marine Science and Engineering”, 2025, no. 1, p. 122.

20 Ministry of Defense of Ukraine, The Armed Forces of Ukraine are forming military units focused on robotic
equipment: unmanned ground systems will be integrated into combat brigades, https://mod.gov.ua/en/news/the-
armed-forces-of-ukraine-are-forming-military-units-focused-on-robotic-equipment-unmanned-ground-systems-
will-be-integrated-into-combat-brigades (05.02.2025).

2L US could cut Ukraine’s access to Starlink internet services over minerals, ,Reuters”, 2025, https://www.reu-
ters.com/business/us-could-cut-ukraines-access-starlink-internet-services-over-minerals-say-2025-02-22/
(05.02.2025).

22 Ukrainian Smart Helmet Being Integrated with Two Types of Foreign Armor, ,, MILITARY” 2019, https:/mili-
tarnyi.com/en/news/ukrainian-smart-helmet-being-integrated-with-two-foreign-armor-types-2/ (05.02.2025).
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drones. This can be viewed in the broader context of the Internet of Things, which, in

turn, is connected at the level of ideas with the long-known sensor mesh networks 23;

— The Print Army?* project demonstrates a practical transition from a decentralized produc-
tion model to a service production model®®. Rather, it is additive manufacturing, carried
out by numerous 3D printer owners within the framework of decentralized production
based on digital technologies for the production and provision of defense services. The
key for the consumer is the availability of consumables, the ‘quality management and
quality control’ measures that must be rethought.

— Electronic services for military personnel are being introduced?.

Digital transformation in military medicine affects broad aspects of saving the lives of
servicemen. 10T (Pol. Internet rzeczy) is being introduced, prostheses, exoskeletons, combat
readiness monitoring?’. There are no examples of widespread cybernation of living organisms,
but with the further decrease in the cost of prostheses and orthoses, science fiction is becoming
a reality?®. The number of reviews on ‘smart things / prostheses and orthoses’ is constantly
growing, which is correlated with the level of attention to this topic. In Ukraine, this is espe-
cially felt against the background of Russian aggression, and with Russia’s plans for a complete
redivision of Europe and the expansionist plans of other world players, the corresponding risks
and needs of other countries are increasing?.

An example of successful digital transformation to meet the needs of citizens is the ap-
plication ‘Diya’ (Pol. Diia nd), which is managed by the Ministry of Digital Transformation.
Today, more than 21 million Ukrainians are working to resolve the issue of receiving public
services. It reflects the essence of digital transformation for the citizen, which is contained in
the abbreviation ‘State and I’ — ‘Diya.” One cannot also ignore the use of large language models,
as well as related tools®.

23 M. Priyanka, et al., loT-based Blue Force Tracker: A Warrior System for Enhanced Situational Awareness and
Improved Tactical Decision Making, “IEEE Internet of Things Journal”, 2025, pp. 1-6.

24 Yak ya drukuyu 3D-zamovlennya dlya ZSU i shcho dlya ts'oho potribno [k 2 opyxyio 3D-3amoenenns ona 3CY
i wo ons yvo2o nompibno], https://dou.ua/forums/topic/51919/ (10.03.2025).

%5 ECO&PIZZA has joined the army of print publications, https://ecopizza.com.ua/en/info/ecopizza-has-joined-
the-print-army-20 (05.02.2025).

% BBC News Ukrayina [BBC News Ykpaina)], Elektronnyy kabinet 'Rezerv+" pratsyuye lyshe dobu. Ale vzhe vyklykav
azhiotazh, krytyku i khvylyu zhartiv [Erexmponnuii xabinem 'Peseps+' npayioe e 000y. Ane 6ace GUKIUKAS
acciomasic, kpumuxy i xeumo sicapmie], https:/mww.bbc.com/ukrainian/articles/c6pp4ly66180, (05.02.2025).

210, Koval [O. Kosans]. Popyt perevyshchuye mozhlyvosti. Yak pratsyuye rynok bionichnoho protezuvannya ta
yaki IT-fakhivtsi tut potribni [Ilonum nepesuwgye moscnusocmi. Ax npayioe punok 6ioHIuHO20 RPOME3YEAHHS MA
axi IT-¢paxisyi mym nompio6ni], https://dou.ua/lenta/articles/prosthetics-in-ukraine/ (05.02.2025).; Fioniuni
npomesu Zeus 015 yKpaincvkux siticokosux 6i0 Aether Biomedical, ,Forbes Ykpaina”, 2024, https://forbes.ua/in-
novations/stati-bogom-bliskavki-polska-aether-biomedical-proponue-dostupni-bionichni-protezi-zeus-yaki-
povertayut-ruki-ukrainskim-soldatam-05042024-20357 (05.02.2025)..

28 0. Koval, Popyt perevyshchuye... op. cit.

2 F, Kamalov, et al., Privacy and Security of the Internet of Medical Things: Challenges, Solutions, and Future
Trends from a New Perspective, “Sustainability” 2023, 15(4).

30 H. Borchert, et al., The Very Long Game: 25 Case Studies on the Global State of Defense Artificial Intelligence,
1st ed., Contributions to Security and Defense Research, Springer 2024.
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PERSPECTIVES ON IMPROVING THE DIGITAL TRANSFORMATION
MANAGEMENT SYSTEM —DTMS

The examples above confirm the critical importance of digital transformation in defense
and security. DTMS is gaining new strategic importance, namely, the digital transformation
management system becomes the technological foundation of the cognitive infrastructure. It is
based on three layers: People, Technology, and Processes (Organization); and five blocks: im-
plementing new capabilities; increasing situational awareness; managing operational conse-
quences; data aggregation; risk management and digital mission support.

Human layer:
— cognitive readiness of staff: critical thinking, media literacy, information hygiene;
— psychological resistance to manipulation and disinformation;
— understanding the cognitive dimension of conflict at all levels of command.
Technological layer (DTMS base):
— systems for collecting and processing data from all domains (physical and information);
— artificial intelligence, including machine learning, to analyze the information space, de-
tect disinformation, and predict behavior;
— platforms for rapid dissemination of one's own information and neutralization of enemy
information;
— Decision support systems taking into account cognitive effects.

Examples of technological tools include: cloud technologies; modular architecture, a dig-
ital backbone based on open systems; a federated synthetic environment; and an intelligent data
structure that allows all platforms and systems to process data from all sources and share it with
all users. The above is a list of technological conditions for the transition to widespread imple-
mentation of digital transformation in the defense sector3!.

Process and organizational layer:
— processes of rapid response to cognitive threats;
— coordination structures between military, government agencies, business and civil society;
— Mechanisms for integrating volunteer (civic) initiatives.

It is worth emphasizing that our adversaries are also implementing elements of digital
transformation. They are also learning from the experience of war, drawing conclusions, and
developing their capabilities. Therefore, the most important requirement for us is to implement
digital transformation to develop our capabilities.

31 S.R. Soare Simon, Digitalization of Defence in NATO and the EU: Preparing European Defence for the Digital
Era, International Institute for Strategic Studies, https://www.iiss.org/research-paper/2023/08/digitalization-of-de-
fence--in-nato-and-the-eu/ (05.02.2025).
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Each country has its own digital transformation strategies. They are also implemented
within the EU and NATO. Among other things, these documents contain the idea that digital
transformation should be linked to the development of opportunities in all areas of society®?.

Thus, NATO's defense strategy emphasizes that digital transformation must be organi-
cally linked to the capabilities-based defense planning process, digital capability development
goals, standardization processes, research, and procurement structures.

This is quite logical, as the goal of DT is to create relevant opportunities.

Defense planning is implemented within the framework of a well-developed Joint Inte-
grated Capability Development System (JCIDS), which includes a requirements management
system (requirement management system — RMS, Polish: System zarzadzania wymaganiami)
33Both systems have become de facto standards, although in each country, including Ukraine,
the implementation of certain solutions is specific to the conditions of that country.

Integration of digital technologies into
all areas of military art and defence

Operations management
Operational Planning
Command (OpsPLAN)
Gen SCiC - Y Parlament
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Joint Capabilities Planning, Cabinet MoD Min Cyfra

Integration & % EL‘;%:‘;“;”:?& Ministers (Defence Policy) (Dig Trasf Policy)
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Fig. 1. Digital Transformation Management System (DTMS): frames and actors. Names: MoD — Ministry of De-
fense, Min Cyfra — Ministry of Digital Transformation, GenStaff — Generally Staff, CiC — Commander-in-Chief,
SciC — Supreme Commander-in-Chief

Source: Created by the authors.

Therefore, the integration of JCIDS with the digital transformation coordination system
should ensure the development of integrated defense and security capabilities.

32 UK Ministry of Defence, Digital Strategy for Defence, 2021, https://www.gov.uk/government/publications/dig-
ital-strategy-for-defence-delivering-the-digital-backbone-and-unleashing-the-power-of-defences-data
,(05.02.2025).

33 AcgNotes, op. cit., (05.02.2025).
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Let us consider these two processes using the example of the Department of Defense. The
functions of the Department of Defense are implemented within a specific structure called the
Department of Defense Architecture Framework (see Figure 1)34. This architecture includes all
areas of development of both defense capabilities and digital transformation.

Participants in these processes (from the President, Parliament, and Government at the
top to technology developers at the bottom) shape and implement security and defense policies,
develop, and support relevant capabilities. The same architectural structure is inherent in digital
transformation. The following definition is appropriate for its management system:

DTMS is a regulatory interaction between defense capability development management
structures and digital transformation structures and entities to ensure the functioning of a con-
tinuous, standardized, transparent, and flexible decision-making process with respect to the de-
velopment of defense and digital capabilities of defense forces.

DTMS in Ukraine at the strategic level is represented by:

— the Ministry of Digital Transformation, which, in particular, creates conditions for the
introduction of digital technologies in defense;

— The Defense Digital Transformation Office (in the Ministry of Defense), which ensures
digital transformation in the Ministry of Defense and the Armed Forces.

These de facto management bodies operate within an architectural framework similar to that
shown in Figure 1 (let’s call it the ‘digital transformation architecture’). The synergy between
JCIDS and DTMS greatly contributes to the acquisition of critical capabilities by defense forces.

Speaking of integrated DTMS and Capability RMS, it is worth noting the principles of
their functioning:

— strategic alignment of capacity development and digital transformation.
— result-oriented.

— flexibility (adaptability).

— structured and standardized.

— transparency of the process.

— using all available organizational management mechanisms.

In turn, the tasks of integrated DTMS and RMS are as follows:

1. Development and implementation of a strategy for the development of defense forces
capabilities and digital transformation.

2. Analysis of the experience gained in digital transformation for the development of de-
fense capabilities and identification of current priorities.

3. Define / clarify the priorities for the development of digital and defense technologies.

4. Coordination of staff training on digital transformation.

5. Structuring digital capabilities by functional capability groups.

3 DM2 Conceptual Data Model, DoDAF Architectural Framework Version, 02.02.2021, https://dodcio.de-
fense.gov/Library/DoD-Architecture-Framework/dodaf20_conceptual/ (05.02.2025).
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6. Identifying priorities for capability development and digital transformation, particularly
in defense forces and their components, in the medium and long term.
7. Consideration of alternative options for capacity development, taking into account re-
sources and other opportunities and constraints.
8. Formulation of management decisions regarding capacity development and digital trans-
formation activities.
9. Monitoring and adjusting capacity building and digital transformation activities.
The directions for implementing these tasks should be reflected in the relevant program
and planning documents.
The proposed DTMS architecture provides a technological foundation for cognitive op-
erations through several old and new mechanisms:
Mechanism 1: Speed of the cognitive decision-making cycle
According to the OODA loop, DTMS reduces the time from observation to action, creating
a cognitive advantage through faster adaptation. For example, the deployment of a reconnaissance
strike control loop facilitated by DELTA and Kropyva enables a significant decrease in the duration
from the identification of a target to its obliteration, reducing this interval from several hours to
mere minutes. This advance engenders a perception of ‘invisibility’ and “‘unpredictability’ regarding
the maneuvers of Ukrainian forces in the eyes of the adversary.
Mechanism 2: Narrative Formation
Integration of combat systems (DELTA, Kropyva) with communication platforms via
DTMS can allow rapid transformation of tactical successes into strategic narratives. Videos of
the destruction of Russian equipment appear on social media within hours, creating the effect
of “invincibility’ of their units and demoralizing the enemy.
Mechanism 3: Decentralized Cognitive Defense
DTMS should provide coordination of distributed cognitive operations: from cyberat-
tacks to meme campaigns of non-state actors and official information operations. This decen-
tralization makes the cognitive system resistant to adversary attacks.
Mechanism 4: Adaptive Learning
Data analysis through DTMS allows you to identify effective cognitive tactics and
quickly scale them. For example, successful information campaigns can be automatically rep-
licated and adapted to new contexts.
An example of spontaneous integration: the operation to liberate Kherson (summer - autumn
2022). This operation demonstrates the synergy of physical and cognitive actions through DTMS:
Physical level: Coordination of actions via DELTA, use of Starlink terminals for communi-
cation;
Information level: Disinformation about the directions of the offensive, creation of mul-
tiple narratives;
Cognitive level: The demoralization of Russian troops was due to the demonstration of
the inevitability of defeat, which led to a retreat without significant fighting.
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To manage the complexity of this system, the DTMS should use a federated architecture
maagement model. Based on the principles of the NATO Architecture Framework (NAF 4.0.), this
involves creating a centralized architecture repository to store reference models and data standards.

In addition, effective governance requires the creation of an Architecture Board, a colllegial
body responsible for verifying the compliance of new digital projects with the approved corporate
architecture. This ensures interoperability between different systems developed by different stake-
holders (state-owned enterprises, volunteers, foreign partners) and prevents fragmentation of the
information environment. The Architecture Board acts as a filter, ensuring the smooth integration
of all bottom-up innovations into the national C4ISR system®>. On the other hand, the need to im-
plement flexible approaches to management® is long overdue®’ (for example, UAF: Unified Ar-
chitectural Framework; pol. Ujednolicona struktura architektury).

A critical aspect of the proposed DTMS is its reliance on a capability-based planning
methodology. Digital transformation cannot be limited to the acquisition of hardware or soft-
ware (‘Materials’); it must be synchronized with the entire spectrum of DOTMLPFI-P.

For example, implementing an Al-based command and communication system requires
a simultaneous update of combat doctrines, the creation of new organizational structures for
data management, and specialized training of personnel. As studies on defense capability de-
velopment emphasize, ignoring these integral dimensions leads to ‘digital chaos’ rather than
real capability improvement. Therefore, the DTMS must include a cross-functional analysis
mechanism to ensure that each digital initiative is supported by the necessary changes in doc-
trine and education. This will also require changes in the approaches to implement an assess-
ment of the effectiveness and efficiency of the defense resource management system?®®,

Furthermore, future DTMSs must take into account the risks of ‘data science’ in military
decision-making, ensuring that automated suggestions do not lead to ‘honest errors’ due to al-
gorithmic bias or lack of contextual understanding. Ultimately, the system must promote ‘cog-
nitive readiness’, the preparation of personnel to respond to unexpected scenarios in complex
operational environments.

The above speaks to the challenges and limitations of integrating DTMS with cognitive
infrastructure:

% P, Krykun, V. Pavlenko, V. Korendovych, S. Yasenko, M. Tkach, Rozbudova natsional'noyi systemy
oboronnoho planuvannya Ukrayiny za Yevroatlantychnymy pryntsypamy: voyenno-istorychnyy analiz [Poz6ydosa
Hayionanvbhoi cucmemu 000POHHO20 NAaHY8anus YKpainu 3a €6poamianmuyHUMU NPUHYUNAMU. BOEHHO-
icmopuunutl ananiz), ,.,Journal of Scientific Papers Social Development and Security”, 2024, 14(3).

% ]. Appelo, Management 3.0: Leading Agile Developers, Developing Agile Leaders, “Addison-Wesley” 2011;
F. Almeida, E. Espineira, Management 3.0: A Systematic Literature Review and Research Agenda, “International
Journal of Human Capital Management”, 2021, 5(2), pp. 44-57.

37 1bidem.

3 0. Semenenko, L. Skurinevska [O. Cemenenxo, JI. Ckypinescrka], Pokaznyky ta kryteriyi otsinyuvannya efek-
tyvnosti funktsionuvannya systemy upravlinnya oboronnymy resursamy sektoru bezpeky ta oborony Ukrayiny
(Struktura, Zmist) [[loxasnuxu ma kpumepii OyiHIO8AHHA eheKMUBHOCII DYHKYIOHYEAHHS CUCIEMU YNPAGTIHHS
060poHHUMU pecypcamu cekmopy besneku ma oboponu Yrpainu (Cmpyxmypa, 3micm)], “Journal of Scientific
Papers Social Development and Security” 2023, 13(2), pp. 112-128.

© 2025 UWS 2(11) 2025 DESECURITATE.UWS.EDU.PL 207



Ethical issues: rules are needed to determine an acceptable cognitive impact, especially
on civilians;

Manageability through performance measurement: Difficulty in quantifying cognitive ef-
fects;

Risk of escalation: Cognitive operations can provoke poorly predictable and unpredicta-
ble responses;

Dependence on communication platforms and services: Most cognitive operations de-
pend on private platforms (Meta, X/Twitter, Telegram, etc.);

A single cognitive space: cognitive operations and situational awareness formation inter-
sect in people’'s minds with the implementation of a single ‘neural network’ response
based on the principle of superposition;

Long-term consequences: Impact of intensive cognitive operations on society itself and
on those who participate in them.

Based on the challenges and limitations, it is easy to see development prospects, which

should include:

development of specialized modules for cognitive operations;

creation of metrics to assess cognitive effects;

integration of neuroscientific approaches to understanding cognitive influence;
developing an ethical framework for cognitive operations;

Training personnel in the cognitive dimension of war.

Thus, DTMS is not only a technology management system but also a technological foun-

dation for warfare in the cognitive domain, a critically important component of modern con-

flicts.

STUDY LIMITATIONS

The presented study has several limitations:

1.

Conceptual nature: The proposed DTMS model is a conceptual framework that requires
further empirical validation during implementation.

Limited access to data: Due to limited access to some of the data on military systems, this
analysis covers only publicly available sources.

The dynamism of the subject: The high rate of technological change means that some
conclusions and solutions can quickly become outdated.

Geographical and military-political specifics: The model is developed based on the expe-
rience of Ukraine, which may limit its direct application in other contexts without adap-
tation.

Lack of quantitative validation: The study does not include quantitative metrics of the
effectiveness of the proposed model.

These limitations outline directions for further research.
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CONCLUSIONS

The protracted Russian-Ukrainian war has catalyzed an unprecedented digital transfor-
mation in the defense sector, demonstrating a fundamental shift from incremental technological
upgrades to a systemic rethinking of defense business models. Although the core logic of de-
fense management — capability-based planning, requirements generation, and resource alloca-
tion, remains anchored in proven frameworks such as JCIDS and DoDAF, the essence of what
constitutes defense capability is undergoing a radical transformation.

The experience demonstrates that digital transformation in defense goes far beyond the
implementation of new technologies. Integration of platforms such as DELTA, Kropyva, and
Combat Management Software, combined with the rapid scaling of unmanned systems and de-
centralized production networks (as exemplified by the Print Army project), signals a deeper
evolution: the transformation of defense business models themselves. Traditional defense sys-
tems, mobilization, human capital management, situational awareness, and operational com-
mand are fundamentally reimagined through digital technologies.

Three critical transitions define this evolution:

First, from recognizing technological change to proactively implementing business model
innovations. The shift from recognizing the utility of drones to creating a ‘Drone Army’ eco-
system represents not just procurement reform, but also a rethinking of how defense capabilities
are developed, trained, distributed, and sustained through public-private-volunteer partnerships.

Second, from centralized to distributed operational models. Systems such as Kropiva and
Art GIS allow for decentralized decision-making at the tactical level, fundamentally changing
command and control paradigms. The successful deployment of unmanned naval vessels oper-
ating 900 kilometers from controlled coastlines demonstrates that autonomous operations re-
quire a new doctrinal framework, not just new equipment.

Third, from a platform-centric to a network-centric defense architecture. DELTA’s integra-
tion with NATO standards (including Link 16 compatibility) and its interoperability with tactical
systems such as Kropyva illustrate the need for open and modular digital highways that allow data
aggregation, real-time situational awareness, and coordinated action between domains.

Thus, the answer to the first research question was: five key trends were identified -
10T/IoBT, AI/ML, C5ISRT, NCW, cognitive technologies.

However, these technological and organizational innovations create new management imper-
atives. The Digital Transformation Management System (DTMS) proposed in this article addresses
a critical gap: ensuring that digital transformation remains strategically aligned with the develop-
ment of defense capabilities. Without integrated management structures that link DTMS to capa-
bility-based planning (JCIDS) and architectural frameworks (DoDAF), digital initiatives risk frag-
mentation, duplication, and misalignment with operational priorities.
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Answer to the second research question: The effectiveness of the mechanism for coordi-
nating decisions on digitalization through the NAF/DODAF/UAF architectural models and the
DOTMLPFI-P capability component configuration model has been confirmed.

Based on the principles of strategic alignment, agility, transparency, and results orienta-
tion, the DTMS framework provides a normative framework for managing the complex inter-
play between technology adoption, organizational change, and capability creation. Its nine core
tasks, from strategy formulation to monitoring and adjustment, ensure that digital transfor-
mation serves defense outcomes rather than becoming an end in itself.

The fundamental lesson from the Ukrainian experience is clear: Digital transformation in
defense is not a technical project, but a strategic imperative that requires new management
paradigms. As adversaries also learn and adapt, the competitive advantage lies not in any single
technology, but in the speed and coherence with which defense systems can integrate innova-
tion across people, processes, and platforms. The DTMS framework offers a structured ap-
proach to achieving this integration, ensuring that the profound technological shifts that are
transforming modern warfare are translated into sustainable operational advantage.

Answer to the third research question: The DTMS architecture encompasses six classical
defense management processes and nine functional tasks.

Ultimately, the analysis confirms that digital transformation is less about technology and
more about a fundamental cultural shift in the Armed Forces. The implementation of DTMS
cannot be successful if it is imposed on rigid industrial-age management hierarchies. It requires
a shift to a network-centric culture where information sharing is encouraged and ‘cognitive
readiness’ is a priority. The resistance to change that is often seen in outdated bureaucratic
structures must be addressed through continuous education and the promotion of a ‘digital
mindset’ among officers, transforming them from passive users of technology to active archi-
tects of cognitive advantage.

Scientific novelty:

For the first time, digitalization processes were integrated into the framework of defense
planning through the DTMS conceptual model; systematized disparate digitalization initiatives
within a single architectural framework.

Practical significance:

The model can be used to coordinate digitalization initiatives in the management of the
Ministry of Defense of Ukraine;

This experience may be useful for NATO member countries in the context of defense
transformation.

Future research should include empirical validation of the implementation of DTMS,
comparative analysis of digital transformation management models across NATO allies, and
the development of metrics to assess the maturity of digital transformation in defense organi-
zations. As defense increasingly becomes a competition for systemic adaptation rather than
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material advantage, the quality of transformation management will determine strategic out-
comes. Thus, future research directions include:

— empirical validation of the DTMS model through pilot projects;

— development of metrics for the effectiveness of digitalization in armed conflict;

— comparative analysis with the experience of other countries.
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